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}

flag
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Windows Win CE WDM

#pragma hdrstop
#pragma NDIS_INIT_FUNCTION(DriverEntry)
I
I HOOK
/i
NTSTATUSDriverEntry(
IN PDRIVER_OBJECT DriverObject,

}

IN PUNICODE STRING  RegistryPath
)

NTSTATUS status=STATUS_SUCCESS;
if(!InitBuffer())
return NDIS_STATUS FAILURE; //

//[HOOK
if(GetNdisModuleAddress() & & m_NdisBaseAddress!= NULL)
{
....... I
} /IHOOK
DriverObject->MajorFunction[IRP_MJ_CREATE] = Y BPacketOpen;
DriverObject->MajorFunction[IRP_MJ_CL OSE] = YBPacketClosg;
DriverObject->MajorFunction[|RP_MJ_READ] =Y BPacketRead;
DriverObject->MajorFunction[IRP_MJ WRITE] =Y BPacketWrite;
DriverObject->MajorFunction[|RP_MJ_CLEANUP] =Y BPacketCleanup;

DriverObject->MajorFunction[|RP_MJ DEVICE_CONTROL] = Y BPacketloControl;
DriverObject->DriverUnload = Y BPacketUnload;

Y BPacketCreate(DriverObject, RegistryPath); // DeviceloControl

return status,

VOID Y BPacketUnl oad(

)
{

IN PDRIVER_OBJECT DriverObject
PDEVICE_OBJECT DeviceObject;
PDEVICE_OBJECT OldDeviceObject;
if(m_pNdisSend != NULL)

...... /
} // UnHook Ndis Function

DeviceObject = DriverObject->DeviceObject;
while (DeviceObject != NULL)

OldDeviceObject=DeviceObject;
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DeviceObject=DeviceObject->NextDevice;
Y BPacketDel ete(OldDeviceObject);

}

NTSTATUSY BPacketOpen( Il IRP_MJ CREATE
IN PDEVICE_OBJECT DeviceObject,
IN PIRP Irp

)

{

}

NTSTATUSY BPacketClose( I IRP_MJ CLOSE
IN PDEVICE_OBJECT DeviceObject,
IN PIRP Irp

return O;

return O;

}

NTSTATUSYBPacketCleanup(  // IRP_MJ_CLEANUP
IN PDEVICE_OBJECT DeviceObject,
IN PIRP Irp

)

{

}
NTSTATUSY BPacketRead( / IRP_MJ READ

IN PDEVICE_OBJECT DeviceObject,
IN PIRP Irp

return O;

)
{

}

NTSTATUSY BPacketWrite( I IRP_MJ WRITE
IN PDEVICE_OBJECT DeviceObject,
IN PIRP Irp

return O;

)
{

}

NTSTATUSY BPacketCreste(
IN PDRIVER_OBJECT DriverObject,
IN  PUNICODE_STRING RegistryPath

return O;

NTSTATUS status= STATUS_SUCCESS;
PXPACKET_DEVICE_EXTENSION pDeviceExtension = NULL;
PDEVICE_OBJECT pFilterDeviceObject =NULL;
UNICODE_STRING usTempName;
UNICODE_STRING SymbolicLinkName;
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}

RtlInitUnicodeString(& usTempName, XPACKET _DEVICE_NAME);
status = loCreateDevice(

IN DriverObject,

IN sizeof(XPACKET_DEVICE_EXTENSION),

IN &usTempName,

IN FILE_DEVICE_XPACKET,

IN O,

IN FALSE,

ouT & pFilterDeviceObject

)i
RtlInitUnicodeString(& SymbolicLinkName, XPACKET _DOS DEVICE_NAME);
status = loCreateSymbolicLink(

& SymboalicLinkName,
&usTempName);

if ({NT_SUCCESS(status))

{
|oDel eteDevice(pFilterDeviceObject);
return( status);

return status;

VOID Y BPacketDel ete( I

)
{

}

IN PDEVICE_OBJECT pDeviceObject

PXPACKET_DEVICE_EXTENSION pDeviceExtension;

UNICODE_STRING SymbolicLinkName;

pDeviceExtension = (PXPACKET_DEVICE_EXTENSION)pDeviceObject->DeviceExtension;

RtlInitUnicodeString(& SymbolicLinkName, XPACKET _XFILTER_DOS_DEVICE_NAME);
loDeleteSymbolicLink( & SymbolicLinkName );

pDeviceExtension->ulNodeType = 0;
pDeviceExtension->ulNodeSize = 0;

loDeleteDevice( pDeviceObject );

DebugPrint("Device was deleted!");

NTSTATUS
Y BPacketloControl (

IN PDEVICE_OBJECT DeviceObject,
IN PIRP Irp

PIO_STACK_LOCATION IrpStack;
IOCTLPARAMS loContral;
DebugPrint("<==ybPacketloControl...\n");
IrpStack = loGetCurrentlrpStackL ocation(Irp);
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loMarklrpPending(Irp);
Irp->loStatus.Status = STATUS_PENDING;

loControl.dioc_IOCtlICode = IrpStack->Parameters.Devicel oControl .| oControl Code;
loControl.dioc_cblnBuf = IrpStack->Parameters.Devicel oControl . nputBufferLength;
loControl.dioc_cbOutBuf = IrpStack->Parameters.Devicel oControl.OutputBufferL ength;
loControl.dioc_InBuf = Irp->Associatedl rp.SystemBuffer;

loControl.dioc_OutBuf = Irp->Associatedl rp.SystemBuffer;

Managel oControl (& loContral);

Irp->loStatus.|nformation = loControl.dioc_cbOutBuf;
Irp->loStatus. Status = STATUS _SUCCESS;
loCompleteRequest(Irp, I0_NO_INCREMENT);

return STATUS_SUCCESS,
}

/I Devicel oControl
DWORD Managel oControl (PIOCTLPARAMS pVtoolsD)

{

PVOID pVoaid;
DWORD* pOutBuffer = (DWORD*)pVtoolsD->dioc_OutBuf;
DebugPrint("loControl Process!");

switch(pVtoolsD->dioc_| OCtlCode)

case IOCTL_YBPACKET_CREATE_RULE_BUFFER:
{
i
pVoid = CreateM emory(* (DWORD*)pVtoolsD->dioc_InBuf);
pVtoolsD->dioc_cbOutBuf = 0;
}break;

default:

DebugPrint("Other Command!");
bresk;

}

return NDIS_STATUS SUCCESS,

....... I
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ABSTRACT

ABSTRACT

Embedded System has already been used wherever in our lives, and it has
promoted the development of PC technology too. Proposed the “After PC” times
based on application of Embedded System With the development of computer and
communication technology, more and more Embedded System equipments
incorporate Internet. It makes a new Internet forms: Embedded Internet. The
appearance of Embedded Internet has brought more security questions. So, the
paper mainly research on the network security technologies of Embedded Internet.

Embedded Internet technologies include: Embedded Internet access technologies,
Embedded Web Server, Embedded Internet protocol stack and Embedded Internet
developing instruments. Using Embedded System brings the enormous change to
Internet, forms Embedded Internet model, and produces Extend Internet Model too.
Embedded Internet originated from this kind of idea of combining Embedded
System with Internet. In Embedded System applying fields based on Internet
technologies, makes Embedded System and Internet joint each other, and realize
resource-sharing, information communication and status control between
Embedded System and Internet. This kind of connection between Embedded
System and Internet is called Embedded Internet. Its model is as Figure 1 shows.
The characteristic of Extend Internet Model is that host computers and terminal
statiors include these equipments that can set in Internet now and future, in
addition, include also such as embedded network. It'smodd as Figure 2 shows.

Embedded NET

Home NET

Figurel Embedded Internet Model Figure2 Extend Internet Model

Traditional Internet exists severa kinds security threatened as follows. Encrypt
algorithms, Network monitoring, Protocols weakness, Software design weakness
and System disposes weakness. Embedded Internet application has its own
characteristics, so, the network security question of Embedded Internet is different
from traditional Internet. It based traditional Internet security question, considering
Embedded Internet itself potential network security question. Extend Internet is
shaped by Traditional Internet being merged other kinds of networks It inherits the
threatening of Traditional Internet and Embedded Internet, and it still has it's own
characteristics. Embedded Internet has the characteristics like below: mobile IP,
long-range managemert, and the physics position distributed and concentrated
terminal host computer. Through improving Distributed Firewall technology, we
can add some technologies like below: remote computer, VPN, special application
tunnel, and hardware-firewall. New firewall technology comes and protects
Embedded Internet security, we can call it: Embedded Internet Firewall. It's
structure model as Figure 3 shows.
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Figure.3 Embedded Internet Firewall Model

Embedded Internet Firewall can be divided into two major parts from this
structure. One part is inside network, and it's physics position partialy relative
concentrated, these inside networks put the packet-filter firewall of border in some
places of export of the network. Through it, frewall can strengthen security of
insde network. Another part is the physical position scattered outside system
equipments network, these termind systems are linked together through Internet.

Embedded Internet Firewall’s constitution mainly is like below: Centralized and
Control Part, Perimeter Firewall Part, and Terminal Device Firewall Part. Terminal
Device Firewal Part needs to redize the security protection function of the
terminal device, and mainly realizes packet-filter function by security policy, it can
aso cary on the mechanism of concentrates management and machine's
management, it needs to carry on users authentication and confirm identities of
this machine and other users and it needs to offer suppuration of IPv6 and VPN.
Perimeter Firewall Part needs to realize the inside network’s security protection
function at first, mainly packet-filter according to policy and proxy, it needs to
realize independent management and concentrates the mechanism of management,
it needs users identity authentication of the internal and outside network and it
needs to offer suppuration of 1Pv6 and VPN. Centralized and Control Part needs to
realize Embedded Internet each part’s management at first, it needs to carry on
identity authentication to al usersin Embedded Internet firewall and it also needs
to offer suppuration IPv6 and VPN.

Each kind of part in Embedded Internet Firewall has similar structure model. To
sum up, we can give out the unified hierarchical structure. It is divided into four
layers as follows. Concentrate Administration Layer, Identity Authentication Layer,
Encrypt layer and Security Tranamit Layer.

Hardware environment of Embedded Internet environment is relatively
complicated, and is more difficult to put up. So, the subject can only make use of
ordinary, cheap PC hardware equipments to construct the embedded hardware
equipments to simulate while studying. Besides, through utilizing and cutting down
revising to open source code Linux to produce Embedded Linux operating System.
Combining the two parts, can get simulate embedded computer system to put up
embedded Internet environment. We can use it in this subject. Through combining
the two parts, can form a smulating embedded system. This systemis still a PC
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ABSTRACT

system, but has already relatively been close to the performance characteristic of
the embedded system in fact.

Through analyzing the realization of Embedded Internet Firewall’s compositions
structure technology can know, Centralized and Control Part has important function
in Embedded Internet Firewall. It uses to realize that the curity policy and
firewall system management functions. It mainly includes: policy made, policy
management and users management. The realization technologies of Perimeter
Firewall Part can be divided into three kinds: packet-filter, proxy service and
complex firewall technologies. Terminal Device Firewall Part can be divided into
three parts. Mobile Embedded Equipment Firewall Part, Other Embedded
Equipment Firewall Part and PC Firewall Part. Mobile Embedded Equipment
Firewall Part is suitable for the mobile communication equipment, for instance:
Cell-phone, PDA, etc. Other Embedded Equipment Firewall Part is mainly suitable
for Information Product, relaying in equipments of communication, etc. PC
Firewdl Part means that in Embedded Internet, PC system needsiit.

Therealization of Centralized and Control Part is relatively complicated. It needs
akind of languages to describe policy, and a distributed tool, etc. The realization
technologies of Perimeter Firewall Part are smilar with Traditional Firewall’s
implementation technique. The realization technologies of Terminal Device
Firewall Part can be divided into two kinds. based TCP/IP and WAP firewall part.
The implementation technique principles of these two kinds of firewall parts are
unanimous basically. According to existing technological foundation and
experiment environment, this paper emphatically research the firewall part
implementation technique based on TCP/IP. And the implementation technique
firewa part based on WAP can consult the part based on TCP/IP.

The redlization of Termina Device Firewall Part includes: Unified Layer Model,
Security Encrypt Layer and VPN support, Identity Authentication, Policy
Management and Packet-filter by Policy. The realization in this paper is divided
into two parts: Based on Linux and Embedded Linux, based on Windows and
WInCE. The realizationof firewall parts based on Linux and Embedded Linux was
mainly finished through revising ipchains firewall in Linux operating system. And
the realization of firewall parts based on Windows and WIinCE has adopted
Windows platform WDM equipment driver technologes.

This paper has set up Embedded Internet and Extend Internet model, analyzing
its characteristic and potential network security threaten. Through improving the
Didtribute Firewall technology, we have put forward Embedded Internet Firewall.
Andyzed every part of Embedded Internet Firewall in detail, and studied the
corresponding implementation technique. Finally, researched the implementation
technique of Terminal Device Firewall Part, and offered theoretical foundation and
technology for development of the Embedded Internet Firewal Technology.

Keywords: Embedded System, Embedded Internet, Distribute Firewall, Embedded
Internet Firewdl|
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