Linux J #% = 3] &£ &

albcamus <albcamus@gmail.com>
Last Update : 2007 & 12 A 06 H

1, RIFN%

1.0 REABIEL

1E http://www.kernel.org/pub/linux/kernel/v2.6/BEE B— RN W CH, U0
ChangeLog—2.6.xx ~ linux—2.6.xx.tar.{gz|bz2}F1 patch—2.6.xx.{gzlbz2}, RN IZ N %
linux—2.6.23.tar.bz2 IXFEEA 466, -

1.1 B— 1 IHH.config tEE %

LAENIZ T & (L FC8 N, & kernel—devel—2.6.23.1—42.£c8.1686.rpm),
M /1ib/modules/<version>/build H3 F&H .config X4 -

# cd 1inux-2.6.24-rc3
# cp /1ib/modules/2.6.23.1-42.fc8/build/.config .

1.2 BB - WEMEE

BLE:
# make menuconfig/gconfig/xconfig/oldconfig/defconfig/allyesconfig/allmodconfig

FY:  —M&H menuconfig LEZE, WHRAREM GUT AKS, HA] LLEREEET Qt Y xconfig BL


mailto:albcamus@gmail.com

T Gtk+H gconfig -

FYT: A] LAF 0=</path/to/build>¥5 € g 4 BB SCHECEE MRS B 3%, 2551157301,
R PINIZIRACHES B 352 /usr/src/1linux—2.6.23, JRiENIZERE T

make O=/home/arc/build/1linux-2.6.23

B4 /1ib/modules/2.6.23 | F source Fl bui 1d X BN I S 8 BE 5 0 7 #5
| T YRS AN B AR H %
# 1s -1 /T1ib/modules/2.6.23/source

Trwxrwxrwx 1 root root 21 11-22 13:35 /lib/modules/2.6.23/source -
> /usr/src/1inux-2.6.23

# 1s -1 /1ib/modules/2.6.23/build
Trwxrwxrwx 1 root root 28 11-22 13:35 /lib/modules/2.6.23/build ->
/home/arc/build/1inux-2.6.23

Y

# make

FYI: V=1 /*verbose 182, EE—FHATHI AT SERFTEI HI K -
NN R, ERR R H B E R — A SR
X DL e B A PR R R AR T T

"/

C=1 [*TELE sparse FEFF, IHATTREHIERS CIEIARE -
BT & L BRI BUG
*/

TR
# make modules_install
# make install

FYT : IEFIEM T make install 2HRIERHLESAIECE NARER] initrd X, FEFHT
grub.conf A E"]W%S ° @ZZD%E%E%‘I—%N%Z%?E&E@J, E%?I mkinitrd e
-

# mkinitrd -v -preload libata.ko -with=ext3 /boot/initrd-2.6.24-rc3.1img
2.6.24-rc3

HHH—preload 8 € IS 7E /etc/modprobe.conf Z BINEL, T——with F8E PR STE
XZJE e -



# make htmldocs é;{f{%ﬁﬂ/ﬂfﬁﬁﬁ htmldocs ¥84 HTML #%=(, Mf&*E pdfdocs &,
psdocs

# make mandocs //5 kernel API 4% man Fif

# make installmandocs /*¥ kernel APT {7 it i1 23] man R2 /7 AEFE Y
*/Eiq:', X Ll man copy_from_user T

FYL: $T make htmldocs/pdfdocs/psdocs ZJ&, T 0=8E N H F(UnF 5 H o=/l &
JRACHS B 3 Documentation/DocBook/ T, 2 A A LA 1R B 221 ST

kernel api : WA API FHf

usb : USB host ¥ f APT i

gadget ¢ USB device ?ﬂuﬁﬂ/‘] API ?ﬂﬂ‘
kernel locking s INAZ BT HOWTO STHY
kernel hacking s NI & ) — S B ST

FYL: NAZIEAHES B X B Documentation H3K:

kernel—parameter.txt : NESEL, IIFE—1 grub entry B kernel $8% /5T
filesystems/vfs.txt ¢ Linux )Tf?w\j(ﬁ:/ \é}ﬁ E’J/ﬁ?)\ﬁ?ﬁ

memory—barriers : KT barriers B3CFY

CodingStyle s NGRS RIS

farasgarsn
SFSF.

1.1 menuconfig



@ 1.2 xconfig

Linux Kernel v2.6.24-rc4 Configur:
File E Option Help

ozl | E

Option

* OConfigure standard kemel features (for small systems)
MEnable loadable module support
= Enable the block layer (NEW)
~ 10 Schedulers
Processor type and features
* OParavirtualized guest support
Power management options
- BIACPI (Ad d Ci ion and Power Support
~ ®APM (Advanced Power Management) BIOS support
* CPU Frequency scaling
Bus options (PCl etc.)
- mPCCard (PCMCIA/CardBus) support
" @Support for PCI Hotplug (EXPERIMENTAL)
file formats / i

Networking
Device Drivers
Generic Driver Options
2C - unified <> linker
mMemory Technology Device (MTD) support
RAM/ROM/Flash chip drivers
Mapping drivers for chip access
Self-contained MTD device drivers
EINAND Device Support
OOneNAND Device Support
UBI - Unsorted block images
mParallel port support
Plug and Play support
Block devices
Misc devices
OATA/ATAPIMFM/RLL support
SCSl device support
- SCSl Transports
ISCSI low-level drivers
PCMCIA SCSI adapter support
ESerial ATA (prod) and Parallel ATA (experimental) drivers
=Multiple devices driver support (RAID and LVM)
mFusion MPT device support
|EEE 1394 (FireWire) support
®I20 device support

o Aavina drivare

Option

~@Prompt for d andfori de/dri

Local version - append to kernel release:

OAutomatically append version information to the version string

for paging of memory (swap)

@System V IPC

HIPOSIX Message Queues

MBSD Process Accounting

OBSD Process Accounting version 3 file format
> @Export task/process statistics through netlink (EXPERIMENTAL)
EEnable per-task delay ing (EXPERIMENTAL)
© BEnable extended accounting over taskstats (EXPERIMENTAL)
Enable per-task storage I/O accounting (EXPERIMENTAL)

mUser Namespaces (EXPERIMENTAL)
OPID Namespaces (EXPERIMENTAL)
Auditing support

Enable system-call auditing support
OKemel .config support
(17) Kernel log buffer size (16 => 64KB, 17 => 128KB)
OControl Group support
®Fair group CPU scheduler

= Rasis for aronninn tasks

E10)

General setup

@ 1.3 gconfig



File Options Help

\% sm‘g\e s;ult FE\I Collapse Ex:}:nd
Options Name N M Y| Value
Cinceun e e w w
Winchip-C6 (NEW) MWINCHIPCE N -N
Winchip-2 (NEW) MWINCHIP2 N _:N
Winchip-2A/Mminchip-3 (NEW) MWINCHIP3D N _iN
GeodeGX1 (NEW) MGEODEGX1 N _:N
Geode GX/LX (NEW) MGEODE_LX N _:N
CyrixII/VIA-C3 (NEW) MCYRIXII N _°N
VIA C3-2 (Nehemiah) (NEW) MVIAC3 2 N©O_IN
VIA C7 (NEW) MVIACT N - N
® Core 2jnewer Xeon (NEW) MCORE2 Yoy
| Generic x86 support (NEW) X86_GENERIC oYy
! HPET Timer Support (NEW) HPET_TIMER _ Yy
Maximum number of CPUs (2-255) (NEW) NR_CPUS »
| SMT (Hyperthreading) scheduler support (NEW) SCHED_SMT _ Yy
/| Multi-core scheduler support (NEW) SCHED_MC - Yoy
< [ Preemption Model (NEW) Preemptible Kernel (Low-Latency Desktop)
No Forced Preemption (Server) (NEW) PREEMPT_NONE NDON
Voluntary Kemel Preemption (Desktop) (NEW) PREEMPT_VOLUNTARY N -N
© Preemptible Kemel (Low-Latency Desktop) (NEW) PREEMPT Yoy
! Preempt The Big Kernel Lock (NEW) PREEMPT_BKL _ Yy
= /) Machine Check Exception (NEW) X86_MCE _ Yy
— Check for non-fatal errors on AMD Athlon/Duron / Intel Pentium 4 (NEW) X86_MCE_NONFATAL _M_'M
' check for P4 thermal throttling interrupt. (NEW) X86_MCE_P4THERMAL - Yoy
~| Toshiba Laptop support (NEW) TOSHIBA _M_M
= Dell laptop support (NEW) 18K MM
Enable X86 board specific fixups for reboot (NEW) X86_REBOOTFIXUPS N -N

Sorry. no help available for this option yet

2, DA

2.1 vim + ctags + cscope

2.1.1 4RiFE ctags BEH tags X

# make ARCH=x86 tags

FYI: ARCH=<arch>HUE AR, FRTIBEMERLEEMSIN, NEGIHMKRREEH-FE .
FYL: 2.6.24 ZFi, F 1386 81T 32 fii i) x86 4bFHES, FH x86_64 TR1T 64 f1f') x86 AbHHZE - 1H
fE 2.6.24 FiX 2 ZRIEEFH, GikH xs6.

2.1.2 GRiFE cscope BFHFEN] cscope.out X4

# make ARCH=x86 cscope



2.1.3 Z£Vim FH ctags YK

its do_fork //tag select ?ﬁ%%]ﬂ?j‘f*ﬁﬂ%%‘? do_fork J:, Tﬁ Ctrl—].
//OASAELRE FOR AL E, Ctrl-T

‘tn //tag next

tp //tag previous
tf //tag first

t1 //tag last

FYT: %% Vim B9 taglist ffifd, PSR A . X, ~/wvimrc FIEH] number:

“added by albcamus
function! TlistWrapper2 ()
Tlist
if winnr('$") >= 2 " winnr() return the number of current window
" while winnr('$") returns the number of all windows

set nonu
else
set nu
endif
endfunction

command! -nargs=0 List call TlistWrapper2()
map <F1> :List<CR>:<CR>

AT LAFZ 1R VE R taglist o

2.1.4 £ Vim FH cscope W ¥

:cs add cscope.out #{?ﬂ?j][[—/l\ connection, {XU%V\WFZE@'?%'%Z@% cscope %@%H‘ﬁﬂ:
A LAY FH:cs a cscope.out

:cs show #E%Fffﬁ connections
ics kill <#> #%%%#% connection, %#%?ﬁ%:cs show Euﬂ?u”jﬂ%ﬂ‘]
‘cs reset Freset Fﬁﬁ connections

:cs find cldelflglilslt <name>
R
c B name FHRLE pR £ FH



[oN

B name W T HRLE R %L
egrep )7

BN name IS

ﬁ:?ﬁ name E@%X
EFHinclude K name B ILAF
B name I X CHFF

t BEHATLLFS name THE

Heoo@ o O

@)

X Linux V\H‘Z}Elﬂ, WHRIEH tags jCﬁ:, YH cscope.out )\(ﬁ:, M vim H:set cst
BEIREHH cscope WAEHI™], HWHiiEtag s THE:

GISRAEH ctags $8 %] do_TRQ:
‘ts do_IRQ

WIEAEH cscope T2 do_IRQ:
‘ta do_IRQ

FYE ATRIZE™/vinre T EE XA, REBR LGRS &

<C-R>=expand("<cword>") <CR><CR>
<C-R>=expand("<cword>") <CR><CR>
<C-R>=expand("<cword>") <CR><CR>
<C-R>=expand("<cword>") <CR><CR>
<C-R>=expand("<cword>") <CR><CR>
<C-R>=expand("<cfile>")<CR><CR>
A<C-R>=expand("<cfile>")<CR>$<CR>
<C-R>=expand("<cword>") <CR><CR>

nmap <C-\>g :cs find
nmap <C-\>c :cs find
nmap <C-\>s :cs find
nmap <C-\>t :cs find
nmap <C-\>e :cs find
nmap <C-\>f :cs find
nmap <C-\>i :cs find
nmap <C-\>d :cs find

O —1-—hd W NQ

XHE, MARTE Vim FIEYEAFRIFEAF R do_fork b, ¥ Ctri-\c(4Ef% Ctr1-\IR/5
), cscope EEFIHPFTERA T do_fork ERELHIMI T -



clear local APIC if (lapic_id registered())
disable local APIC BUG();
lapic_shutdown
verify local APIC
sync_Arb_IDs
init_bsp_APIC

al APIC
detect_init_APIC
init apic_ldr();

parse_lapic
parse_nolapic

P P

apic_set verl Y value = apic_read(APIC_TASKPRI);
smp_spurious_interrupt value ~APIC_TPRI_MASK;
smp_error_inferrupt apic write around(APIC TASKPRI, value);
apic_intr_init
connect_bsp APIC
disconnect bsp APIC
lapic_suspend
lapic_resume
apic_pm activate
init _lapic_sysfs
apic_pm activate

genapic_32.h (/root/Sources
_ASM_GENAPIC H
APICFUNC (1 = APIC ISR NR - 1; i >= 0; i--) {
IPIFUNC ic_read(APIC ISR + i* )i
IPIFUNC j 2T o= 0; TRt
APIC_INIT (value & (

K_Al

genapic

Tag List 158, 5

<<APIC_init_uniprocessor>>
setup_local APIC();
<<APIC_init_uniprocessor>>
setup_local APIC();
mp_callin>>
setup_local APIC();

setup_local APIC();
setup_local APIC();

setup_local APIC();
mp_prepare_cp

obalt_ini
setup_local APIC();
Choice number (<Enter> cancels): [

FYI: GNU Global %%F%‘Hj%%% ° Xﬁ%% Emacs Z)ﬁ?ﬁ%ﬁﬂ’]ﬂﬂﬁ, A AT U\}ﬂ etags il xcscope o
B . EWSource Insight BIIAM AT LI IR—TF kscope, B HRIFHEHA STIREALL -

kscope fKHfiT KDE FIJZE, GHRARA enome 1EE M HES, B LEET KDE A RELEE
kscope o 1%)% kscope Zﬁﬁ%ﬁ'%ﬂ"z{j@ ctags ~ cscope 1 dot %%}?(dot Y:E graphviz @‘:F‘) °

kscope Slll



File Edit Yiew Project Cscope Go Bookmarks Tools H®indow Settings Help

= EH000Q HH e

E1ER 6L &

H0L0 0 [EEE

1
4l
x

rX
L 4 ir and wairs for ir ro finish using the VM if reqguired. @
Name = [+ * |
File +
Eallocate mm long do_fDrk[unngned leng clone_flags, H
[Elalloc files unsigned leng stack start, ¢ 11d ¢
[ alloc task struct atruct pt_regs *regs, h 11dh
[El5RCH MTN MMSTRLUCT ALTGN unsigned long stack size, o glégi-c
[E4RCH MTN TASKALTGN int _ user *parent_tidptr, ; ",[])[) ‘ht]‘ ;
[Elcheck unshare flags . int _ user *child tidptr) : :llnnhllh
[E cleanup sighand = :1,?8[? .
[E cleanup signal atruct task struct *p: co e
~ P h 37800 h
[El:1zanup =ignal . int trace = 0; ) :%%'g- .
[Elcopy files I atruct pid *pid = allec_pid(}; h ",r",:igh
. f1ag: i RIRTTN
=EES§ hﬁfﬁ leng nr; h 5edf% microcode b
i . c Sehll e
= cop; fs struct . if (pid) o dopll e
.E’;m’ f: :t:ﬁ;t . return -EAGAIN: o TeEE o
Eeopy mn : or = pid->nr; h 3503, b
.(:Opy rocess . if (unlikely(current->ptrace)) | e 3es05.c
.fﬂgi S1ghand tracre = fork_traceflag (clone_flags): h "eR0A. h
.t‘:opy ;;igna] if (trace} o Achlf. o
[Elcount opsn files . clene_flags |= CLOME_PTRACE; c 3ehlfc
[Elda fork . E| - 1 o Achlfe @
@ c Beh2h.e
5 T S = conu neacessiclons flams atack atart req [l «s)
R X
[ |‘_“| Functions called by do fork | “L History 1 ] e
Function [Fite [Line | Test +
alloc pid frootdSourcesd Tinwi—2, b, 227 kernel/fork.c  13BBstruct pid *pid = alloc pid():

L22fkernel {fark. s
V228 kernel{fork.c
frootdSourcesd 1inuws—2, 0, 22/ kernel {fork. o

1} I
frootdSourcesdlinus-2, 0 G
1 [
b [
frootdSourcesd 1 inus—2, 6, 22/ kernel {fork. ¢
1 [
b [
1 [
1 [

frootdSourcesd 1 inus-2,

1AL funlikely fourrent=>ptracei ) |

1472trace = fork traceflag (clone flags);

137Tp = copy processiclone flags, stack start, regs, stack size, parent tidptr, child
13824 (115 FRR(p)) {

1387init completion{fyfork) ;

1394 51 gaddset (Ep—>pending. signal, STGSTOR);

139656t tsk thread flag(p, TTF STGPRENDTNG) ; @

F"ork tracef lag
COPY Process
15 ERR

init completion frootdSourcesd linwa—2. 6. 22/ kernel/fork. ¢
sigaddset frootdSourcesd Tinua—2. 6. 22/ kernel /fork. o
set tsk thread flag frootdSourcesd linua—2. 6. 22/ kernel/fork. c

wake up new task {frootdSourcesd Tinus—2. 6. 22/ kernel/fork. o
C‘l Lot c 1 A i ana L

1399 wake up new task(p, clone flags):

Ldnn 1ila1 I
i | [«»]
line: 1300 Col: 1

2.2 1xr — Linux Cross Referrence

Fe— AR HAE R L0

http://lxr.linux.no/
http://users.sosdg.org/~qiyong/lxr/source/



Mt (B 4RE (B) EE (V) AR (8] #E B) IR (I) % H)

aner SR Ay B [ e/ dnsne entreao_oasi=do._fork [*[ ] [G] [B) couritramail T
4 1 Gmail — Wi B FIRREEL... ol PBUeng > Beiji... il PBUeng > Chin... |C) aP-385 az4m3... A http:d/...patch [} Linux identf... &3 -
. . [ source navigation ]
ad Cross-Referencing Linux \identifier search |
[ freetext search |
‘ E [ file search ]
Version: [L09][1.2.13][2.040 ] [22.26][ 2418 1[2.4.20 | [24.28 ][ 2.6.10 ] [2.6.11 | [2.6.17.13 ][ 2.6.18 ][ 2.6.20.1 ] [ 2.6.22 ][ 2.6.22.6 |
Architecture: [ 1386 ][ alpha ][ arm ][ ia64 ] [ m68k ] [ mips ] [ mips64 ][ ppe ][ 390 [ sh ][ sparc | [ sparc64 ] [ x86_64 ]

Identifier: Id o_fork

do fork

Defined as a function in:
* kernel/fork.c. line 1356
Defined as a function prototype in:
# include/linux/sched.h, line 1436
Referenced (in 36 files total) in:
# arch/alpha/kernel/process.c:
< line 252
o line 258

* arch/armvkernel/process.c, line 426
# arch/arm/kernel/sys_arm.c:

o line 238
< line 255
o line 260

® arch/arm26/kernel/process.c. line 368
# arch/arm26/kernel/sys_arm.c:

o line 242
< line 259
o line 264
# arch/avr32/kemnel/process.c:
o line 96
o line 353
o line 362
o line 369
# arch/blackfin/kernel/process.c:
< line 216
o line 226
< line 242
# arch/cris/arch-v10/kemel/process.c:
o line 106

3. NIZMEXKE

Il

&

Go get it |



AIT#EE: LKD2 - (Linux &R IT+5EEH-%2K)

MAIDFR, a8 T - RS BIUSUERS . FIPS5ER -
NFFEHE . HREEHSETE, NELERESE, BAITIES.

fEs: EEAT (P, BE L Lkp2 BAEFSHIAZATTEH)
B NERBERAN, EREEA - CFEFARGEME TR IR ED

3.1 ULK3 — FABERE Linux WE-3rd

3.2

—RAR AR Linux WAZJRFEE . PR 2611 HRFIRA, FEHHAT
%86 FE ] Linux NAZSCHR

s RN, &M

R N/A

HHEET UL HLEET 1) MABHTHTEENE T X6 h AL, BTG
P86 FRKT -

(Linux ABIRCHIER D)

PL2.4.0 MR, FEREERAEINT, Sl NEEE .. XHRS -
SMP ~ PCI F1 USB ~ IPC HHRRHED & DA AR A ER -

s /A
BRA: EERTAIARBRARIE, B TER] BRK, AEHERFEE.

FYT « FFAEN (BRI RN, SRS RARIZ ] EH -

3.3 LDD3 — Linux R&EWNEE/F-3rd

LDD3 EWIRIEE - (HUIRE S E BERIRET, 5255 R
datasheet, IE—"NZHIIRAIIREITET -

Y1 = N B RIIRENREF skeleton:



drivers/net/pci—skeleton.c # drivers/usb/usb—skeleton.c, ﬁf%”%ﬁﬂ PCI/USB
WEhPEF RS S -

3.4 BCBEREN LB Unix FH - WEEEFTH sup Fl
Caching B’E R

XN E B AFIAR RLER L) Unix SEIIFEEIA, c.o. SMP RS HE -
Cache — B[R] -

Do EEFRMEAER, FREHERIEE
BS. 94 AP, HEKIH

3.5 Intel & AMD CPU Z#HFH

BRIFHE RIS EE PRI R B Intel & AMD HIFE -

4, 55—‘/[\7‘§2[9%: Hello Kernel

4.1 g

# cat Makefile

ifneq ($(KERNELRELEASE),)
obj-m := hello.o
else



KBUILD := /lib/modules/ uname -r /build

modules:
make -C $(KBUILD) M=$(shell pwd) modules
clean:
rm -f *.0 *~ core .depend .
rm -rf .tmp_versions
endif

o
W

.cmd *.ko *.mod.c

# cat hello.c
#include <linux/kernel.h>
#include <linux/module.h>
#include <Tinux/init.h>
MODULE_LICENSE ("GPL");
MODULE_DESCRIPTION("The hello world demo module");
MODULE_AUTHOR("albcamus<albcamus@gmail.com>");
static int _init hello_init(void)
printk("Hello Kernel!\n");

return 0;

static void __exit hello_exit(void)

printk("Bye!\n");

module_initChelTlo_init);
module_exit(hello_exit);

42 G- INBMEE

G

# make

JIiE=

# insmod ./hello.ko

HE:
# dmesg |tail —1
Hello Kernel!

HIE:

# rmmod hello

FYD @ BETORMMTA? 7 Hello world ZJF, HIRZ AT LGRS H)/IMEER AT LU,
FIanER AFHHRCI N I A ERED, 51 dummy FAAAEIKE)



B, In—1AGHH, %5

(TBD: YIFEHGHTIE], FEH intercept—execve FALR)

5, PNERAH < BT P 4% B IR

http://www.kernel.org

— git trees

— bugzilla
— LKML (FIEAMEA) mailing list)

FYT: B DETEZH comp.os.linux.development.system (3718 1inux NIZFEFIXIT),

F1 fa.linux.kernel(LKML %] USENET ki)
HriEHn] LA evolution/thunderbird Z51T 5%, HA] LAZE http://groups.google.com

IA]
http://kerneltrap.or
Linux F1 BSD NAZBIERETIE o W SRIEAS R ERER LKML, BR AL N kerneltrap 7&

MMFER

http://lwn.net

Linux weekly news

http://www.linuxforum.net



http://www.linuxforum.net/
http://lwn.net/
http://kerneltrap.org/
http://www.kernel.org/

M 1999 IR, AR T KRERIRFENGEASTE R -

http://linux.chinaunix.net

faray

BN KF . HRLZEFIEER, W zx_wing -« puppylove ~ daemeon % o

http://www.ibm.com/developerworks/cn/views/linux/articles.isp?view by=search&search by=

%E5%86%856E66A0%B8

ibm developers works PUETRZE KT NIZAIEY, KREGHEERSE -

http://zh—kernel.org/mailman/listinfo/linux—kernel

FHLi Yang @ freescale ZEI, 1HEREIRZTE Kernel FF & SUHIEERAI LN
EWESS, HIME

iZD Herbert Xu, Mingming Cao, Bryan Wu, Shaohua Li, Yanmin Zhang
H AN X BIE FU0 CLF B wheelz ~ daemeon ~ zhllg %5 -

WAL X EENERIAAZ R, 748 Intel OTC A Linux ACPI I H -

HAth B AR

(o)
II

FE2E ) Linux WAZRT, AEH ZRZ NG ZIMIATAE R, BRSOy


http://zh-kernel.org/mailman/listinfo/linux-kernel
http://www.ibm.com/developerworks/cn/views/linux/articles.jsp?view_by=search&search_by=%E5%86%85%E6%A0%B8
http://www.ibm.com/developerworks/cn/views/linux/articles.jsp?view_by=search&search_by=%E5%86%85%E6%A0%B8
http://linux.chinaunix.net/

2ES B EROSEIA o RIE SR, B EEVE BRI AIRTREEE, fla
F223] Linux NI SIS, BN REAN2ES) TCP/1P;  BE2E3] Linux s
EBBENTG, BATTREAEIFEA cPUNFEENLS . 5%

XEAY—&E: GCCHICT B 1 inline ASMo

GCCHICT R

$ info gcc c €
INLINE ASM(ETXT 1386):

(EFAHT) H—E PR inline ASM HLEREW] . ABIVE W R BIS0R:
http://www.ibiblio.org/gferg/1dp/GCC—Inline—Assembly—HOWTO.html

http: roups.google.com/group/muc.lists.linux—
kernel/browse thread/thread/ca8860dd41ddd42b

3 x86-64 ] inline L2 AH 1386 X HIASK -

7, WEHER

7.1 printk

FNERAY printk KGR RSV -

B B BUG SEEHE reboot |, printk FINEEEHEAT] . RNFEER,
?‘Zﬂ‘]m‘ PILH console:/dev/ttySO EFE{ console E‘ﬁﬁ‘ﬁﬁfﬁ[’ﬂ?ﬂ % M, E%*ﬁﬁuﬁ
%Lﬁ, SiECIND Y| netconsole(ii)rﬂ, Documentation/networking/netconsole.txt)


http://groups.google.com/group/muc.lists.linux-kernel/browse_thread/thread/ca8860dd41ddd42b
http://groups.google.com/group/muc.lists.linux-kernel/browse_thread/thread/ca8860dd41ddd42b
http://www.ibiblio.org/gferg/ldp/GCC-Inline-Assembly-HOWTO.html

L. FERREM AT -
FYT:  ffFH GCC B 99 A 22 24 7% FL 2 kprintk

Cc99 /=K

#define MYDEBUG
#ifdef MYDEBUG

#define dbg_print(fmt, ...) \

printk("%s-%d: "fmt, _FILE__, __LINE__,
##__VA_ARGS_ );

#else

#define dbg_print(fmt, ...) do {} while (0)
#endif

Gee A=

#define MYDEBUG
#ifdef MYDEBUG
#define dbg_print(fmt, args...) \

printk("%s-%d: "fmt, _FILE__, __LINE__,
##args);
#else
#define dbg_print(fmt, args...) do {} while(0)
#endif
IRJE AT LUEA -

dbg_print("This is a debug messge, i = %d, and string is %d\n", i, str);

7.2 kdb

HH SGI AR FFZHI—RFENT -

http://oss.sgi.com/projects/kdb

L BRI, ZEARBEMELTAKFEY . EE-.
B HREEENC R IR B, ANREME] c RE 8T -

7.3 kgdb

linsys AR K HI—ZRFENT o Linux N Andrew Morton BLFAT -
LA CIRIBEAR L .
RS BUGELE, HREEO, Mablas. BIUASFFRINZRAIRD .

FYT @ 3X (A A] LA 8
a), VMWare F 7] LL¥E E REFUHLAY & O FIFO 3CHE, TR & fE


http://oss.sgi.com/projects/kdb/

FUPLSEER & O ELEK:
b), BEHTH) kedb B2 HF kedboe — Over Ethernet. HEELIK
W R IR BHAR 7 S FF NETPOLL Bl A .
FYI : kgdb R HEHEIEHANEF, NEHxFEHER 2.6.25.
FYI : H. 1insys fll sourceforge B4 H— T

http://www.kernel.org/pub/linux/kernel/people/agk/patches/2.6/

% Andrew Morton EI’:]—mm tree ':F‘ E% kgdb:

http://www.eukernel.org/pub/linux/kernel/people/akpm/patches/2.6/

7.4 kprobes/systemtap

kprobes H 2.6.9 IMAZI'E 77 NZH -
systemtap IEILZEE[ redhat F Intel %Z\ﬂ ﬂ:ﬁl@l/‘]ﬁ]ﬁtlﬂ, KT Solaris B DTrace- B
HT kprobes o

kprobes
Yo JLP PR A AR AR 3 5 &R o] DATER ARG 5. T B AT DA A B SRR AR S i
75 (HZELE kallsyns HB)

@%,‘]‘—f‘; : N/A
systemtap:
TE:

git clone git://sources.redhat.com/git/systemtap.git

m: P, ZIREmK
B FHEE ] THHE S (stap)

3

FIT:
http://sourceware.org/systemtap/documentation.html

1%)55 systemtap ﬁhfilj\ﬂ‘i


http://www.eu.kernel.org/pub/linux/kernel/people/akpm/patches/2.6/
http://www.kernel.org/pub/linux/kernel/people/agk/patches/2.6/

http://www.ibm.com/developerworks/cn/linux/1—systemtap

Linux NA—P2FHEREN E A2 T A systemtap, 26 3 #05

http://www.ibm.com/developerworks/cn/linux/1—cn—systemtap3

7.5 VMWare workstation 6.x

VMWare workstation £E VCPU FHHEEHI T gdb stub

L. RBRATESD . AHEZEIE), cIRREBHRED.
B HRENN Linux REE, NEEFIR SR T . FIBAKRTIER L -

S

http://blog.chinaunix.net/u/548/showart.php?id=282575

o ¥ I I — A ECB - VMware Worl on,
2
a5 5 dotugotun bisten ousstazes Fle Edit View VM Team Tabs Help
2). JBEHGUEST
HOST Linux_t /& & gdb £ Home 32 {1 Windows XP Professional 3¢ /(1 FC8 3 | Clone of FC8 3¢
(gdb) file vmlinux
(gdb) target remote localhost:8832

[root@localhost ~1# _

#1GUEST:

7 QI
debugStub.listen.guest64=1

2). BEhGUEST
). HOST Linux_k f5&hgdb
(gdb) file vmlinux
(gdb) set architecture 1386:
(gdb) target remote localhost

At i 5

1, O=<path name>

unsigned

struct pt_reg:

unsigned long stack size,
int __user *parent_tidptr,
int _ user *child tidptr)

struct task struct *p;
int trace = 0;
long nr;
if (unlikely(current ce)) {
trace = fork_traceflag (clone_flags);

if (trace)
clone flags |= CLONE PTRACE;

Line: 7?2  PC: 0xc0405a78

remote Thread 1 In:
0xc0405a78 in ?7? ()

(gdb) 1 do_fork

(gdb) b do_fork

Note: breakpoint 1 also set at pc Oxcl02b660

Breakpoint 2 at 0xcl02b66@8: file /root/Sources/linux-2.6/kernel/fork.c, line 1418
(gdb) ¢

Continuing

k L \ ' A T @ = 2 2frEF ([2JFC8 - VMware Workstatic ' root@localhost [2] =~ A P2 (-
> L{}J ™ Q 2@ Bl @ Gmail - IsTRE48 (60080) - Inbox (1227 unread, 20 Evince [2] - walle Q:h %

K. Ws6.0



http://blog.chinaunix.net/u/548/showart.php?id=282575
http://www.ibm.com/developerworks/cn/linux/l-cn-systemtap3/
http://www.ibm.com/developerworks/cn/linux/l-systemtap/

8, IfCHE/E: ARCH & DRIVER

8.1 BIfC x86 CcPU

Intel 64 and IA 32 CPU Manuals:
http://www.i nte1.com/products/processor/manuals/i ndex.htm

AMD CPU Manuals:
http://developer.amd.com/devguides.jsp
— L8 Linux CRFECRRZEF I SCR) BV X86 CPU BRI
ZAbHES:  swp, RIPPFIER, APIC
INFFEHE:  PAE, PSE, MTRR/PAT, Cache/TLB, x86—64, NUMA
%éﬁlﬁﬁﬁ int 0x80, sysenter/sysexit, syscall/sysret
HRET:  ACPI
—> FJREH
—> MPS
—> PCI IRQ Routing
—> PNP
—> E&20
T REFe4:  MMX, SSE/SSE2/SSE3/SSE4, 3DNow!

%}é:NX

AL © vMX(Intel VT), SVM(AMD-V)



8.2 JMNEIK A

SNBSS BRI E Intel ICHS FEHF.OM Y datasheet:
http://www.intel.com/design/chipsets/datashts/313056.htm

FEM A ) datasheet 2 %E4E host controllers Tt M9, BARZ|FEFNEE, #40 USB
B SATA, FEEF R -

9, 80386 KB LI

1. 80386 Jy B BRGT 12t HIBE 1

o GDTF, LDTF, 1SS, EBLEMNTEF » (Linux FISEHIRE: X3 NEEEEE D cPuE—D)
o B CcPUAERE — gdtr F5IA GDT K, — > 1dtr FEM LDT £, —1> tr FE[A TSS -
o BPCPUH6 MRS CS, DS, SS, ES, FS, GS. Ef1#Z 16-bit K.
Hrbcs. ps BRI FIEIREL, SSTRmMEREL, ARFFIAN; T ES- FS~ GS AT LLAH
VEEE B, FRMEMB data segment HBAY, o
IXLEEF RS AU{E"Segment Selector'- JREM: HIEHMEMHRTE — MHIHE(6 7] segment
selector J1_I 32 A7 A2 PE#IEE)SR A GDT BE LDT H B entry — B entry HLFR—

MSegment”, FTLA— entry i —"1""Segment Descriptor” e

o — segment selector 7%13_(1%5"]


http://www.intel.com/design/chipsets/datashts/313056.htm

RPL: Request Privilege Levelo

CS B EESHI[1:0]HERY CPL, current privilege levels
TI: Table Indicator. TI==0Rf, FIREMH GDT#; TI==18F, {FH LDT %
INDEX:  7E GDT B LDT RH NI E -

Fltn, T1==0.{FF GDT & - INDEX } 2, gdtr==0x00020000, i GDT F&1> entry Y
KR SFTL TSR, TSHT:

0x00020000 + (2 * 8) == 0x00020010

XA HHER S GDT FRH MR Y segment descriptor £ENFEH FIHEAL -

o GDT E#HI—" entry, £FE— segment descriptor, KE N 8 FT(64-bit), K& h:

(%% ULK3 P39, Intel Tt V3 Figure 4-17%0 Linux N struct desc_structﬁﬁﬁl)

0 3F —-'i'~entry, —-"i"-segment descriptor. E (64-bit), #

LK3 P39. IntelF ffV3 Figure 4-1#0Linuxf #%#)struct desc struct i)

LIMIT
(16-19)

Table 48-1
A Accessed
AVL Available to System programmer
Big
Conforming
Default
DPL Descriptor Privilige Level
E Expansion Direction
G Granularity
R Readable
LIMIT Segment Limit
W Writable
p Present

Linux R entry #EZUHIE 3L

struct desc_struct {
ul6é 1imit0:
ul6 base0s
unsigned basel : 8, type : 4, s : 1, dpl : 2, p : I;



unsigned 1limit : 4, avl : 1, 1 : 1, d: 1 g : 1, base2 : &8:
} __attribute__((packed)):

FEEX Code B, Vi, limit FH Limit F1G{RE; *J Data Bl Stack BrRil, Limit iAK
T BRI EAL o 1H Linux IRAAE BFIE AL o

A RIS BHAR ST - B8 B FF 8T AT LUBCEE GDT 50 LDT HE N entries, 1H TSS BAffiATT
HEERE GDT FHE—" entry, LDT AT HBERUAE DT #H/E— " entry -

o) N'F_\? cs/ds/ss/es/fs/gs JX 6 /l\ segement selectors, 1) PLY ﬁﬁ%ﬁ 61 segment
descriptors(fE gdt TEL 1dt TH) . NI, 80x86 CPUIRMET 6 MHUEAH] WHY 64-bit
Tres, FEEIX 6 Y HIFY segment descriptorse IXEE, U cs Flds E#fiE, FF4 CPU
WAEAERN Y descriptor MNEEINA] WA FER T, WA R NFEH ) GDT/LDT ik
descriptors, BERIFEMNAY cs/ds & selector PEINES -

2. Linux X1 B BESBISEH -

ULK3 ¥4, 2.6 Linux UH7E x86 AL FRARTR NS, A fEBIBN —F EERTHHTE -

o YEH GDT #AHI— entry, __ KERNEL_CS HIE X

#define GDT_ENTRY_KERNEL_CS (GDT_ENTRY_KERNEL_BASE + 0)
#define _ KERNEL CS (GDT_ENTRY_KERNEL CS ™ 8)

fiEke.
Linux SEPRZARBBEBAE S 6DT FAISE 1201, FrLAE INDEX /& 12 INDEX 7E CS B/ 13 4L,

& 3 fLf) T1==0, B NFAZ GDT; RPL==0, A& RINGO R XFE, __KERNEL_CS Hi/&
12 << 3, JREl 12 * 8-

o TM__USER_CS:

#define GDT_ENTRY_DEFAULT_USER_CS 14
#define _ USER_CS (GDT_ENTRY_ DEFAULT USER CS ™ 8 + 3)

AR

Linux 8 AR EBAEN DT FRAYEE 14 T, PTRAE INDEX J& 14 INDEX 7E CS BUE 13 L, B
PIEERS s fir, JREIskR s ZTMR3 A, K MARIR Gor, PrLlTi==0; NHEANHFE,
PLRPL==3. FTPA__USER_CSHtZ14 << 3 + 3, JREl14 * 8 + 3.

o __KERNEL_DS #& GDT #5513 101, __USER_DS & GDT F#H 55 15 i -



ZZ?DF_],, ﬂ]ﬂ}%ﬁ Linux ﬁi)‘(fﬁ/‘]ﬁ 4 segments, /H: base address 7FH limit E’{Jlﬁﬁ °

GDT[12] == kernel cs
GDT[13] == kernel ds
GDT[14] == user cs
GDT[15] == user ds

FE GDT FHIX 4 1> entries f] base address #A& 0x00000000, H 1imit #HBAE OxFEFLf- B
etnry B GFREBIZ N 1 QFER, WERE—Dentry BIGIE N0, TR 1imit BIENE byte, FP
2 limit == OxfEfef BFEE T B BIAS[H; WR GBI E R 1, N timit FIEAALZE 4096 F
T, THE limit==Oxfffff PLFR (2720)%(2"12) == 4GB HIZE[H])

Linux LA IX 2 BT 80386 [ segmenting unit H): 4 M, @ DEE flat B9 4GB K/
T, fHAEAMEL . BN of fset == GMEHIEE . GEE, intel FUE ML E R
48bit B, EH 16bit /& segment selector)

arch/X86/kernel/cpu/common.c :

DEFINE_PER_CPU(struct gdt_page, gdt_page) = { .gdt = {
[GDT_ENTRY_KERNEL_CS] = { 0x0000ffff, 0x00cf9a00 },
[GDT_ENTRY_KERNEL_DS] = { 0x0000ffff, 0x00cf9200 },
[GDT_ENTRY_DEFAULT_USER_CS] = { 0x0000ffff, 0x00cffa00 },
[GDT_ENTRY_DEFAULT_USER_DS] = { 0x0000ffff, 0x00cff200 },

{EAD RO 25 }
b
EXPORT _PER_CPU_SYMBOL_GPL(gdt_page);

FATRER, __KERNEL_CSFJGDT entry TEEN{ 0x0000ff£f, 0x00cf9a00 HEfAEE -

__KERNEL_CS £ GDT XA entry 1H:

XTHRZ Table 48-1, 4MiH base address 7 0x00000000, 1imit A Oxfffff, Gruanularity
J91 — JRED 4KBytes B4 o

0000 0000 1100 1111 1001 1010 0000 0000
0000 0000 0000 0000 1111 1111 1111 1111

o UP Linux FHE—1 DT £, HSMPH, & cPu#HE HCHIGDT % .
(include/asm—x86/desc_32.h)



struct gdt_page

{
struct desc_struct gdt[GDT_ENTRIES]:
} __attribute__((aligned(PAGE_SIZE))):

DECLARE_PER_CPU(struct gdt_page, gdt_page):

B~ CcPUBME — 1 GDT R, ZEAFMM gdt_page, &1 struct gdt_page G54, HHAE
gdt[GDT_ENTRIES]HLZ GDT %, 1 entry #&—" struct desc_struct G5 A & .

o Linux ?%Z’KZ:)EH LDT -
FrLLRE X T —NEAR LDT, JEE default_1dt AT - ©RE 5T, HAHEH D H:
— I iBCS BERBIRIRT BT S, — 3% Solaris/x86 BRI $UFT 34 -

Wine T EMEEN 1dt, T2 Linux 3BT modify_1dt(2) R -

10. IAS2 Linux HJ 2-1level T1 H B 5}

%2 . INTEL Fff v3: Ch3, Section 3.7: Page Translation using 32—bit Physical Addressing

PART I: ZPEHLE R0 5

2—level: 32 AL EHIIE BRI 73T 8 R 4>

31 22121 1211 0
| |
| |
10 fLHY) Directory | 10 fZHY Table | 12fIA)Offset
151 10 fif : XY Page Directory, PD
FA1E] 10 7 :  Page Directory, PT

K12 i . DI offset



BAAEEE HCOTIER, FHLREHE po AU EEHINE, #7 PGD: Page Global Directory e

BHAREVE HOROTIER, H peD FERHEHE AU CR3 B Fes ™, T schedule > context_switch

> switch_mm > load cr3(next—>pgd).

PART II: MMU 4 J{ £ JC F 26 Y2 4 1970 72

1D MMUARYE CR3 H A ped fE,  FAZE USRI AIAR N R PE I AT S 1001 tGi 2 7E PD Y of fset),
7E PD F IR IR entry —PD W entry, &— 32 MMl . HAE 20b0it &

Page Table F') Base Address.

2) MMUMRYE Page Table [] Base Address, FIETIAIFIAR et ibtfE] 100it(12:21]), 7E PT H
HEIMER entry —NPT B entry(GAEWH R PTE), &— 32 ifFEshE . Hif
51 20bit &= Page M Base Address — 7F%F| Page Y base address FE#kE| T TlE A4 3L o

3)  MMUMRYE Page FIWIFRHIE(which 1K 12 fL B2, BRINTUE HHE R 4096 XFFFHY), FIZLLERIAIAR
MEHEHHEAIR 120it, FENZMBEEZTUEA A OMNE — XERAFHFE [PEmhE] | 0
ALV [A] B P RE XS R Y

LMt =>Y B b (OR B ULK3):



Linear Address
3 2 N 1”2 N 0

Page

Page Toble

Poge Directory 0" o

3

PART III: B

* PDAIPT i entries, HIFXE . HA:
* PD M entry AHRAE— S PT RITUE, 11 PT A entry AR ADE — L& H AR
TUH -



EIT | Flag | #EEH

[&] | P, Present | 1, Wieage@Eraud:  Ho, W|page TTERAMA .
|
| Andtcruint B Al B, A S B a e o, W

| SIS ARz WA, RS Page Faulve cPuF RS roE
| ST L ags, TR bos AR,

| 1L ﬂmﬁ&ﬁﬁﬂﬁtnﬂnﬂﬂ auep
| b W o e e e g e e T O 2
I ﬁﬂpﬂiiﬂqle HAh A1 agsIAnirey s ccessed, TIATLIFRH,
| 2L Inwal id;uji‘i‘lrrEE‘rLs Cache PR H
| 4L M Page—Fault handler E[E]
|
| Fhifd, croflllleoe p==ofPTEP=ofFLEA 1. FH IR TR A
I?FEE T R B FE DL AR

1 | R/W, Read/Urite | o, WIHEE S, WS .
| T, E—ENEESEE W, Ss e ] 7 me
| Ffhi, PrESTH—TTIE, MroEfYH T —TPage Table, MITTAT LEVHIH
| BTHE — Bull shiv! )
|
| Gcrowr = o (CPUBE ATHBEARERE), HorudtFsweervisorfizt, WHE
| T AR T L S0 HorulhFuserBiT, WiSupervisor Bzt AT H
| Bt AT, AR e B T, B B A R S A e
|
|.H\Pl-’roﬂ—'§ﬁ‘ CPLﬁcour—o’n—wr:te IR
| a) CRoUP = 10, IS U BT R, LA Supervisar Bl
| AMCrESHEE, &% ¥page fault.
| b crop = 10, IS ESepe v i BEFUAI T E R, HEA Aoy
I P LR, TS E

z | U/S, User/Supervisor ||}"‘j‘0,ﬁ?]_'\‘mﬁ%5upewisor§3c]; I R R e B -

3 | PUT, Urite—Through | 390, Wwrite—back: 31 Mwrite—through
| fnftcrocn = 1, Wicpre @At .

4 | PCD,  Cache Disabled | 1, WA T #cache: 390, W LT #iCac he
|
| &4 ot Tl BT, R R AT L bory CacheE

5 | A, Accessed | M R EIEEE T, o Fri R -
|
| —HAs, — TR cad A TR, R Ho . fABHRERE T
| cruRk i i .

& ID, Dirty | **Note, POEFPE—biv TH2PER - FHPTER ATi#b i (B

| M FrEH iy Y0 R ficIean .

T & PUE (4K pages) PS5, Page Size

| MoFtmandol:  mFEmaAhe ARt ApackRE . WITE A

| 2v)

T & PTE (4K Pages)| PAT, Page Attribute Table

|P.;£$P=ntim mHEl A SecofireTiRE—RER, AfErRPRs 8]
| entry -

FlizaPOE4y Pages) Indesx |
| T rarhtcry, Y T Eo -
| FrxuE PATHEMR—T
8 |G, Glehal Page | HEEEErPee crurpg| A ¥, TR —TGlobal Page: 390l Tfap.

|

| E®, Yorapce==101ATH -

| Global PagefUREEAR: EREEA), ik #RME i S, T
| B invalidate 8T A MEETLEPEent ey -

I
| FIXuE = BRARLne AP EERTFRAEE . & TR fcRaBiRR AT
I AR T AN ATIE, R R E A
I HMTEDIE, EULTRS RER TR A B i 2, -

[=ent]

| Avail, Available for system
programnmer’s use

NAA

Fa



Thank you!

Any Questions?
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