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ABSTRACT

Along with the development of micro-electronic technology, the performance of
embedded system has been greatly improved, the functions have been enhanced, and
the application has been widely used.

The traditional boundary firewall is the important means to grant the network
security, but it can just provide protection against outside, not inside, and it is easily
been cheated, and also there is network bottle neck. The embedded firewall is a new
type of firewall based on the embedded system. It expanded the security strategy to
the network end, and overcome the limit of the traditional boundary firewall, and
provide to the enterprises with the perfect methods to settle the network security.

EFW isto fix the firewall to the PCI network card, and all of the data packages
in and out of the network card have to pass the security strategy of the firewall, and
the make and delivery of the security strategy is accomplished by the strategy server.
This kind of firewall is independent from host, isn't easy to be cheated and has
flexible management. It is a more perfect security basic framework.

This thesis introduces the design of software & hardware as well as the detailed
implement of the EFW network card based on the ARM7TDMI processor, including
choosing the style of micro-processor, the style of NIC chip, FLASH chip as well as
SDRAM chip; the design of integer electro-circuit; the make of print board; the
jointing of apparatus and component; and hardware debugging. EFW software design
mainly includes programming of Bootloader, EFW card drive, and EFW package
filtering; the transplant of uC/OS-11.The implement of EFW has been tested in LAN
environment, and it is able to filter the data in and out of EFW network card
according to the security strategy defined by the program.

Key Words. Embeded Firewall,Distribute Firewal| ARM,RTL8029AS,RTL8019AS
uC/OS-11,BootL oader,Package Filtering
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71 1/0 8 8 10 A/D
DMA UART 115200bps IrDAI.O
/ 2 32 FFO
S3C44B0OX 6 16 DMA
0,12 3,4 PWM(Pulse-Width Modulation )
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FLASH NOR NAND NOR FLASH

PC BIOS
NAND FLASH
SM CF
EFW HY 29LV 160 NOR FLASH
16M (2M ) 27V 3.6V 48 TSOP
48 FBGA 16 8 ( ) 16 ( )
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Flash ( )
ARM 8 /16 /32
8  Flash 16 Flash 32 Flash
32 16
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16 Flash 4 4
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Flash
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ADDRI4 3 W3 DOL3 41 | DATALZ
ADDRIS 2 W11 —— 45 | DATAL4
ADDEIE |1 Wls o 45 | DATALS
AODRL7 48 Wle
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14
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Flash SDRAM
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8Mbytes 4 1048576X 16bit Bank 4 Bank BAO BAl
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3.3V 54 TSOP LVTTL
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4 5 16 SDRAM

Flash
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( 4 1 ) 2 RTL8019AS S3C44B0OX

30



RTL8029AS
3 RTL8029AS
RTL8019AS
RTLB019AS S3C44BOX nGCS3
nGCHA Bank3(0x06000000 — — 0x08000000)
Bank4(0x08000000——0x0a000000)
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>
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4.5 EFW

EFW

EFW

ADS(AXD)  ARM

JTAG ADS ARM
45.1
EFW oV PCI
EFW LM1117 3.3 LM1117.25 9V
3.3V(VCC) 2.5V(CVCO)
S3C44B0X 10MHz
RTL8019AS RTL8029AS  20MHz
20MHz
4.5.2 S3C44BOX JTAG
S3C44B0X JTAG TMS TCK TDI TDO
S3C44B0X
NEXtMREQ S3C44B0X
JTAG
S3C44B0X
PLL SDCLK/MCLKO

[44]

10MHz

JTAG
S3C44B0OX

NWAIT

JTAG



453 SDRAM Flash

1 SDRAM
SDRAM flash
S3C44B0X SDRAM
S3C44B0X
SDRAM Flash
flash SDRAM
SDRAM
SDRAM SDRAM Bank0 Flash ROM BankO
ROM BankO 0x0000,0000~0x0200,0000
Ox03FF,0000 8K SRAM
OxO03FE,000,
SDRAM
SDRAM
2 Flash
Flash Flash ( )
/ flash Flash
Flash
flash flash flashpgm
Wiggler JTAG Flash /
Flashpgm (BDM or JTAG) flash
GUI flash
Motorola(.s19) Intel(.hex) ELF(.elf)
454
EFW 3 RTL8019AS

1 RTL8029AS

1 2 3 6 RJ45

35



2 RTL8019AS
RTL8019AS S3C44BO0OX

RX RX
LED

4.6

EFW

EFW
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5.1 BootL oader

BootL oader
PC BIOS

BootL oader
BootL oader

BootL oader
BootL oader

5.1.1 BootLoader

BootL oader

MBR

(Bootloading) “ ” (Autonomous)

RAM

(Downloading)

BootL oader
BootL oader

5.1.2 BootLoader

BootL oader
TFTP TFTP

BootL oader

MBR

BootL oader

UDP
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8 EFW
TFTP
EFW TFTP
5.1.3 BootL oader
S3C44B0X
EFW FLASH
S3C44B0OX BootL oader
BootL oader
BootL oader CPU
C
1 BootLoader
(1) RAM
(2 BootLoader C RAM
3 BootLoader C RAM
(4)
) C

5.1 BootLoader
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5.2 uC/OSH|

5.2.1 uC/O&H|

uC/OS-|
ANSI C
8 64 uC/OSH| 40

uC/OS-|
1 C

C
C ARM ADS

uC/OSH| OS ENTER_CIRTICAL( )
OS_EXIT_CIRTICAL( )
ARM7TDMI

3 ( 10Hz 1000Hz )
UC/OSH|

ARM7TDMI
4 ( )
5 CPU (

)
uC/OSH| CPU

uC/OS-11



5.2.2 uC/OS|

uC/OS-11
uC/OS-11 C

uC/OSH|
uC/OS-|
uC/OS-|

uC/OS-I

uC/OS-I

OS_CORE.C
0S FLAG.C
0S_MBOX.C
0S_ MUTEX.C
0S Q.C
0S SEM.C
0S TASK.C
0S TIME.C
uC/OS-I1.C
UC/OS-II.H

uC/OSsHI

OS CFGH

INCLUDESH

uC/OS-I

OS CPU.H OS CPU_A.ASM OS CPU_C.C

CPU

53uc/OS 1l /
uc/osS I
0S_CPU.H,0S_CPU_A.S,0S_CPU_C.C
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5.3 EFW

EFW RTL8029AS RTL8019AS

5.3.1 RTL8029AS

EFW 8029
Real Tek RTL8B029AS
RTL8139AS

5.3.2 RTL8019AS

EFW RTLB019AS
ARM
0x600000~0x8000000
0x800000~0xab00000
0x800000

5.3.2.1 RTL8019AS

RTL8019AS RAM
0x4000 Ox7fff 16KB 256 1 RAM
16 8 Ox40 Ox7f 64
Ox4000 Ox4bff 12 3KB Ox4c00 Ox7fff 52
13KB PROM
0x0000 OxOOff 32
RTL8019AS 4 16

» CR(Command Register, ) RTL8B019AS
DMA RTL8019AS
» TCR(Transmit Configuration Register, ),
RTL8019AS
» DCR(Data Configuration Register, ) TCR
RTL8019AS
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» RBCRO RBCRI1(Remote Byte Count Register,

) RTL8019AS DMA
» RSARO RSARIL(Remote Start Address Register, DMA
) DMA
» RCR(Receive Configuration Register, )
RTL8019AS
» PSTART(Page Start Register, ) PSTOP(Page Stop Register,
) PSTART Ox4c
PSTOP 0x80 O0x4c00 Ox7fff RAM
PSTOP 0x80 Ox7f PSTOP
PSTART
» TPSR(Transmit Page Start Register )
TBSR 0x40
1518 256
1518/256 5.92 6  RTL8019AS 12
> BNRY (Boundary Register, ) CURR(Current Page Register,
) RTL8019AS BNRY
CURR RTL8019AS
> ISR(Interrupt Status Register, ) IMR(Interrupt Mask
Register, ) 0x00
OxFF
5.3.2.2 RTL8019AS
RTL8019AS RTL8019AS
1 RTL8019AS RTL8019AS RSTDRV
800ns ARM PTFA(PTF4 RSTDRV
) 10ms 2ms



2 TPSR 0x40 ARM

RTL8019AS 0x40
3 PSTART Ox4c PSTOP 0x80
Ox4c 0x80
4 BNRY 0Ox4c ARM
Ox4c  CURR 0Ox4c RTL8019AS
Ox4c BNRY ARM CURR
RTL8019AS
5 RTL8019AS RCR Oxcc MAC
64 TCR
0xe0 CRC DCR 0Oxc9 FIFO
16 DMA IMR 0x00
6 PARO PARS5
7 CONFIG 0x41
8 ISR Oxff
9 RTL8019AS CR 0x22 0
RTL8019AS
RTL8019AS

#define RPSTART 0x4c
#define RPSTOP  0x80
#define SPSTART  0x40
#define BaseAddr  0x6000000
static U8 SrcMacl D[ETH_ALEN] = { 0x00,0x80,0x48,0x12,0x34,0x56} ;
static U8 net_start;
static void InitRS8019( )
{
net_start = 1;
SetRegPage(0);
outportb(BaseAddr, 0x21); /* , */
outportb(TPSR, SPSTART); * 0x40 */



outportb(Pstart, RPSTART); I*
outportb(Pstop, RPSTOP); *
outportb(BNRY, RPSTART);  /*
outportb(RCR, 0xcc); I*
outportb(TCR, 0xe0); I*
#ifdef RTL8019 OP_16
outportb(DCR, 0xc9); I*
#else
outportb(DCR, 0xc8); I*
#endif
outportb(IMR, 0x00); I*
outportb(ISR, 0xff); I*
SetRegPage(1);
outportb(CURR, RPSTART+1); /*
outportb(MARO, 0x00); *
outportb(MARL1, 0x41);
outportb(MAR2, 0x00);
outportb(MAR3, 0x80);
outportb(MAR4, 0x00);
outportb(MARS, 0x00);
outportb(MARG, 0x00);
outportb(MAR7, 0x00);
outportb(RCR, 0x00); /* RCR
outportb(BaseAddr, 0x22);  /*
net_start = 0;

5.3.3

RTL8019AS

DMA DMA

Ox4c */
0x80 */
Ox4c */

RCR , */

TCR loop back */
0xc9, 16hit DMA */

0xc8, 8bit DMA */

0x00 */
*/

Ox4d*/
MARO MART7*/

*/

RTL8B019AS
DMA
FIFO

RTL8019AS

45



DMA

RTL8019AS(out) ARM
RAM
ARM 110
RTL8019AS(in)
54 RTL8019AS

| RBCRO RBCR1|

TCP/IP

RTL8029AS

RTL8019AS(out)

RTL8019AS(in)

DMA

o

CR

v

DMA

v

ISR RDC DMA

v

TPSR |

v

TBCRO TBCR1 |

v

RTL8019AS
1
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5.4 RTL8019

60



PAD 0 60
2 DMA RSARO RSAR1
DMA RBCRO RBCR1
DMA DMA
RTL8019AS ISR RDC 0 DMA
2 TPSR
TBCRO TBCR1
3 CR RD2 RD1 RDO
TSR(Transmit Status
Register)
534
RTL8019AS PSTART PSTOP 52
0x4c00 Ox4fff BNRY CURR Ox4c
RTL8019AS
CURR
CURR CURR 0Ox4c
256 CURR
0x4d(Ox4c 1) Ox4d 1518
Ox4c 6 CURR
0x52(0x4c  6) 0x52 CURR
PSTOP CURR>0xT7f CURR Ox4c ARM
BNRY BNRY
RTL8019AS(in)
CRC DMA CURR
ARM CURR BNRY DMA
RAM RAM
ARM /0
RTL8019AS(in) DMA RTL8019A S(out)
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RTL8029AS

RTL8029AS

5.5 RTL8019AS

INitRS8019Q)

BNRY  0x4C

| RBCRO RBCRL |

v

| DMA |

| RSARO RSAR1 |

v
| |
¢Y/V?\N
|

5.5 RTL8019



RTL8019AS

1 RTL8019AS ISR
PRX 1 ARM
IMR PRXE
1 RTL8019AS
ARM RTL8019AS
ARM
ISR PRX CURR BNRY RTL8019AS
2 EFW RTL8019AS
ARM RTL8019AS
DMA ARM RTL8019AS CR RD2 RD1 RDO
DMA “ 001" “ 010"
‘01 R Sl DMA ARM
BNRY
DMA RTL8019AS ISR RDC 0 ARM
DMA
3 ARM
RTL8019AS
CURR BNRY
RTL8019AS ISR OovW 1 ARM
RTL8B019AS
(RBCRO RBCR1) CURR BNRY
RTL8019AS
5.4 EFW
EFW
EFW MAC
IP TCP/UDP
MAC IP

(Packet Filtering)
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54.1

N
Y
N
Y
N
Y )
( - ) |
5.6
EFW 5.6
MAC
I= TCP  (SYN ACK FIN RST) (INOUT)
5472
EFW RTL8019AS P
TCP/UDP
1 RTLS8019AS
62 (101010 10) 2 (1)  RTLS8OL9AS
64

@8 ) 8 ) (16 )
8 (Receive Status Register)

50



0x68 0x68
2
0x5000 80(0x5000)
EFW RTL8019AS
64 4
RTL8019AS
62 2 6 2 46 1500 X 4
MAC MAC PAD 046 CRC
5.7
1 6 2 46 1500 X 4
MAC MAC PAD 046 CRC
5.8 RTL8019AS
2 IPV4
IP IP IP
IPv4
15__16 31
4 “ ) 6 ) 16 A
16 G ) 13
8 8 16 20
1P 32
1P 32 v
59I1Pv4
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IPv4 ICMP IGMP
TCP UDP IP
[RFC 791]
3 UDP TCP
UDP TCP
UDP
TCP
UDP
0 15__16 31
16 16
UDP 16 UDP 16
5.10 UDP
0 15__16 3L
16 16 A
32
“ ) 6 TCP 16
TCP 16 16
A A
5.11 TCP
UDP TCP

[RFC 768 RFC793]
5.4.3

EFW
IP
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TCP/UDP

typedef enum _direction

DIR_INVALID = -1,

DIR_IN =0,

DIR_OUT,

DIR BOTH
}Direction;

typedef enum _action

PASS =0,

SILENT_DROP,

LOG_DROP,

LOG_ONLY
}Action;

typedef struct _rule_item

int eth_proto;

int proto;

uint32 remoteip_s;

uint32 remoteip_e;

uint16 srcport_s;

uint16 srcport_e;

uint16 dstport_s;

uint16 dstport_e;

Direction dir;
}Rule_Item, *Prule_Item;

5.12
eth_proto
proto IP
P
192.168.0.255
ICMP
(DIR_OUT) (DIR_IN)

/*

/*

/*
/*
/*

/*

/*
/*
/*
/*

/*

/~k
/* 1p
/~k
/~k
/~k
/~k
/~k
/~k
/~k

5.

12
*/

*/

*/
*/

*/
*/

1P

TCP

*/

*/

*/

*/

*/

*/

*/

*/
*/

*/
*/

*/
*/

*/

UDP

ARP RARP IP

192.168.0.0

(DIR_BOTH)

53



remoteip s remoteip_e

PASS
LOG_DROP

54.4

EFW
TCP

5.12

0~OXFFFF

0~OXFFFF

0~OXFFFF

Rule_Itemruleq]] ={
{
0,
0,
0x0A 000001,
0xOAOOOOFE,
0,

IP
SILENT_DROP
LOG_ONLY
_rule_item
IP 10.0.0.1~10.0.0.254
IP 172.18.134.1~172.18.134.58
IP 0~OxFFFFFFFF

/*
/*
/*
/*
/*

IP 10.0.0.1*/

IP 10.0.0.254*/

*/

*/
*/



{r

OX(fff,

0,

OX(fff,

DIR_IN,
SILENT_DROP

0,

0,
OXAC128601,
OXAC12863A,
0,

OX(fff,

0,

OX(fff,
DIR_IN,
PASS

*/

0,

0,

OXFFFffif,

0,

OX(fff,

0,

OXFFFFFFEF,
DIR_BOTH,
LOG_DROP

/*
/*
/*
/*
/*

[*
[* 1P
J*
J*
J*
J*
[*
J*
[*
[*

[*
[* 1P
J*
[*
J*
[*
[*
J*
J*
[*

IP
IP

IP
IP

*/

*/

*/
*/
*/
*/
0 */
*/
172.18.134.1*/
172.18.134.58*/
*/
*/
*/
*/
*/
0 */
*/
*/
*/
*/
*/
*/
*/
*/
*/
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Action FilterPacket(Direction dir,struct sk_buff *skbl)

dir skbl

EFW

IP TCP UDP

int rules_count = 3;
Action FilterPacket(Direction dir,struct sk_buff *skbl)

{

PRule Item p_rule = (PRule_Item)NULL;

Actionret ;

struct ethhdr *eth_hdr;

struct iphdr *ip_hdr;

struct tcphdr *tcp_hdr;

struct udphdr *udp_hdr;

uint32 srcip;

uint32 dstip;

uint16 srcport = 0;

uint16 dstport = 0;

uint8 proto;

int iphlen;

inti =0;

eth_hdr = (struct ethhdr *)(skb1->data);/*

if (ntohs(eth_hdr->h_proto) == ETH_P_ARP)/* ARP
return PASS;

if (ntohs(eth_hdr->h_proto) == ETH_P_IP)/*IP */

{

skb_pull(skbl, ETH_HLEN):/* kbl

*/

*/

*/



ip_hdr = (struct iphdr *)(skb1->data); /* IP */

iphlen = (ip_hdr->vhl & 0x0f)<<2;/* IP */
srcip = ntohl(ip_hdr->saddr); /* IP */
dstip = ntohl(ip_hdr->daddr); /* IP */
proto = ip_hdr->protocol;/* */
p_rule = rules;/* */
while(i<rules_count)/* */
{
if(0= =p_rule->proto||p_rule->proto = = proto)/* P
{
if(srcip<p_rule->remoteip_s||srcip>p_rule->remoteip_e) /* IP
{
p_rule++;
continue;
}
if(TCP= =proto||UDP= =proto) /*TCP UDP
{
if(TCP= =proto)/* TCP*/
{
skb_pull(skbl, iphlen); /* skbl

tcp_hdr = (struct tcphdr *)(skb1->data);/*
srcport = ntohs(tcp_hdr->source);/*
dstport = ntohs(tcp_hdr->dest); /*

}
el sef* UDP*/
{
skb_pull(skbd, iphlen); /* kbl

udp_hdr = (struct udphdr *)(skb1l->data); /*
srcport = ntohs(udp_hdr->source); /*
dstport = ntohs(udp_hdr->dest); /*

}

*/

*/

IP
TCP
*/
*/

IP

UDP
*/
*/

*/

*/

*/

*/
*/

57



if(srcport<p_rule->srcport_g||srcport>p_rule->srcport_e) /*

*/
{
p_rulet+;
continue;
}
if(dstport<p_rule->dstport_s||dstport>p_rule->dstport_e) /* */
{
p_rulet++;
continue;
}
}
if(p_rule->dir==DIR_BOTH]||p_rule->dir = =dir) /* */
{
ret = p_rule->action;/* */
break;
}
}
p_rulet+;
}
}
return ret;/* */
}
55
EFW EFW BootL oader
uC/os Il EFW EFW
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6.1

ARM
uC/OSs-11 ARM
RTL8029AS
S3C44B0X
EFW 4
BOOTLOADER uC/Os-11
EFW uC/OSs-11
S3C44B0X
RTL8019AS MAC IP
EFW
UPnP(Universal Plug and Play Protocol )
[25]
I nternet UPnP
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6.2
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100Mbps

Internet

10Mbps
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Il RTL8029AS

RTL8029AS
i NLRIZ §5 MAIE
[l YL SLALALY
$E LETCILED TX) Al AL
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VT 4§ ML
01 b £ NI
Bl 1 SR
) D £3 N4
5 ESTD 42 MDE
MOE 000 ) 1] _Nine
= RTL8029AS —
Ay
a3 4D X A
ST S I v | | |
SoAnE 0 35 A
3§ AT 35 AR
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RTL8029AS

Mo Hex) Pageld Pagel Pagel Pageld
[R] [W] [RW] IR]| [R] [W]

(1 K R [ CR CR R
ol CLDAL PSTART PARA PSTART widnl R gl )
0 CLDAL BSTOR PARL FETOR - -
0 BMNEY BMEY PAR2 - LR EAT L -
0} TSR TPSE PARZ TPsE - .
(% MNCR TBCRO PAEA4 - CONFIGE | CONFIGD
(M3 FIFO TBCRI PARS - CONFIGS  (CONFIGS
07 ISE ISR CURR - - -
08 CRDAD BESARD MARD - - -
(¥ CRDAL ESARL AMARI - - HLTCLR
0A Sa20im BEBCRO MAR2 = = .
OB 8029101 RBCRI SARS - - .
0o RBAR RCE MARS RCE = a
00y CWTRD TCHE MIARS TCRE - -
0E CWTRI DCR MARSG DR 802945100 .
0F CWTR2 IME MART IMRE 802945101 -
1017 Remote DMA Port

1&-1F Reset Pon
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RTL8B019AS

No (Hex) Pagel | Pagel Pagel Pagel

[R] [RW] [R] [R] [W]
(] CR R CR R CR R
ol CLIAG FaTART PARDG FETART LEEGTS LEFGT
02 CLIAL FSTOP |P.-'-\.Rl PSTOP [(BPAGE [BPAGE
03 BNRY BNRY |PAR2 - CONFIGO -
i TSR TPSR [PAR3 TPSR CONFIGT  |CONFIGE
05 NCR TBCRI) |PARA - CONFIG2  |(CONFIG2
0 FIFO TECRI PARS - CONFIG?  |[CONFIG3
a7 ISR IS5k CURR - - TERT
(13 CRDAD E=ARG BLARG - CENSAF =
(8] CRDAL RSARI BAR] - - HLTCLK
A g0191D0  RBCRD MAR2 - - -
0B &019ID1  [RBCEI MARS . INTR -
o R5R RECR BLARA RCR - P LS
(0] CHTRA TCR MARS TCR CONFIGY -
E CHTRI TR MARG TR = =
0F CNTR2 MR BART MK - -
1017 Femole DMA Pon
18-IF  [Reset Pant
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