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Design And Implement Of A Secure Embedded Operating System

Kernel

ZHAO yue-hua , MA xiang-shun

Dep. of computer Science and Telecommunication engineering, Jiangsu University, Zhenjiang Jiangsu, 212013
China
Abstract: Aim at the secure problems of the embedded operating system in power filed, analyzing source code of
uC/OS-Il, modify and simply the BLP(Bell-La-Padula) model, design and implement the function of
APl (application program interface)access to kernel, to achieve secure access. The design includes the access
monitor, the arbitrator, and the buffer of policy. Finally, test partial function of security and the performance of
system. The experiment indicates that design can effectively control access to kernel by various grades subjects.
Keywords: embedded system; security; MAC (mandatory access control); kernel; access monitor.
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read FE1E, RN UHFAE R 2L

Op (p, f, r)=true iff f(O)<1(S)

write ¥4, MUURAE R 2L

op (p, f, w)=true iff f(O)=Ff(S)

append #4F, BURFAE R £ -

Op (p, f, a)=true iff f(S)=f(O)

execute #EIE, FUIHRFAE R 2L -

Op (p, f, e)=true iff f(O)<Af(S)

delete FUMHFAEpR%L:

Op (p, f, d)=true iff f(O)<Tf(S)
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strcut sec subinfof{

struct os tchb *task; //F8RAESTEEIB

SECURITY ssid: oSk Lkt &l
SECURITY csid: /) AR A )

struct sectasklist *list;// Z4AT5B\Y
struct avc node *poavc;  //¥8 N IR RGEAF 1% E AR LA ARDS [ BUBR Y 55
}
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OSSECSemDel , 0SSemPend, OSSECSemPost, OSSECSemAccept, OSSECSemQuery
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typedef struct avc node {

SECURITY SUB SID; WER S Y]

SECURITY OBJ SID; /| AR AL

ENTITY TYPE OBJ; / /EARSETY

UNSIGHED32 PERM; / /R VIR

UNSIGHED32 LASTPERM; // bR 5B IAL R

BOOLEAN AUDITED; [/ BT H v

BOOLEAN USED; /ST R O

}
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