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A runtime verification method for

embedded operating system

ZHANG Ke-di,SHU Shao-xian, DONG Wei
(College of Computer, National University of Defense Technology,Changsha 410073, China)

Abstract: As an effective supplement of testing and model checking, runtime verification technique
attracts more and more attentions. However, the current runtime verification technology is mainly used
for application software, Very few are specialized for monitoring the running state of an operating sys-
tem. The paper studies the runtime verification framework and key techniques for embedded operating
system and realizes a demo combined with an open source system FreeRTOS. Firstly, an embedded op-
erating system oriented framework for runtime verification and feedback adjustment is proposed. Sec-
ondly, based on the critical part of our frame, the specification language, three-valued semantic monitor
generation and FreeRTOS related interfaces are designed and implemented.
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Figure 1 Runtime verification framework

based on embedded operating system
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XEMHATEY . A FHHETESFE
i 1of 3B RS T 0 VT 1T R MaC 2 SO — 22 R
THEARRENRRITENER, B e EES R

RENMBF, MEEBEHRENRERERR
BATHRSES P EERSHEX AR, N E
EX—WrERTHRERZNRTEMH, XERT
HHSRMRMATH ERHRREREWRIKG
8. 74, MaC HE X F 5 F AP 2R
THOBEIRMEE N, HEELER LTL A4
FRNFEBEXREARRIARE, REEXMNFHS
FAFVUR AT BB

FHCOMEMEY RIEHIEEE LK 2
FER e (TOY B X 2 26 F 42 Ve i I B B 3R 4
B &, Catom E) R4 X TRIERGET IR TH
HFHIE .
(TC)::=(CY | (E) |G(TC) | F{TC) | (TC> UKTC) | X

(TC>
(Crii=cl 1 LO LT & &L(CY KO || <CYI(CY=>(C
(EYii=atom E | start ((C)) | End ({CY)> | (EY & & (E) |
(EY || <EY|{E)when(C)

(atom E .

= ¢ | start task (m) | End task (m) | Suspend
task (m) | Resume task (m) |
Creat task (m) | Destroy task (m) | Start
block (m) | End block (m) |
Allot memory(add ,s) | Free memory (add,

s) |Change priority Gm,n)

Figure 2 Formal definition syntax
of events and condition
B2 FES%G0EALE EE

(2)IE X,

HHRENXHER M A mH{S, o}, K S=
{s19825 s} s & S BB [E B — B, B (S0
FREM S RAWETE, HEE M F &M c TER
6] ¢ TAEHR true, MFAR K (M, =) ; R, & HHF
FEbTIE] ¢ BAE, MRA I (M d—e) ., FH5RMH
B RALIE A 3a Fin, s RIERGEWIR T H
¥ atom E MTE R A 5E SGE LA 3b B,
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e 18 ) ik AR ERAE RS HIE 17 5 IR T R AE
mep HEMENS I BRREPHERMNITE
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BRI E & EFEEPR .
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BEFEGMEARNME B REPHERNTT



o ATt 45— R AR BRAE RGBT R R IR DT IA

903

Mikc W GREM P, Al BRB: R
Mitme if TFERT s B r(s) =t B Wb e R4
M t|= start(c) iff BUKSs BB ()=t HEM, 1(s)=c #8
MR >0 M, o(s.-:)mc
M t]= end(c) iff B REsRBr(s) =1 HAM, 2(s)=1c 3
B 50, M, 1(s-)mic)
Mimele ift Mitl=aBEMti=es
Mime&&e iff MimeRAM t=es
M,t=evhenc iff Mime BAM t=ci
M, t|='c f Mtiwci
MitkRc|c iff Mt REM time:s
Mito&&e iff Mt BM e
Mtcnc iff Mtiwce.REM tl=c: s
M, 11 G(c) iff HWEYE2r M t'mcs
M, t=F(c) ifY 3>, WM e
M ti=clue2 iff BULSIBBREM = > HANWT
tSe'<ts M ' me:s
M,t]=X(c) iff AR s R o(s)=r HAMM >0,
M r(s.)mce
a HFS55MFHIERAE SUE L
M1 Start task(m) O FERDs BB ()= H: 5 m BA|
&1
M, t{= End task(m) iff JERSsBM(s) =18 5 m B
B
Mt |m Suspend task(m) iff BEREs: BB (s) =18 5 m BA
HERSE
M tim Resume task(m) iff RS RB () =18 15 m BE
HERS
M.t Start block() Y FUEREs B8 ()=l 45 m Fih
Ll E
M, 1 End block() Y AHRSs BB () =0, 5 m GR
FE
M.t = Alloc memony(add,s) iff PHIERZEs MR c(s) =10 MaddERF
#m s KPR RIK:
M, ti= Free memory(add,s)  iff PF{EIRZs: MW r(s) =B Madd G BF
#E s X PATERIES
Mt Change priorty(m,n)  iff WERD s: @B 1(s)=103, BW{EHm
BRKRHn:
M.t = Creat task(m) i UG B8 (s)=10, MRES s
M.t b= Creat task(m) ff BERE s BB () =10 WISES me

b atom E FERAE 5 X

Figure 3 Semantics for event & condition
and atom E formal difinition
K3 FHASKMEMEXNTHRIERSGEH
JRFE A atom E BIE 4L E SGE X
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FAF T E A F RS, B R A B A
FA 0 B PR PR BT R () A B SR A R R B Bl Ak
MiE MaC-Java ## PEDL.MEDL &5 A, & XN
L HTA BB SE B B 3 R BB HAE B T X
Birt 2 CiEF, U RKKIERER T,
HOE L FEREATREMEH R RF S KM, T
8 A4 BRI SR AT, I s s R AR R T i 1%
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PEDL M AMARE = EEI S FHEH
FIZRAEIR o S HE R 78 B B0 43 B 10 A R 1 E X
¥4 3 LA Mobscr JF3k#1 END 45 . MEDL #14y
WABE=AFERY - FAFHEMENH . EE4F
470 %A LA RS B FE B X, 3F LA Eventspec

FFkFEND 5 . PIFf LA i B AR 20 7ESE 5
RiR-IEN:NES UL SN

4 BAXBRERZZEDKT

ST AR B F RS B pl i R aE S
FE PN S, FENBERAEN SIS
— 7, DA B AL LA SR B9 AR 9 K AR LA KR R
MG BB MEEORE LR B THBRIERERN
BATHAT AR, 7 B2 MM R EC .,

MBTA M THEFEQEMAJ7E, B Fre-
eRTOS Kz 4715 BARBUM RSt il 0 .

(1)FreeRTOS KB T15 BIKE .

H R4 3¢ I 19 2 FreeRTOS B Win 32 #
RS, 7 Windows 7 R TIE247,. Bl Windows 7
BAERGTE PC 3B T 4 FreeRTOS #x A K #
ERGHMLiETT. ARFMEBEITEST, AFERNE
FE 4 FreeRTOS 3¢y Windows #E47 45 #, B i
X EHAEERENNFERAAENBENF
EEFEAMER. R, WEKAEREBE1T7E Win-
dows ¥ & LH, B ATELREABAT . A THE
MARBERGENARETZEREIAR . HTR
UE 133 B 45 R P th 18 1 M SE B AT 4 53 S R 3
b WAEMRGE A, E LT E RER s
e, MRS LM RRILETEEREFER
XS, HREREREAHE AR,

7E FreeRTOS H 3R BB AH 615 B st o 8 —
AMHEXH P HhEERFERER. ZAER
—MEABE HTIEREXETFHEGNRE. A
T AE % S g R A AR 0 B id % B B R S
H, T BX FreeRTOS P9 A% #1718 20, 2401 58 LK)
BEKBMAENT R ERGAE F RS K]
BHENE B T 5 R A F R MK 2 5 M
BRAL% .

KRBT B R AE B A B PR R BT s B A
R MAFIERELBHENRE. LI F
AL % R B, B 2T %t APL R4 xTaskCreate )
FF AL HMBR B APT B3 xTaskDelet O 7 3¢,
2B 2 A BR AE 55 B 4 fih & Create task (m) A0
Destroy task(m) 4. RATE API B F#THE
B S A E MR AT S R A S 2 VLA
MEBEMRA e R BIFE M HE., B FreeRTOS
HIFE R A RIS ESE (9],

Q) RmERED,

R4 O A FAE R B a) B, W R AT LA Xt
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BAERGEWEBITHEA T, fle R EE S W
TREFMAR IR EF WL, 7 FreeRTOS
HAE— APL B EH THEME T ERE, &
TEETNARARVNBRERENZ HIUEE
Wit — o] iy W R A R A R RS O ) e R R
ERGRBITHT AR, YaTmEmEo#A
¥l FreeRTOS s APT R ¥R 1 i) 18 45 BE 7 18 58 1L
PUF Rl o 8 B fs ik B RS IR H
AL S T % BRI S -

BRI BN AP BN E AR/ RES
HICER[9]. T X B AR GE 0 R A — 1
Gi— O, A CTE FreeRTOS g X — 4N
SteerO). HBEITWRAGHA T HERMANFELR,
R IR R ARSIV Steer O $2
%5184, SR EAE R 2 #XT B 4 B2 R A g API
PR, YT AR Steer O BEHE X 48 W AT %5 78
AR APT ¥, EREMBIHESEERFRA
SERLE SteerOB MG THEMAHBC HERH
Fi API BB, M Steer O X 8] LA AT AR [ 49 U5 35 72
Fr 8 BBt i SR, s T A A .

5 BESHEESEH

BEFTETERUE A LTL 2208 B o5 3, o =
5 XN (i FR LTL3) . 58428/ Tk
WETEMETHEF D L APFEE X (true/false)
WAL, B F S EE MG EREREES Tk
ARRGBITHIRIE. —FH, =HIE XA FH
FHREESHBREARIERY, H—F@E, =4
BB SRR AR — R EFEITH
IR B/NF R BTV Y W RE s, B I 2R BB R T
RER b fE R, B E—E B X EBA W #,
FRLL A X SN EREER=EEL. =F
BSOS AR I S R S Bk (12].

ETEHEXWEERFNEELIRENE 4
B

AT
EFSM2Mop

LTL A

XF.aj 3014
HATHE

Figure 4 Generation process for monitoring program

W4 WEERRFERRERE

HEETFLTL ZHEEXNEESNENEIH
AT —NFFR T A LTL3 Tools A+ 4 &M
A BRAR A ML FSM (Finite-State Machine),
LTL3 Tools & AHM # FSM . txt #3304
4 5 B, BT VR ER— ISR A
BHEF u, EHIBEREALE . Wi, txt
XA FSM #4746, R BRITR o, 3F 4 i
T—# JavaMOP Bt & #J. mop X 4, iz 17 Ja-
vaMOP 18 B AR Y. aj XA, HR{IEER S HR K
féj {8 1 A FSM2Mop, i F B 31 FSM 4 i)
F—2# JavaMOP B 75 #9. mop SC/F, B % A TH
KWIREBIE, BRAWRECERE-TENZEN
LESLIER . HBMEAETEL2 A HRIT
T E— 2 N & B A HE R 15 B 3R B RS
HWEAN, AREIHMNMEERF  ATS5H
PR RS W R IRBE, ME NEEBRFHAR
R EZXT—SHEBRNTHEZIRTLB S
b, [EBT, A SRS E T X4 B R 47 352 B A AH L 2
O BRE, T3 B AR N R BHE .

digraph G {

"(-1, 1)" > "(-1, 1)" [label = "(<empty>)"};
(-1, 1)* ->"(-1, 1)" [fabel = "(init&&spawn)"];
(-1, )" =>"(-1, 1)" {fabel = "(init)"};

"(-1, )" =>"(-1, 1)" [fabel = "(spawn)"];

"(0, 0)" -> "(0, 0)" {label = "(<empty>)"};
"(0,0y" ->"(1, -1)" [label = "(init&&spawn)"];
(0, 0)" ->"(1, -1)" [label = "(init)"];

"(0, 0)" -> "(-1, 1)" [label = "(spawn)"};
"(1,-1)" ->"(1, -1)" [label = "{<empty>)"};
"(1,-1)" =>"(1, -1)" [label = "(init&&spawn)"];
"(1,-1)" ->"(1, -1)" [label = "(init)"];

"(1, -1)" =>"(1, -1)" [label = "(spawn)"};
"(1,-1)" [label="(1, -1)", style=filled, color=green]
"0, 0)" [label="(0, 0", style=filled, color=yellow]
"(-1, 1)" flabel="(-1, 1)", style=filled, color=red]

)
]

Figure 5 Instance for monitor automata
P 5 A RA MHERE A SRR BE F SCF R R R B

XEAZE—NBENRE RGP —MEF a
FIRBITHE, Y RGZEHEA FIMIES b T
FBITHWRE MESF o FFIRBEFTEIE R E, E 5
b HAREEEFT. AL a WIFTHINE AL a
ARERHE W, BAES b WIRERABER THESF o)
RHERMAWBHER R BERERES 6.5
BMES a SEMIBETT .

HREFYE LU LTL A% G(SM—~KO) %
. HA4E & & SM(Start Misssion) FERAE 5 FF
18iEf7, 54 %1 KO(Keep Operating) F R 43 5
BITRE, AR H G R always, &% LTL AR
G(SM—KO), B % & X B & % SM=Start_a,
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Hrth Start_a=Start task(a) BJETHMF, TR
HFERFES o FFIRIBIT, BEXHEEHKMH KO=
(1 (Block_a)& & Priority) UEnd_a , . Block
_a=Start block(a) ¥ HM, XREF a HI#T,
Priority & — N JRF &M, RAALF o BILEBEAR
e TS a . End_a H—NEFEH, RREF a
HiRia1T. FHIEMK PEDL 5 MEDL #2540 &
6 s, R4 LTL A, B LR SEI 1|
FIMARL M s R T, 45 WS T A N HE O Fre-
eRTOS K AXBERF UK EORTF, EIZEBH
o WA BT BB BB HERR S R B R FLas 1T i PR JR
M2 EEF RO, I 4 B R, AT RS .

Monscr Output
export event Start_a, End_a, Block_a;
export condition Priortity

Monohj task.a task.b:
task. a. priorrity task. b, priorrity;

event Start_aStart task(a);

event Fnd_a=Fnd taskia);

event Block_a=Start block(a);

condition Priority=a.prioritysb. priority;

END

Repser (utput
import event Strat_a, End_a, Block_a;
import condition Priortity;

condition SM=Start_a.
condition K0=((!Block_a)&&Priority) U End_a;
tempeoral condition= G(SM—K0):

steering suspend=vTaskSuspend(h) ;

END

Figure 6 PEDIL and MEDL statute of usecase
K6 s PEDL f1 MEDL #1#4
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KB RGN AR DR IT 217 b S ERESE , OF
XA OC ) Bk TAE#EAT T HI5 L 8.
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& Java-MaC T H —# [ 3 4 A R B W B 7
B LR 45 & H Al TAE L FreeRTOS # i — 4
Ty RE B 4 1 L BE A W A2 S5 R R R I A AT I B TR 3
REMARRGE . FHEE ZWHE. 5H5h 34
B 32 47 B B E 5 AR B K 1 R B B 0 B T R A &
Xt 2 GE B B RE X Tk A SRR R GE X i SE it

RBEFHRGER - RBEE. T—F.MEEHE
B BIFFE (8 FH 2 AT I B IE X R A £ K, R
MR REZM 4 @3 AR FBRERXFE
i A B e /N RO R JBE
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