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Abstract In engineering practice for the purpose of project development and maintenance program debugging or reverse engineering

there often has the needs to disassemble the binary code. Aiming at the overall design idea and technological difficulties of disassembler of
Cortex-M3 processor in binary format we put forward a solution for overall structure and technical difficulties of the program. In end of the
paper we present the disassembling example of LPC1768 processor by using realised disassembler. This project is a very good subject for

engineering practice or learning ARM instruction set or C language programming practice.
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5 ° 0 1
2.2 ( IT) 5 01101 16 0x68
ARM Cortex-M3 LDR
(B ) if( ((inst & 0x6800) ==0x6800)
. CM3 IF-THEN LDR oo
o IF-THEN IT
o LDR imm) .
[F-THEN( IT) 4 Rn Rt .
o IT “r” s
3 “T” “E!? . T E .
(‘T “ “E ”»
o IF-THEN “T”
typedef struct {
“IT ”» “E » )
unsigned short pat; /1
“T” o IT
unsigned short mask; /1
IT <cond>; 1 IF-THEN
IT<x> <cond>: 5 [F-THEN unsigned int ( * pcDecode) ( unsigned short inst unsigned int
IT<x> <y> <cond >; 3 IF-THEN offset) ; 1
IT<x><y><z> <cond>; 4 IF-THEN } identity;
<x> <y> <z> “r” “E7,
< cond > 6 A6.3 (AL static identity idlnst =
) o {
{ 0xE800  0xF800  pcDecode32bitlnst }
1001468  BFOC ITE EQ { 0x4400 0xFCO0  special_data_process_16bit }
2000 MOVEQ RO %0
2001 MOVNE RO #1 }:
IT '
IF-THEN o
static unsigned int pcDisasm( unsigned short inst unsigned int addr)
2.3
{
CM3 unsigned int rc;
4 ° 4 ° identity * pid;
CM3 256 240
° pid = &idInst O ;
while ( ( pid = >mask | =0) &&( (inst& pid - > mask) ! =pid -
° >vpat) ) pid ++;
re = pid — > pcDecode( inst addr) ;
3 . .
return rc,
3.1 :
’ peDisasm o
Thumb-2 16bits o
16bit
32bits 6
16 32 .
. 3.2
6 bits 15: 11 256K int
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16bits o 1 o 1.
1 LDR int is_data 1024 * 256 ;
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typedef struct { strepy( buf IT_1bit id ) ;
u_int count; //1T }
u_int index; /1 IT }
char cond 4 4 ; // }
} IT_BLOCK_t; return;
IT_BLOCK_t IT_block; }
. T
typedef struct {
char* condition_flags 14 ={
char flag; /1 IT ?71-
. . B N QY NE” 7CS' "CCT MIT PLY VS
char con ’ HVCH UHIH HLSN HGEH IILTH HGTH I/LEH
} INSIDE_IT_t; e
INSIDE_IT_t inside_IT 1024* 256 : g
1/256K char * reserve_condition_flags 14 ={
IT 3 NE' EQ! "CCT "CS PLY M VG
- WS LS THP LT" "GE' LE" "G
static char * IT_3bit 8 ={"TTT” "TTE" "TET" "TEE" "ETT" " h
ETE” "EET" "EEE’}; 1T IT_block  cond
static char * IT 2bit 4 ={ "TT" "TE" "ET" "EE"}; o o
static char * IT_lbit 2 ={ "T" "E"}; 3.4
IT 2 o CM3 256 240
2 IT
15 14 13 12 11 10 9 8 7 6 S 4 3 2 1 0 °
IT{x{y{z}}} <firstcond > °
1 0 1 1 1 1 1 1 firstcond mask
4
mask  4bit IT XYZ~ XY~ X
6 A6.7.37, firstcond 6 LPC1768 ( NXP) ARM Cortex-M3
A6.3, 8
. LPC1768 0x00-0xC8
void decode_IT( char * buf u_char cond u_char mask) 0xCC. .
{
unsigned char m ¢ bit0 id; 1000000 10002868 DCD 0x10002868
1000004 000000E1 DCD 0x000000E1
bit0 =cond & Ox01;
10000C4 000013C1  DCD 0x000013C1
/1 four instructions in the IT block. 10000G8 000013C1  DCD 0x000013C1
if (mask & 0x01) { 10000CC F8DFDOOC LDR RI3 PC #12
m = (mask & 0x0E) > > I; 10000D0 FOOOF878 BL  10001C4
c=(bit0 <<2) | (bit0 <<1) I bith; 10000D4 4800 LDR RO PC #0 ; 10000DS
id=m’c; 10000D6 4700 BX RO
strepy( buf 1T 3bit id ) ; L0000D8 00005949 DCD  0x00005949
oo
else { LO0OBCC 4608 MOV RO Rl
// three instructions in the IT block. LOOOBCE 2D08  CMP RS 48
if ( mask & 0x02
if (mas &kx&()) (Ec , LO0OBDO D008 BEQ  LOOOBE4
m‘(b"_ms j ) > > L000BD2 2D09 CMP RS #9
¢ =(bit0 < < 1) 1 bit0; 1000BD4 D006 BEQ  1000BE4
id=m¢;
strepy( buf 1T 2bit id ) ;
}
else { °
AREA  RESET DATA READONLY

/1 two instructions in the IT block.

if ( mask & 0x04) {
m = ( mask & 0x08)
c = bit0;

> > 3

id =m"c;

L000000  DCD 0x10002868
L000004 DCD 0x000000E1

LO000C4 DCD 0x000013C1
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LO000C8 DCD 0x000013C1 1
AREA I.textl CODE READONLY
LO000CC LDR RI13 PC #12 () 368 252
LO000DO BL 10001C4
10000D4 LDR RO  PC #0 ; 10000DS () 75 43
10000D6 — BX RO (ms) 168.47 | 122.36
LO000D8 DCD 0x00005949
10000DC  CMP RO #104 () 75 26
LOO00DE ASRS RO RO #0 (ms) 168. 47 56.26
LOOO0EO LDR RO PC #12 ; LOOOOFO
LOO00E2 BX RO 1 N
LOO00OE4 B 1LOO0O0E4
LO0OBCC MOV RO RI1 l
LOOOBCE CMP R5 #8
LOO0OBDO BEQ 1OOOBE4 ‘
LO00OBD2 CMP R5 #9
50% B
LO0O0OBD4 BEQ 1.OOOBE4
END 5
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