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Wireshark — Practical Analysis and Forensics

What is Wireshark?

Wireshark is an open source, network protocol analyzer for Linux and Windows. It has
many features as standard such as deep inspection of hundreds of protocols, live capture
and offline analysis. Wireshark has an intuitive GUI frontend plus many inbuilt sorting
and filtering options making it very simple to use even for beginners. Tshark is the
terminal version of Wireshark which is very similar to Tcpdump.

How does it work?

Wireshark works simply by placing the network card on the machine on which it is
running into what is called promiscuous mode. In this more of operation the network card
will accept any network information not just information specifically addressed to itself,
which is the normal mode of operation.

In a hub network, which is rare these days, this will be sufficient as all network traffic will
be send out every port on the hub thereby ensuring that the Wireshark network card would
receive all traffic traversing the network. Today’s modern networks are not hubs though,
they are switches, which means only traffic destined for a host station known to be
connected on a port is send out that port. This greatly reduces unnecessary traffic on the
network. Unfortunately, this means that Wireshark will not receive all the traffic on the
network as it will only see traffic exiting the switch, which is destined for its own directly
connected network card.

Port Mirroring

The solution to the switched network dilemma is to use a technique on the switch to
mirror traffic from all the ports on the switch out the port connecting the Wireshark
network card. By doing this Wireshark will then see all the network traffic.

Downloading Wireshark

Wireshark is available for free download here:

https://www.wireshark.org/download.html
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https://www.wireshark.org/download.html

The latest stable version at time of writing (May 2015) is 1.12.4

There is also a video introduction to Wireshark here:

https://www.wireshark.org/video/wireshark/introduction-to-wireshark/

Getting Started

The first thing to do before starting to capture packets on a network, is to make sure you
have permission, running Wireshark on your company network without permission is not
a good idea. However if you have permission then, first select one or more of the interface
cards on the machine running Wireshark to be the capturing interface. This is done from
the Wireshark applications front page (Start) or from Capture Options directly below Start.
Clicking on the default Capture Options will give you this screen:

Wireshark: Capture Options

Caphure

Caghurn Tnemitace Lirskedaryar haiciar Prin, Mode Snapien 5] Bufler [ME] Caghin Fter &
- L enatled  ZBzlaé z
Lol Area Cannection
T‘ a2 £ P el ol Erthesnat enabled 26214 2
b2 058, 1087
(] Caphure on ol inkerfaces | Harisge Inteifaces

[#] e promscuous mods on &l nterfaces

[ Compds selucted 69Fs |

Select the interface and a capture filter if required. It is best to enter a capture filter
because if you do not you will capture absolutely everything on the wire which is going to
be overwhelming. Wireshark is very flexible and there are many inbuilt filters available,
by clicking on the Capture Filter button you will see many filters that can be customized
to suit your purposes. For example you can select a protocol to be captures such as TCP or
UDP, traffic from a given machine’s IP address or MAC address, ignore broadcasts, or a
combination of all three.

Capturing Packets

Once the network interface has been configured and optionally a filter applied click start
and the packets will soon start to be listed. Click on the stop capture button on the ribbon
at the top when you wish to terminate the capture.
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Color Coding

Wireshark color-codes the packets on the screen so that you can easily differentiate
between protocols and even different streams. By default green is TCP, light blue UDP,
and black is packets with problems such as out of order.

Filtering Output

Once you have captured your traffic you can refine what is displayed using the filter
option at the top of the page. Filtering will limited what is displayed and is very handy for
isolating traffic of interest. For example in the image below a filter has been applied to
limit the displayed traffic to be only traffic from or to host 192.168.5.217

ping.peap  [Wireshark 1.12.4 {v1,12.4.0.gh4867 da from master-1.12]]

Fle Edt Wew Go Captue Anabe  Jabistics Telephoy Tools  [rkernak  Help
e AN d EEXXE ResaF i ||[BEE QD @B E H
Fikter: ip.addr==192.168.5.217 | w | Expresson.., Clear S
i Tim: Souree Dashination Protoool  Length  Infio .
1 0. 0D0000s 192,168, 5.208 192.168.5.217 ICHMP o8 Echo (ping) request  id=0x0754, segsl,
2 G. 0001045 192,.168.5.21F 192.163.5.208 ICHP 98 Echo {ping) reply 1d=0x0754, seqg=l,
3 1.024021s 1%2.168.5.208 192.168.5.217 ICMP 8938 Echo {ping) request Jd=0x0754, segeZ,
41, 0240%45 1%2.168.5.217 192.168.5.208 ICHMP 493 Echo {ping) reply id=00T54, seqge=2,
5 1.9455607s 192,168, 5.208 1%2.168.5.217 ICHMP 98 Echo (ping) request Td=0x0754, seg-3,
61.045707% 152,168, 5.217 1%2.168.5.208 TCHP 08 gcho (F-'lr'.‘;_‘l r--"|||';.I id=0x0754, s@g=3,
7 2.969713s 192,168, 5.208 192.168.5.217 IEMP 88 Echo (ping) request fd=0x0754, Seged,

Using Wireshark Sample Source Files

If you have no traffic on a network or you do not have permission to capture traffic you
can alternatively learn how to use Wireshark using the many sample capture files on the
Wireshark Wiki page.

However, in the examples that follow, we are going to show you how to analyze some
sample captured files that really show what you can do with Wireshark once you start to
apply forensic analysis.

The sample files that we are going to use in the following forensic analysis tutorials you
can find here:
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A - Ping.pcap

1. What type of ICMP traffic is shown in this capture?

pimg.poap  [Wireshark 1,124 (vl 12,4-0-ghsB&1 da from mesies-1,12])

Eis [t Wew Go Caphune  drebes  Zstitio:  Telphony  Took  Jobemsk el
CB ABd BEREXE L+esanTi BE GO0 SRR E B
Fibar: | Expresmon...

i Tree Saurcy Cwttnation Pl largth  Info
1 0.000000 192.198.5.208 192,148, 5. 217 ICHF 98 Echo {ping} request {d=0wd7i4, =zeqel 258, til=sd (reply in 22
2 Q.00 162.168. §5.217 192.168, 5. 208 ICHF 98 Echo (pingd reply  Tds0wd75d4, Seqel /156, T1T1=d (recuest n 1)
3 L 024021 162.158.5.208 152 168. 5. 257 1EME G Dcho (pings request  dd=0wdrid, 2, til=&4 (reply In 43 |
4 1.024034 152.168.5.217 152,148, 3. 208 ICHF S8 Echo {ping} reply =il ? 14, : [request in 33
5 1. WGEST7 193,168, §5.208 193.166, 5-317 ICMF 90 gcho {ping) request fd=0wiTid, Sege=3/768, TT1=5 [reply in &3
B L.B45797 152.188.5.217 192 1468, 5. 208 ICHP 98 Echo {ping) reply {d=ix0754, seqe3/TEE, til=Sd (request 4n 53
FRooEATLE 1831468, 5.208 152,160, 5,217 ICHF 98 Echo {pingd regeest fdeafeiTid, feqed 1024, tel=dd Creply in B3
B Z.9E07E0  1%2.158.5.3L7 192,166, 5.308 LCHF 98 Echa (ping) reply A= 7 54, SEc=4 0024, TTi=H4 (request in 73
5 3.923527 152.148.5.208 192,148, 5. 217 ICHP 98 Echo {ping} request {d=0wl7i4. segQe5 /L2E0, ttl=G4 (reply in 100
AC §. 993810 192,168, 5.217 192,168, 5. 208 ICMP @il echo (pingl reply fdelod7 54, SEqeS L2800, TTVeHd (request Tn @)
11 5. OL7BT4 19z 158, 5208 1%z 186, 5_ 217 [CHP (ofecho {ping) request {d=0wd754, segqe=f/L538, tTi=84 (reply in 12)
12 }.007532  15&.168. 3. 217 192.148. ». 208 ICHF aBlEcha {ping} reply fd=iw07 4, seqefy/L1530, ttl-8f (request 9n 110
43 M. 640050 1932.1460. 5.208 197.168, 5. 247 TCHF 7olecho (ping) request  fd=0ue59:, seqel0, TTI=64 Crealy 1n 14)
14 21.545063 152.188.5.217 152_148. 5. 208 ICHP 7o|Echo {ping} reply {d=ixaiBc, segqelD, ttli=64 (request in 13)
Ly 1, radaps 153,168, 3,217 152, 148, 5, 208 ITHF linlecho (ping} reply fdapmedas, seqel/d, trlefd
AE AT TICATM AN AL €M T 4£8 £ AD rmim TTh ke Fedaeh el HdoWinEfe | rnm FIEE e edid

B Frane 1: o8 bytes on wire (/e bBies), S8 bytes captursd (7Ba Bits)

% EChernet If, =rc: AskeyCom_pa:fe:dc (00:21:63:08:T8:0C)H, O5T: Apple_10:25:83 (O00:26:b0:10:25:63

# Internet Frotoco] Version 4, Srci 192.168.5.208 (192.146.%5.208], Dst: 152.168.95,217 (192.168.5.217)

5 I nrrgl M B ol

(Tyoe: B (Lcho (ping) request)

The type of ICMP traffic in the traffic scan is ICMP echo ping requests (type 8) and echo
ping replies (type 0) this can be determined by analyzing the ping.pcap with Wireshark or
a similar protocol analyser, as shown above.

In the main information panel, we can see that the protocol on view is ICMP (Internet
Control Message Protocol) and the information section shows the message types to be
echo request and replies between 192.168.5.208 and 192.168.5.217 though they are
carrying non-standard ICMP payload.
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2. What is the number of the first frame that indicates that something funny

might be going on?

ping.peap [Wireshark 1.12.4 {v1.12.4-0-gb4841da from master-1.7.2)]

Bie Ede Few Go Captre  Anahee  Setwtes  Telphory [ook  [nbeensh  belp
OC@® AN 4 EXP S+ F i | BE D DR K B
Fiba: %, Exprastion,
I, Tive Source Destination Protocol Lenggth W
13 5.007923  192.166.5.217  163,166.5.31 iwe 98 Echo ping) reply  (TO=UaD7SH, seqeR/15EE, Tr1ebd (requést 1n 11)
(C13 31640030 103 L16B.5. 208 103, 168, 7 TCHE 70 Echo {ping) requast Gz, seqs=0/0, TEI=ed (raply in 143 )
14 1. 849083 152.168.9.717 192.188.5%.2 ICHP ™0 Echo {ping) /&0 fo=0xe5Bc, seqe0/0, tii=fd {reguest 1n 13)
1% X, Fezemz 152.168,.5,217 152,148, 3. 208 ICHF 110 Echo {pingl irenly| Jdmdueite, =eqe0/0, =8
1623, 2265930 192,168, 5, 217 102,168, 5.2 IIMF 110 Echa {ping]) (repiy| Tdedinests, seqel /256, |TTTehd
17 24,732304 193.16&.5,217 102,158, 5. 21 1CMP 110 Echo (ping) lreply] d=0x85%c, seqe3,547,)TT1=54
1E I6.23841L0 1RZ.16E.5.Z17 182.158. 5. 20 ICHP 110 Echo {ping) frealy id=wa5%c, Seq=3,/786, Ttl=64
19 27. 744492 192.14B.53.Z17 192.1%8. 5.2 ICHF 110 Echo {ping) frealy| Jd=DwaSBo, seqed 1024, ttl=id
20 2%, 250005 152,168, 5, 217 182,168, 5. 24 ICHP 110 Echa {pingd freply| Td=fxmSts, s&qed 1200, TE]afd
1 30, 7570 192,168, 5, 717 192,168, 5. ICNP 110 Echa {ping) frealy| Td=dxe5os, Seqeb 1536, TTI=6d
22 33,361611 193.168.5,217 193,158, 5. 1CHP 110 echa {ping) irenly| Td=0x25%c, Seq=T L7082, TT =g
73 33. 767692 1%Z.168.5.717 182,188, 5. ICHP 110 Echo {ping) frealy] fd=0xa5Bc, Soq=2/20438, itl=fd4
24 33,2730 152.168.53.21T7 192.188. 3.2 ICHF 110 Echa {ping) jrenly Jdmduatse, seqe9/2304, tt]=fd
29 B&, 7TE2LT 1%2.16&.5,717 152,168, 5.2 ICHFP 110 Echa {pingd frenly| fdadxabins, saqali /2960, t1]=64
16 3E, JEABAE 107,168, 5,717 102,168, 5. INP 110 ELha fﬂ‘:l'l:]_'l repiyl ToedupSo:, seqell/ 7616, TT]=84
11 U5 bytes om wirs [/ (51, 54 Inmes ¢ LY s )
+ Etr'erner 11, S-’l: AFEeyCom_6: i l:[ll} 21163 108 Phede, l.‘lsT apple 10:25:185 (00idaibbiio:£5:83)
# Imternet Brotoco] version 4, Srcr 102.16B.5.208 (192.158.5.208), bst: 192.16E.5.Z717 (192.156B.5.217)
Internet Contral Message Frotacol
Type: 8 {Echa (ping) reguest)

The first indication that something might not be all it seems is at frame number 13. Prior
to this point the ping requests, both request and replies were a uniform size of 98 bytes.
From Frame 13 onwards the echo request and reply packets no longer followed any
uniformed pattern, in some cases the replies were much larger than the requests, for
example the response to echo request 13, takes 14 — 16 packets to deliver. This was an
indication that something more than standard ping test data is being carried within the
payload of the ICMP packets. Also from the pcap file, we can see in Wireshark that the
identifier and sequence changes in frame 13, which is also indicative of a covert channel
being established.

3. What is the application layer protocol that is hidden within the ICMP traffic?

ko T Soute Destination Protocol  Lenggh wfo ok .
12 5.047922 1092.168.5.317 1%3.168. 5, 2048 ICHR 05 Echo {ping) reply 1ol=0x0754, 580=6/1536, TTT=64 (Fequest 1n 11)
13 21.540030 182.16B,5,204 182_1588, 5,717 IEMP 70 Echo {ping) reguast {d=0wefidc, sege0/0, ttl=64 {reply in 141

14 21.5459083 1 2. 168.5. 208 ICHP 70 Echo {ping) reply 1d-|:-:r:5:lc.

daling ﬂa..

o 108, 5, 217 H IC 110 Echa (pingl reply

17 24732304 192.168.5.217 '?':-168.S.2"-.'3 TCHP 110 echo {ping) reply 1d=inefai, ‘im 2512, T =bd
18 26.233410 1092.168.5,217 i93.168.5, 208 Hl 1 110 gcho {ping) reply 1ol=0gi9c, sE0=3/768, TT]=54
19 27. 744457 152.16E.5.717 ABZ_168.5.208 ICHP 110 Echo {ping) raply {d=ixaiac, sogq=4/1024, ttl=gd4
20 29.25000% 1652.14B.5.Z17 152.146BE. 5. 208 ICHP 110 Echo {pingl reply {d=fmeifc, seqe3/1280, tti=fd
21 30, 733704 152,168, 5, 217 152.168. 53, 208 ITHP 110 Echo {pingd reply {duimeddc, 2e8g=6/1938, ttl=fd
22 32.261M1 192.168.5. 217 152168, 5, 208 ICHP 110 Echo {ping) reply lduiiefide, Seqe? A792, Trl=fd
23 313. 76709 193.168.5,217 A92.166, 5, 208 Hm 1] 110 gcho {ping) reply =9, s8q=E2048, TTT=gd
24 35.373063 193.168.5.2Z17 i92.1468.5,208 ICHP 110 Echo {ping) raply 1o=0wgifc, seq=0/2304, TTi=64
25 IG6.77TR2LT 18Z.16B.5.ZLT7 192_146E8.5.2048 ICHP 110 Echo {ping) reply {d=Dueidc, segqelos2560, To]=gd
24 38.284%48 152.14B.5.Z17 152.148.5, 208 ICHP 110 Echo {pingl reply {d=imeidc, segell/2H18, ttl=fd

= INTErNET CONTrOl MESsage ProtTodal
Type: 0 (Echa (ping) reply)
Coda: &
Checksun: 0xlsof [correct]
[dentifier {BE}: SBTAO (OxaSts)
rdentifier {LED)S 40165 {dxScesld
sequence mamber (BEJ! O (000D
Sgquence number (LE): O (0wiOdE)

W Data (B2 bytes)

0020 05 o0 00 00 1% of 25 9c 00 00 d3 20 08 S0 00 00 T L U
'.-CI.-'CI 00 00 00 O 00 00 B0 OF 0D 02 00 00 OO 00 O 00 oy

o08d 00 27 00 Q0 e 5c §3 33 48 3d 32 2e 30 2d af 70 [.FlIll55 w-di0
0090 B3 fe 43 53 48 3F 3% Ze 33 7O I 20 44 4% 62 89 | enssd 4. 3pL r:bi
0060 61 Ga 3d 33 73 62 75 ée 74 75 36 0d oa fd | an=3ubun Tus.
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The application layer protocol that is hidden within the ICMP payload and being tunneled
through ICMP echo request/replies is SSH. This can be seen from frames 15 onwards
when the client is negotiating security protocols with the Linux server.

4. What tool most likely generated this ‘malicious’ traffic?

e it Yww o Gephuw  pnehow  Zatetcs  Telephory ook [nbernel  Hel

o8 4 W 4 XZE f«++3FLIEE Qaaf EaERE B
Fibar w | Expression.
. Tirus Sogce Caitration frotecel  Langsh Bl = -
13 5.017%22 LR3.16E.5.217 192.163. 5208 L L) 88 Echa (pino) reply id=0w07 54, sag=6/1536, 1tl=5 (reguast in 11)
13 F1.845030 192.14B.5.208 192,168, 5.217 IoMP 70 Echo (ping} request Jd=0xeSec, segel/0, Tti=864 (reply in 14)
14 Zl.P48083 192.1468.5.217 152,188, 5. 208 LoMP 70 Echo (ping} reply d=OxatBc, segelds0, ttl=84 {request in 13)

19 21.TE2482 182.148.5.217 i ] 110 Echa (ping} reply Jd=x=i%e, sage0 0, Ttl-f4

16 23.226039 102,168.5,217 ICMP 118 echa {pingd reply Tdexad9e, segel 296, rrlsfa
17 24.732304 102.168,5,217 ToMP 110 echo (pfing) reply  Td=0xeS9c, seqed 512, T11=64
16 76, 2368410 192,158 ToMa 110 Echo (ping) reply 1d=dxe59c, Feged TEE, TT1=64
192 44402 L02. g 192.163. 5.208 = 110 echa (ping) reply Td=0xa59c, sag=4/1004, TT]=64
20 29250005 192,163, 5. 10B [P 110 Echa (ping) raply id=0xa59c, sag=5/1280, ttl=fd
Z1 FO.THSTOA LS 4 152,188, 5. 208 IoMp 110 Echa {ping) reply d=dxaifc, seqef /1538, ttl=id
22 32.381811 193.148.5.217 192,184, }. 208 IOMP 110 Echo (pingk reply TdmuesSe, seqe? /ATE2, ttl=fd
23 33.M6Ta0Y 192.148.3, 217 192, 1648, §. 208 IR 110 Echa (ping) Tdadoaics, segef/204E, trlefd
24 35.273062 192.168.5,217 192,168, 5. 206 LoMe 110 Exha (pf Td=dxeioe, Seged 2304, TCletd

FROTLT 102.166.5,217 192,168, §. 208 I 110 E<ha i'u'."n}: reply ToeQmasac, segell2560, TT]=68

25 B
I6 5. 284645 102.1468.5.217 1592, 163. 5. 208 =) 110 Echa (pingld reply Td=0xa5%c, seg=11,2815, TTl=568

Zhecasum: UxiFsd Lcorraect)
Idertifier (BE): $B7TA0 {OxesSc)
Idertiffar (LEJ: 40085 {0xSces]
s mumbar (BEY: O CO=00000
o2 maber (LEDG O COm0Q0G)
Les0onGe Trame: 141

Qe o0 76 bb L0 35 B3 00 ¥l &3 dB TH

LG ©0 3B 00 ©0 40 00 40 1 ad <b CO
apie 0% ds

o030 & [ L U

004 D

The most likely tool used to generate this type of tunneled traffic over ICMP is Ping
Tunnel, which establishes a covert connection between two remote computers (a client
and proxy), using ICMP echo requests and reply packets to establish a covert channel
between a client, a proxy and a destination machine.

Ptunnel accomplished this by using its own packet format shown below:

Magic DestIP Port State Ack Length Sequence Rsv Data
No

The Magic number is used to identify this packet as a pTunnel packet. The reason they
have this identifier is to differentiate them from normal ping (ICMP echo request/replies)
packets. Therefore, to identify the pTunnel covert channel we need to be able to find this
magic number within the payload of our ping trace.

The well-known signature for pTunnel according to Snort IDS and Cisco is Hex d5 20 08
80. By filtering for hex values for Hex values of d5 20 06 80 in Wireshark we can see that
frames 13 onwards have this pTunnel signature in the payload indicating that this is indeed
a pTunnel channel.
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Wirnsherc: Find Packet

| Expession. ..
Protocel  Length [
By () Dipliry Mt (2} s vk () Grirg CYTEUs farg 48 Ll I=UAUT TS, SEelyesn, Ll i=ss (reyuesi i1y
ok 1CHP 4@ gcho fo=0md7i4, =eqe2 512, ttl=fd (reply 9n 4
ITHP 98 Echo 1d=0a0754, seqsd 512, 1164 (request fn 3)
R ICHR 8 wcho To=0x07 54, Seq=3,/760, TTl=&4 (rapgly n &)
TCHP 98 Echo 1d=0xw0754, seq=3/788, til=54 (request in 53
ICHP 38 Echo g id=0x0754, =eqed 1024, ttl=04 {reply in 8
ICHP 4@ echo [ping) =054, seqed 1024, 11«64 {FeEquest Ta 71
5 3 1CHR 8 Bcho To=0x) 754, SeqeiAZ00, TTT=64 (Feply in 18]
L5 TCHE 26 €cho 1d=0xw0754, Seq=5/1280, tri=64 {raguest in 9)
[ | .5 ICHP 98 Echo 10=00754, seqesy1538, tti=04 (reply in 123}
« 53 ICHP 8@ cho [pi {dexd? 4, =aqef/1536, ttl=fd {reguedt in 11)
T s Tk L P L e s e £ B TCHP 70 Echo Cping) reguest id=0xeSSc, seqs0/D, TUT=6d Craply 1n 143
14 31 480683 192,163.5.217 193,158, 5. 206 1CHR 7o Echo (pinog) reply 1o=0wa5%s, seq=0/0, tTl=64 (racuest in 13)
15 21.722487 192.1638.5.217 192.1548. 5. 208 ICHP 110 Echo (ping) raeply 1d=0xe5%c, seq=0/0, Til=64
14 23.22803% 192,1638.3.217 192.108. ¥. 208 ICHP 11p Echo (ping) reply jomloetoe, seqel/256, t1l=04
17 24. 732304 192, 168.5.217 182,168, 5. 208 ICHP 1106 gcho Coinal rFaply {delxeSoe, seqedsHLE, T1]abd

Enecksim: Uxaisd [COFFecT)
Identifier (BC): S87FB0 (OxeSBc)
[dentifier (LE}: 40085 {0xScel)
SEquence nimber (BED: O ComdG00]
sequEnce meber CLED: O COwO0D0)
.'.m.;%n.ﬂh.f_'mg;_l-ﬂ

% Data (2B =]
Catad -:a‘iﬁmcmn-rummnmmwnwncmonffrmwnwm. o
[Length: 28]

ofied 06 2o bb 10 25 85 00 X oF do o de 08 00 &5 O

arld 00 38 00 00 40 00 40 01 ad <b g { go cQ

5. What is the ‘true’ destination of the ICMP traffic generated from 192.168.5.208?

If we consider the pTunnel packet header:

Magic DestIP Port State Ack Length Sequence Rsv Data
No

We can see that the tunnel destination IP follows the magic number of d5 20 08 80,
therefore we need to look for the hex numbers directly following the magic number in our
trace.

1% Z1. 849030 192.168.5, 208 152,168, 5.217 I 7l Echo (ping) request d=0xeibc, seqe0s0, tti=e4 (reply in 140
14 Z1. 845043 153 168.5.217 152,148, 9. 208 IO 70 Echa (pingd reply fd=lixpits, seqelsd, Etl=04 (reguest in 13)
1% 21.723482° 152.168.5%.217 182.158. 3. 208 I 110 Echa (ping) reply d=ixeisc, seqe0/0, tti=fd

168 23.22883% 152.188.5.217 1%2.148. 5.208 I 110 Echa (pingd) reply dd=lwpi®c, seq=1/258, ttli=fd

17 24.732304 1%2.1648.5.217 1%2.1668. 5. 206 I 110 Echa (pinal reoly Jd=lugi%e, s@g=2/512, ttl=id

Checksim; Uxagsd [correct)
tdertifier (BE): SB7E0 (Oxe59C)
roertifier C(LED: 40065 (Ox3cai)
sequence nudber (BEJ: O COx0D00)
sequence nuhber (LEJ: O Cox000d)
[Responss Fr T ]

= Data (28 bytes)

D4 E

iLengt

o000 26 bb 10 25 B3 00 21 63
0ol0 OO 38 00 00 40 00 40 00 ad
D020 05 dw

Pt

Th oo & 00 45 00 &%, ! CoaellE.
3 1] B..8

The true destination for the traffic tunneled over ICMP is found in frame 13. This where
the tunnel is established, and the true destination IP address follows the pTunnel magic
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number (magic number d5 20 08 80). Therefore, if we look for a packet with HEX value
of d5 20 08 80 the first packet we find is in frame 13 and following the magic number is
the IP address of the true destination (the tunnel end-point) which is ac 10 0f 8a. This
converts via a hex to decimal convertor to 172.16.15.138

6. What is the session identifier for each packet? (answer in hex, 2 bytes)

The session identifier for each packet is dependent on the protocol flows, initially prior to
the tunnel being established the session identifier was determined by the BE identifier
value in the ICMP packet or it can be seen in the Wireshark frame, as id=0x0754.
However at frame 13, as the covert pTunnel channel is established the identifier changes
to id=0xe59c, which is shown in the screenshot below.

ping poap [Wireshark 1,124 (vl . 12.4-0-gb4861da from master-1.12]]

| B Eot e Qo Captuee  Shabum  Paliies  Telapbary Jook  elecnads  Hels
| g | = - - - -
O @ AN a I X2 L+ +wT L BE M EEHR Vi

FoR
e W | Exprasson

i, Tinee: e o] Drstinakion Probocol  Length [Info
4 1024054 182.163.5.217 192.163. 5. 208 TEHP 98 Echo {ping) reply {d=0x0754, seg=2/512, ttl=&4 (raguest 1m 3)
5 1.54%5887 152.168.%.208 192,168, 5,217 ICHP 98 Echo {ping) request Jd=0x0754, seg=3/783, ttl=04 (reply in &}
6 L.545787 192.168.9.217 152,168, 5, 208 ICHP o8 Echo (ping) reply Jo=lxdTid, =seged/Te8, ttl=8d (reguest in 53
T 2.B65T1Y 1671689, 208 162, 168, 5. 247 ICMP 9 Eche (ping) request Jdedwad?id, doged 004, ttl=64 {reply in &)
8 2.9697E9 192.168.5.217 192,168, §. 208 IMP 9l Echo (ping) Feply Td=lx07 54, sege v Ttlsfd (request in T2
3. UR3EET 197.168.5. 208 192,168, 5. 247 ICMFP 98 gchy (ping) Fequest  d=007 54 toi=64 (Feply 0 100

10 3.993510 192.168.5.217 192.163. 5. 208 e ) 98 Bcho (ping) reply (To=0x075,
1%2.168.5.208 182,163, 5. 217 TCMP 98 Echo (ping) request |d=0x0754,
17 2 ICHP Echo (ping) reply

tti=8d {request in @)
tti=64 {reply 4n 123
{requast fn 115

ping) rFeply
o (plmg reply
14 23, 226030 1CMP 110 6cho {ping) reply
17 24.732304 .21 2. 1CMP 110 Echo (ping) reply
18 76.238410 182.168.5.2LT7 192.183. 5. 208 ICHR 110 Echo (ping) reolv

LD L 1T (01T WS 0LF T O T
= IFTErAST COMTrol Mesiags Protoonl

Type: B (Echa (ping) reguest)

Code: O
wcksun: 0x3374 [carrect]

tifier {8E}: SETBO {0xesac]

[dentifier (LED}: 40185 (0x9ces]

Sequence fumber (BEX: 0 (OsGO007

sequence number [LED D 0 COwBO0e)

TRespOrE Trama: 4] ¥
o000 00 26 bb 10 25 B3 00 21 &3 de 4 dc OB 00 43 o0 T L -
o010 00 33 00 00 40 00 40 01 ad cb o0 a8 05 o0 o0 af o B e
o030 05 o 0B 00 53 T4 &5 B 00 00 df 10 O BD ac Lo IR 1 R e R
o030 Oof &3 00 00 00 16 40 00 OC 00 0 00 TF T GO o0 S |

B - Scan.pcap

1. What tool is generating this traffic?

This is the output from a network discovery scanner, which can step through every address
in a network/subnet in sequence to discover hosts within that network range. The tool can
discover what hosts are present and on what addresses.
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Af hark 1,124 (w1 2 4-0-ph4 6T da Tr
Wew G0 Caphre Ansyee  Jatistics Telsphony Took  jntemss el

Bs [
e dmd EEXE A+ aTE BE Al 08K B
Filtas:  Exprasson...
i Tiez Siniroa il Peoticel  Lengeh e
4 0.526021 192.188.10.11 10.20. 0,310 TCR 34 22-1273 [ACK] Seqe=89 Ack=37 Win=0553% Len=0
5555477 102,168.10,11 10.20.0,110 55H 122 sereer: Encrypned packer (ens=6i)
6 5.595503 10.20.0.110 192.168.10.10 S2H B0 Shiant: Encrypted packet (lan=36]
7 3. eeNB80 182, 168.10,11 190. 20, 0,210 TP 54 22-1280 [ACK] Seqeafd Acke37 Winadi53) Len=0
(— B Le.0ERl9E IO JU.O.TITO IR TEE IO T —ICHE AT ECRT TETThgy Mequest j td=0xws02d, seg=0,0, trl1=43 {no response Tound! )
5 1% 028311 Ld, 20.0.110 192,108, 10.4 ICHP 42 gcho (ping) reguest |id=0wdbdd, sege=0/0, ttl=20 {no response found!)
10 15. 006432 L0.20.0.110 192. 166, 40, § IoHR 42 Echd (ping) request |fd=0efdSd, seqedsl, ©11=50 (Mo response Tound! )
11 15026504 Li.20.0.110 192.168.10.8 ICHP 42 Echo (ping) reguest |id=0wdDca, seg=0/0, ttl=41 ¢{na response found!)
12 15, 026560 10, 20.0,110 152,168, 10,7 ICHP 42 Echd (pirg) regeesy [td=0xle%T, seged 0, =44 (A0 rasponse Found )
13 15026532 10.20.0.110 192.168.10.3 ICHR 42 Bcho (ping) raguest |fd=0w3c®l, sage=0/0, trl=54 {no respomse found!)
34 15.026658 Lo, 20.0.110 152,168, 10,9 ICHP 42 echa (pirg) reguest |{d=izafb), f=20=0,0, Et1<5l {no rezpomse Found! )
15 15.036758 10.20.0.110 152,166, 10,10 1cHR 42 gcha (ping) reguest |fd=0x5BeT, sag=0,0, tT1=38 (raply in 18}
18 1% 028821 10.20.0.110 152.14B8.10.11 ICHP 42 Echo {ping) reguest |{d=0wdbSd, seg=0/0, ttl=28 {reply 4n 223
A7 L5.026956 L0.30.0.110 192, 166, 10.12 TCHP 42 Echo (ping) request |Td=0a7?ish, seq=0s0, tT1=33 (raply fn 24}
T I IS OEBATY 182 IeE. Io.10  Io.20.0.00%  ICAR 22 Lcho [oira) reply  id=O0x$8ef. seo=0/0, trl=ed {reguest in 157

# Frame 1: 127 bytes on wire (978 bits), 122 bytes captured (978 bits)

® ETherneT I1, SFCr 22544 :c0:3d:edild (32044 :0012d:0c:16), DET: 48:d7:00: 30130166 (4a 17 130130166
i Imternet Protocol version &, Srcr 192,168.10.11 (152.188.10.11), Ost: 10.20.0.110 (10.20.0.1300

& Trargnission Ccomrol Protocol, Src Porti 12 (22), DST POrt: 1278 (1270), seqi 1. ack: 1, Len: &3

This particular tool appears to be Nmap as it sends reset/ack back to the host to prevent the
three-way handshake completing this is a typical network signature for Nmap. To confirm
this you can string search for Nmap within Wireshark and Nmap is revealed in frame
42699 and 42700.

llr-Ml p-up I irmaduink 1,932.4 {¥1.12. 4-4'.'-|H-'Hi'lil T psnidog -1,17)]

| Exeann. ..
. Proocol ength dnfo, s
4 TLEul 243 appY¥ication bata
4 Srrg Cpbera Cwerten HTTR 204 GET / HTTR/L.1
a =} 8] TLEw] 239 application pata
4 [0 camm sercine = i TLEWL 233 application Data
o] © Characher sdh Ewen by HTTE 298 GET S5 St feafend e AR i £ POt d fumT nientary, o] WTTRALLL
4 Hatroww & wide - 1 HTTE 14 GET frobocs. Tt WTTEALL
4 o TLSWL 288 spplication Data
| e | [ ma ][ cmes |fa HITE 259 GET SS0KS s fas e e oo do o d0ELESutar £/ hOSTd v nvenTary, sml WTTRAL.1
4 o L TR 105 €Hent Hella
ﬂ"'h“‘& 1760, 00675 10, 20.0,110 192,168, 10,11 (Lo 43 source port: 32080 Destination port: 1434
rLe 1030, 0, 110 19 1l 10, I ==Hv] Gl client! Protocal (SsH-1, F-Hmap-ssHi-Hostkey]) ]
.ﬂ2?l:l:I '.I.'."Cll].ﬂlll??l] 10.20.0.110 192.168. 10,31 SSHVL 74 Client: Protocol (SSH-1. %-MmapHSE_ 1.0 !
AF7el 1760, 00876192, L6, 10, 10 19.20. 0, 110 TR 54 BO<1356 [ack] Segel acks155 winsGed? Lens(
42702 1TH0. Q0GP0 L93. 166, 10, 10 102000010 TLEwl LT Application bata, Application Data
® Frame 42700: 74 bytes on wire (502 Dits), 74 bytes caprured (592 bBiTE)
# Ethernet 11, Src: derd7?:9d:30:30:88 {de:d7?:®d:30:30:68), Ost: 22:44:c0:2dzed:1B (22:44:c0:Zdzed:1E)
# Ifternet Protocal versfon 4, Srci 10.20.0.110 (10, 20.0,110), 0sti 192, 168,10,11 (152.168.10.13)
# Transmizsion control Protocol. Src Port: 1373 (13730, OsT PorT: 22 (23}, Seg: 1, ack: 25, Len: 20
# 524 Protocol

2. What is the frame that indicates the something strange might be going on?

The first indicate of unusual behaviour is the obvious ping request scans starting from
10.20.0.110 to hosts on the 192.168.10.0 subnet starting at frame 8.
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scan, prap  [Wiverhark 1,124 (w1.12.4-0-gb4861 da from master-1,121]
Fis [t Yew Qo Caphee Anshyoe Jatistics Telsphony Took  jntemss el

ce® AN - B ra T2 BEE el R B
Fibae: W Egrassr..
s T Siarea Protcod  Lengeh I
4 0.526021L 192.185.10.11 TCR 54 220273 [A&CK] Seqe=00 Ack=3T7 Win=58353% Lone=0

5 5,504774  102,168,10,11

122 Serwer: Encryphed packer (ensgi)

25H o0 cViant: Encrypoed packet {lan=36)

TCR 54 22-1280 [ACK] Seqefd Acka37 Win=fi53% Lened

TEHE £ ] . seg=0/0, TT1=43 {na response found!
192,108, 10.4 ICHP 42 Echa | 5 y ttl=d0 {no response Found!
192,166, 40, § ICHP 43 Bchd (pirg) 14 i
110 192.1668.10.8 ICHP 47 Echa f
115 1592, 168, 40, 7 ITHR 42 Echo [pirg)

(o response Toundl )
T tra response found!)
rtl=dd {no response Found! )

10.20.0.110 192.166.10.8 1CHI 42 Echo (pirg) reguast |fd=0x3c@l, segedy/s, trl=54 {na respomse found! )

S5 10, 20.0.110 152,168, 10,9 ICHP 42 echa (ping) regusst |id=gzafbi, @, Et1=S1 {nd response Found!d
B 10.20.9.110 193, 166, 10,10 1CHE 42 echo (ping) raguast |id=0w§Asf, t11=38 {raply in 13
f -

192,188, 10,11 ICHP 42 Echo {ping) r | Hcd=iea , ttl=85 {reply 4n

18 15, 026821

L7 15.070966 10,329 192, L6E, 0. 12 TCHR 43 Bcho (ping) Fegus | teta7Ev, S P00, ET=EE (reply fn 247
N : A i - (R IO 30, 0. LI ITHF ITTcha (oiray recly  id=OxSBef. sen=0/0, trl=f4 {reguest in 157

£ Fram= 1: 127 bytes on wire (978 bits), 127 bytes captured (570 bits)

£ EThernet IT, rc: 27:d4:c0:2d:ed:13 (32044 1005 2d:00d216), OST: Ae:d7 o900 30190066 (a7 odi30:30166)
# Internet Protocol version 4, Sror 192,1088.10.11 (152.188.10.110, ©Ost: 10.20.0.110 €10.20.0.1200

£ Trargaission control Protacal, S Porti 22 (220, oot Porti 1278 (12700, seg 1. ack: 1, Leni &3

3. What does this frame constitute the beginning of? (What type of Scan?)

This scanning behaviour, of stepping through a subnet in sequence is the typical signature
of a Network discovery scan. Nmap is a network-scanning tool that is used to discover
hosts on a network or subnet. Nmap can use many different scanning techniques but in the
initial scan shown it is the beginning of a simple ICMP ping request/reply scan to discover
what IP addresses have active hosts listening and responding.

4. The ‘miscreant’ then runs two scans beginning just after six minutes and 24
minutes into the trace, however, these traces weren’t to his/her liking as they
were too slow. On the following scans, a switch was removed from the

command to improve the speed, what was this switch (just the letters, case-sensitive)?

We cannot answer this question by just tracing through the scan.pcap file in Wireshark,
there is just too much noise — normal network traffic - and simultaneous Nmap scans
running for us to isolate and identify individual Nmap traffic.

Therefore, what we have to do is try to filter and isolate individual Nmap scans by
applying display filters to Wireshark.

The display filters that we will apply in sequence will conform to specific and commonly
used Nmap scan criteria. Unfortunately, there are many Nmap configurations possible but
if we start with the most commonly applied scan switches, we should be able to identify
which ones were used due to the 6 minute and 24 - minute information that we have. This
is our starting point.

In order to do this however we must understand the common Nmap configurations used
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when scanning a network.

Nmap —sT (this is the TCP connect or Vanilla scan, which established a full three-way
handshake)

The display filter we use in Wireshark is (ip.dst == 10.0.20.110 and ip.proto == 6 and
tcp.flags == 18)

p [Wireskark 1,124 {v1,124-0-pb48&1 da from master-1.12]]

ECam, prap
Be Edt ew Go Qaphoee Gneboe  Qatidtics  Teephony Took  Jniemals  Hep

S AN 4 ERADT QevaT X2 B Qoo FERE B

Filtsr1 | mm—iw.w—m W Expressad.,, Oesr Saei

By scanning through the files, till we reach the 24 minute reference, we discover that a
Nmap scan forced a SYN, ACK response from the scanned host in response to a SYNC
from the Nmap host, which indeed start just after 24 minutes, as can be seen in the
timestamps above.

The next Nmap scan to look for is the SYNC stealth scan, -sS, and we can filter the pcap
file in Wireshark using this filter:

ip.proto == 6 and tcp.flags ==
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sean, peap  [Wireshark 1,124 (vl 1L 4-0-ph4 861 da Trom moster-1.12]]
Bl Edt Wew G0 Caphae gnshze Fatwtics Tekphony ook [nbemais Hep
e AN d EEXD e+ T L (HE aqam 28k B

Filter: p.ptm—ﬁmdbmjhgs—t H_Emmm... Clear i Save

Time Sowrce Cwstiration Protocal [nfg

ATELT 10m 34, MD?!: ad., JI:I.IZI.IIIZI 1%2.168.10, 54 TCP L8 428%5=http [5vH] Seqed wWin=l024 Len=0 MSS=1440

[STream Tndex: 5965]
[TCP Sagment Len: 0]
sequence rumber: 0 Crelative seguence number)
acknow]adpmant mumber: 0
HE&dE—Lﬂm—z‘—hFu—' .

s e
Window size vaToe: IoeE -
[Caloulated window sfze: 1024]

Another Nmap switch we could try is Nmap —sP, using a Wireshark filter of

Ip.proto ==

This is the ICMP echo request scan, which we saw earlier at the very beginning of the
pcap trace. However it runs at 14 seconds to 1 minute, before restarting at 4 minutes and
running to 11 minutes, so that again is not the scan we are looking for.

Another common Nmap switch config is —sU, which uses UDP as the scanning protocol.

SCAN. PGap . | W Iress

Ehatn-mmrmsmmTwmmmw
e dNd EEXR AR+evaTL (Bl aaar @gBEmkx B

Fier. s pratn mm 17 and Eulen me 26 ¥ Bpemsicn..  Os v

o Tine Source Destrancn Prtuc_iergh It

M sl - o el ol B Aanied kA b

17314 10m 3% FA002%a 10.20.0.110  192.188.10.10 T.38 42 [Malformed Packet]

17520 10m 37,7270 10.20.0,1190 162.168.10.140 T, 38 47 [MaTrormed Packer]
_
17522 10m 381837713 10.20.0.110  192.188.10.10 42 [Malformed Packet]

17534 10m 33949355 10.20.0,110 192,143 10.10 .38 42 [Malformad Packet
—
17526 10m 39.80617% 19.20.0.110 142,168.10.10 T, 38 42 [Malfarmed Packet]

17526 10m 40.817287s 10.20.0.110  152.188.10.10 T.38 42 armed Packet

(17325 1om a0, 6aBl08s 152.168.10.10 10.20.0.110 ______ ICWE ____ 70 Destination ureeachatle (Port unreachable) |
A7TEF0 10m AL 4702435 10.30.0.110 192.158.14.140 T, 38 42 [malformad Packet]

[ 17531 10n &1.32058Es 182.168.10.10 10.30.0.130  ICWP 70 Destimazion unreachabiie {port woreachabler |
17332 10m 422367613 10.20.0.110  192.188.10.10 T, 38 42 [Malformed Packet]

& IATErneT Protesal '.rqrsinn 4 =rc 10 20 l:I 11'] l:l.':‘ i":‘ G, 1100, IIS'I: 1'}2 '158 11il 11. I:}l.'i!ir Iﬂi ll} 11.'.!
IR Tt PrETaea s Src Part: 42627 (42627, Ost Port: 21298 (Z129B)

Source Port: 42627 (426270

pesTination POPT: 21298 (2LI0E)

What we can see in the filtered —sU traffic is that the scan starts at 4 minutes and runs till
it is stopped and the —sU switch removed at 10 min, 43 seconds.

see more please visit: https://homeofbook.com



However if we are looking for a switch being removed after the 24 min scan starts to run,
and performance is judged to be poor, then we have to look past the 24 min threshold.

What we do find though is that at 27 minutes a new scan starts using the Nmap —sS stealth
switch. Prior to the 27 minute the Nmap scan is using a SYNC sent to the hosts and the
host port if closed returns a RST, ACK as shown below, should a port be open, then the
host returns a SYN, ACK.

A Closed Port:

wcam.peap [Wireshark 1.12.4 (v1,12.4-0-pl4B61 da Trom maeter-1.12)]
Lﬁ[ﬂi‘w@;ﬂﬁ!bmmmmmm
e AdRd EEXR e+ Tl BE aaal SE8K B

\cp strmam ag 11138 % | Exprawsion... Cluar avm

An Open Port:

acan, posp  [Wirsshark 1.32.4 (w112 4-0-gha8h1 da Trom master-1.1327]
fhe e Hew §o Cepbaw  frabyss  Stetmbor  Telephory  Jock  jntemal el
e Al 4 RPRERE L+ + T2 (BEE 0 AEBE B

Flter: | bepoitnesi e 11154 w Eqresgsh.. e E
0 Tirss: Soarn Dastiralion Protocel  Lengih  1sln
SYG5E Fm 28, 4038388 10.20.0.1190 192, 168,10.10 TP §8 5ech-mrp [SvM] Seqel winelldd Lensd M55=1460

caeat om gE 41lvews 107 1651010 10.30.0,110 =] 58 hrTp-52296 [svM, ACK] Zaq=0 Ack=]l Win=3240 Lens=0 HSZ=1440

This is typical of the Nmap —sT full handshake TCP connection scan, which started at 24
minutes.

However, at 27 minutes we see this;

scan.poap  [Wireshark 1124 [v1.12.4-0-pgb4851 da freen master-1.12]]

Fl= Edt Wew Go Captue  dnshoe  Fabitics Telshony Tooks  nbemals  Help
e A0 BERXE e+ aT L BRE aGaaamM @8R8 % B

Filbr: W | Expression.,
a T Sorce [rstination Frotocel  Lengh [
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The thing to note here is the difference in the timestamp, there is a noticeable gap between
packets being sent between frame 40042 and 40043, which could indicate a change of
criteria. Furthermore, when we follow the stream we get this:

Bim Bt Wew o Caplus  Snabes  Pabibicn  Telsphorry  Jook  [ntemals el
CR AN DR N+ aFi(BE 0 FERE B
Filter! Immm:m‘l W Erpeessan. .. Clear Sy

B, Tires SARCE [Coitinstion Profocol  Length  Infi
AT 4 A7 el EEs 1o 20,6, 300 19166, 16, 11 TCF 58 SleVi-conain STH]| 5

For example, a SYNC is sent but if the port is closed the packet is dropped, there is no
RST, ACK returned and this speed things up considerably.

5. What switch was added to the final scan (case-sensitive)?

The final switch applied was Nmap —sS at 27 minutes and 47 seconds, as shown below.

srom, prap [Wiceshark 1,12,4 (v1.13.4-0-gh4861 da Trom master-1.17]]

Ble Edt Wew Go Caphuoe  frahoe  Jatetics  Telephony [eol  Jelenss el
eB AN d ERXR LewaTiEE el @GR B
Pilter; | ) W | Expresson,,,

Therefore the last scan that is done is to remove the switch for client reply of RST, ACK
(-sT), which is part of the Nmap —sT full connection scan at frame 40043 at 27 minutes
and 47 seconds.

However, there is also a case for an xmas scan as one is detected starting just as the trace
ends as shown below:

see more please visit: https://homeofbook.com



scan.poap  [Wireshark 1.12.4 (w1124 .0.gha Bt da Trem masier-1.1.2)]

Be Ef Wew Go Casturd  Analpse  Dalites  Teephory  [oob sk Help
e @ 48 4 PP S++aTi BE 00 SERE B
Fiter 10 DOt e B oD FLags e 41 % | Espression.,,  es Sayve

SoETE Destirution Prokoool  Length  [nfo
ks 745 F-tcpnux [FIM, PSH, LAG] Sogel win=zl47450620 urged Lon=0 wWi=3

However, there is insufficient data to consider this a genuine scan as the pcap ends at 30
mins just as this scan starts. The evidence for this being an Nmap xmas lies in the fact that
the TCP flags were set for FIN, PSH & URG which is a classic fingerprint for the Nmap
Xmas scan.

C — Malicious.pcap

1. What was the complete URI of the original web request that led to the client

being compromised?

The first thing we have to do is get some clue where to start looking here for suspicious
activity. We can do this using an IDS that can take a pcap file as an input and analyse the
file just as if it was reading the packets from the wire. Or, we can use Wireshark to filter
out and display any requested downloads. For example if we run the filter:
(ip.src==10.20.0.165) && (http.request.method==GET) && (ip.dst==10.20.0.111) we
should be able to see what files have been downloaded.
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&am&wmmtwmmww
Iﬂ‘l; -Z:":II... ‘mﬂ'-i-'F; BEE ol @@me B

ey h!l'l:—lu Z‘D-U IB'E Bﬁ.mnm.lsl Mlﬁ.bﬂ—lﬂ 2‘|1|].I1-}' Expression. . L Sarve
B T BT Ceesdinatnn CProbornl Length b ¥
4547 93, 9!1450 10.20.0.1865 10.20.0.111 HTTR 253 GET barking. htm HTTR.L |
4650 54, 000113 19.20.0,165 16.20. 0,111 HTEP 368 GET Jbarking. MaTn] i=fyabaTsul HTTRAL.1
4577 B, UB444 T 10.20.0,165 10.20. 0,111 HTTR 451 GET Markd ng. hTETys dawd oo Bk C ok G 1y ugs MmmIFg. g1t HTTEAL. 1

@ Internet Protocol ¥ersion 4, Src: 10.20.0.163 (10.20.0.1465), Cst: 10.20.0.113 (10.20.0.111)
# Transnission control Promocol, SPC POFT: 1802 C1802), psT POrT: BOAO CACS0D, Seqi L. Ack: 1. Lem: 299

mage.g ap, ‘imagesipag, imagenipeg, hackwava-T lash, */=\ryn
Accept-Language: en-ghrin
sccept-Encoding: g2ip, deflatetrin
-Wﬂmmm—rrr;ml
L= 1k

The result is that we have at frame 4647 the URL http://10.20.0.111:8080/banking.htm and
this gives us a starting point for our analysis.

2. What file type was requested in the final web request to the malicious server?

The final request was for a gif file gif89a as can be seen when we follow the TCP
sequence stream (tcp.stream eq 102) between 10.20.0.165 and 10.20.0.111 starting at the
initial compromise URL at frame 4647.

e dEd BEEXSE e+ aTi (BER AT EEDRE B

Pk |-|:p:r-n-||nz l'|
b e |

B4T O3, 005460 0. 20 0. 1A% 10, 20. 0. 111

o o T P 20, 0.0 IR

4849 93, 088770 10, 20.0.131 10, 20,0, 18%

4550 84, 000013 10, 20.0.18% 10, #0.0.111

4051 54 040524 10, 20.0,111 10, 20,0, 103 i sk

AB5T B4, 24 3BZT 10.20.0.,131 10, 20,0, 2183 i (1 T . — e

AB5E B, 244407 10.20.0.,131 10, 200,183 v e TOT =0 gL Cﬂp L[ GHNELL ETRELR; 14+

4654 64, 244607 I0.70.0,16% 10, 70.0.111 1.:::?‘;?-‘_1;;154??;-.-:“;; . Tromchar cod L IHTL | Cgher o AT GrNE .3 THE0U., char Codent 01
ABTS B4, 244050 10.70.0.,131 10, 200,183 M £

4050 54 245020 10, 20.0,16% 10, 200,111 o eindoe]“ekeiss 1", replace(/[A-2] /0, © )] (GHIaATH = s

ABST B4 2dBTET 10.70.0.,131 10, 200,183

AB5E B4, 240583 10.20.0.,131 10, 200,183 :::’,"_‘l;:;m*

ELELR- DR ] 10, 20.0,18% 10, #0.0.121 -

ARA0 B4, 240074 10, 20.0.131 10, 20,0103 cs-pa". 1:|- hsn:-om‘l‘.rt ST THT AR TMI N T ces IO "o TP ang Srce” s
ABEL B4, 24HTIL 10. 20.0,168% 10, #0.0.121 oenk {ng, ATy mmvsnm:w:rq gif

]Gl KL T Ay YV LR 413 ST RS S Wt sk s b M e T

LI cr —rrree . : S | (memqt)® frofspans<soadyor

® Frama 46471 353 byras on wire (2824 biTs), 353 bytes camcul Jinadgs

§ ETNGPOGT 11, Src: ha:OBSFL:Zriraitd ChatOBIFLiIFiraiod), D] < mimiwseT /nansing, memysdedgssy kGl enlFg, gif HTTR/L

¥ INCArNET Protocol version 4. Src 10020.0.165 (L0.30.0.L65] AocRim: Imagesglt, 1"-‘5“'«"* -aniThap, Imagesipey, Tmagepiped, "ﬁ-""*-“‘m"‘ Shiockwave-
® Transmission concrol Prococol, Src POrC: 180 CB0Z), OST

Flash, =
Zafarar ! MIToL/ 10,20, 0,100 5080, 0ank g, RTATUG] T ATy ARAL S
ol

213 daflate
zi] las, Cl (zompatible; WSIE 6,0; Windows NT 3:1; S¥1)

Connection: Sesp- L'Hu-

ACCRAT ! magasgif, iMage x-=hitmap, imMages1peg, iMage/p]
ACCAPT-Languaga! an-ghien
accapr-gncading: gzip. deflatern
| urnn anner mnadlisf 0 fersasrihlo smess & wdndeer sl | GrTR L1 700 08
Co00 T 53 (0 OF Shooc be 08 FL 2F fa of 0B 00 &% 00 i1 SO RAT -TyDa 131?‘.-‘911'
oo ol 53 21 75 40 0 &0 6 ..21'4-:..-.14-.-:,15-:..-.14 .sid Connection: E==p-A1iee
[ 7 fod b3 10 23 oa 5'.'.‘ 12 - SRR ANEChR

54 20 217 62 &l &= Content-Length; 43
55 54 5'.'.‘ 2* 31 Ze 31 l.'.‘c' FG. T
Sk Sub L5 GEFBE. oo Teanononginnininini @i

3. What is the shal hash of the afore-mentioned file?

see more please visit: https://homeofbook.com


http://10.20.0.111:8080/banking.htm

There is no information on the SHA1 hash for this file — GIF89a — but we can reconstruct
it using the data in the pcap.

The shal hash of the file gif89a can be calculated by using the data in the packet:
GIF89a ! D..;

..................... geecceccccne

then convert it to binary and save it as banking.gif and using an online tools - an online
checksum calculator - we can calculate the SHA1 value by using an online SHA1
convertor, such as Online MD?5 :

' MD5 & SHA1 Hash Generator For File

Generate and veriy the MOSSHAT checksum af a file without uploading it Choose File | banking. gif

Click to select a file, or drag and drop it here( max 4GE )

Filename banking. gif

Flle size 43 Bytes

Checksurn type MOS = 5HAT  SHA-256

File checksum ATDF 5839831336627 12B5ET38F FECO45CC53735
Compare with:

Compara Pause Stop

Therefore the SHA1 of the file GIF68a is :

EA7DF583983133B62712B5E73BFFBCD45CC53736

4. What is the number of the first frame that indicates that the client has been

compromised?

If we take our starting point as being frame 4647 the time of the compromise, then we can
look to see what developed after that point.

The first frame that shows a malicious payload is frame 4722 as 10.20.0.165 (client) it is
connecting to destination port 4444 on 10.20.0.111, which is a well-known port for
Metasploit and Trojans using an HTTP reverse connection exploit, which will open up a
backdoor into 10.20.0.165.
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malicious, pecap  [Wireshark 1.172.4 {w1.12.4-0-gh4 61 da from master-1.12]]

Fle fdt Wew Gn Cephre frafoe  Jatetws  Telephony Took  Irternsls  Heb
e dNd ERXZ e+ Ti BB e 28Rk B
Fiter: [ |bpstreamen 14 | ¥ Expression,.,  Char EL

4724 117, B38004 10, 20. 0. 185 16, 20.0.111 TCP TETTETET [Ack] sag-1 TR

4725 118, 013333 10.20.0.111 10,20, 0,165 TCP 60 4444-1304 [PEn, AcK] Seqgel Ackel wineldG600 Lensd
4724 118, DAG008 10.20.0.111 1l 20.0.16% TCP 1514 44441504 [ACK] Seqe=3 Ack=1 Win=14800 Len=1450
4727 1138, (15074 10.20.0.165 10,20.0.111 TCP 54 1804 -ddd4 [ack] Seqel ackeld6s wine=63535 Lensd
4¥28 113, 014338 10.20.0.111 10, 20.0.16% TCR 1914 44441804 [ACK] Sogq=1483% Acke=1l win=14800 Len=1440
4729 1148, 021931 10.20.0.111 10, 20.0,165 TCP 1514 4444-1304 [Ack] =eqe2925 ackel winsldGdd Lens1450
4730 113, 0219E3 10,20, 0,185 10,.20.0.111 TCR 54 1804 =4444 [ACK] Seq=l Ack=43E% win=A353% Len=0
4731 1138, 022010 10.20.0.111 10.20.0.165 TCP 1514 4444-1804 [ack] seqed335 acksl wineldG00 Lens=1460
4732 113, 023051 10.20.0.111 10,.30.0.16% TCR 1514 44441804 [ACK] Seq=9841 Ack=1 win=14800 Lan=1480
4733 1148, 022095 10.20.0.165 10, 20.0.121 TCP 54 1804-4444 [acw] seqel acks7I05 wins65535 LensD
4734 113, 023133 10.320.0.111 10, 30,0, 165 TCP 1514 34442804 [ACK] Seq=7305 aAck=1 win=14800 Lan=1440
4735 118, 022165 10.20.0.111 10, 20.0.165 TCP 1514 4444-1504 [ack] Seqe=E7G] ackel winsl4600 Lens=1460
4736 113, 023213 10,320, 0. 165 10,20.0.111 TCP 54 1804 -4444 [ACK] Seq=l Ack=L0225 Win=65533 Lan=0

4 Frame 4722: B2 bytes on wire (496 bits), 62 bytes captured (458 bits)
® EThermer IX, Src: be:g@:fl:3f:fardd (bei0B:fl:zfifaide), bst: fE:e3:00:6F:M0icc (FI93100:6F19bicc)
# Internat Frotocol version 4, Src: 10.24.0.16% (10.20.0.165), DEt: 10.20.0.111 ¢14.20.0.111%

= Transmlssion Contral Frotocol, Sro Port: 1804 (L8043, 05T POrT: 4444 (4444), Seq: O, Len: O

Source Part: lbl}d {:I.al:dl‘l
(DesTination PorT: 44dd (44447

ZEraam jndex: 104
[rce segaent Len: 0]

Port 4444 is not necessarily a security risk but you will often see it blocked for outbound
traffic on firewalls for precisely this reason, that malware is commonly configured to use
it in reverse connection exploits.

5. At one point, the malicious server sends a malicious file to the client. What

type of file is it?

If we consider the pcap scan starting at frame 4726 and using Wireshark TCP stream to
filter the packets.

Filtey g, sraan s 104 = Espewsson,, D Savs
firss Senurim Deatinatan

4774 117, 53E004 0.20,10.18% 10.20,0.111 53 EB04-4444 [AH] Segel Acksl Wine25533 Lens0

|'f¢'-'25 1R 355 T L T B K Lo 360,985 TCP B0 4150 [P, ace] Saoel Ackel win=14500 Lan=f

la726 118, cus008 020,001 10.20,0.305 TR 1514 ] sees Acksl wineld80) Lenw1at) )

£727 118, CLOOTE 0.20,0,109 10.20,0.111 sea-d. Ack=1403 Min-03133 Lered

4723 116. 016336 10.20,0.111 10.20.0.16 i T

4720 116, (04031 10.20,9.111 10,20, 0,15

£730 118, 021983 10,20,9.183 10,20, 0.1

4731 116, COZ0L0 10.20.0.111 10.20.0.1

4731 116. 027051 io.20.0.111 1020008 e AR W T T R PP T R P T L. TTIE
4713 110, 622005 10,20, 9,185 e || R L |
4734 116, (27123 10.20.0.111 B A e o P -
4735 116 (02160 10.20.0.111 10, 20.0.16) L. -

4716 118, 013113  an e I!chl'd:..ﬂ ........................ [ e (iRt L i d...'l' ......

& Frame 4T2G! 1514 bytes on wire (12192 bits)h, 1514 b

# GTNEFMET 11, Sror PEIREI00:6T10bIcs (FE:93:00:6T10b CEF A e e e B T
& Imternet Protocn]l version 4, Sre: 10.2000.111 (10.3] =
« Transwission Comtrol Protccol. Src Port: 4444 (444
=OUMCE POPT: 4444 (44447 T LT L LR Lo
L TRRS-EA T P - N B PR oS- e
pestination Pore: 1804 (18040 Toow b, b, ! i s B

We can see that the malicious code was sent just after the start point of the compromise at
frame 4726, immediately after the TCP three-way handshake, which had been initiated by
the client 10.20.0.165. Furthermore, the client initiates the file-transfer that immediately
follows the successful connection, with a “Get banking.htm” request and the file is sent by
the server 10.20.0.111 to the client 10.20.0.165. What is notable is the remark in the
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details of the stream content taken from the data payload in frame 4726 that alerts us to the
fact that a script is executable:

“This program cannot be run in DOS mode’.

The next thing we can do now is to export all objects that have been downloaded by going
to Wireshark -> file -> export objects -> http. This will provide us with a list of all objects
downloaded using HTTP. We can then look at the banking files that have been
downloaded and processed and check them against an anti-virus or run shal hash checks
on them. Alternatively, we can export our Wireshark tcp-stream to a pcap file and then
analyse that file.

The steps we need to take are:

o In Wireshark Go to frame 4722 — Analyse — Follow tcp stream
o Then when tcp-stream 104 is displayed, go to File, Export specified packets
o Save the exported packets to a file called analysis.pcap

At this stage, a file analysis.pcap will contain only the packets from the tcp-stream
relevant to the malicious file download.

The next stage is to verify if the file is malicious and we can do this by running the file
through an online anti-virus software application such as VirusTotal.

SHAZEH TEGCT bSsI250ab 275830 beal 1 3D0S 00N F30EF2 05529 a7 ebd aff M dcid

File name analysis, pcap |E
Py
Detection ratio 8457 " D .\_:-‘; D

Anatysiz data 2015-00-17 00: 2458 UTC (O minutas ag0)
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M Anabysis & Fila dets B Additinnal mformation i Commants i Votes

Intruslon Detection System Result

Snor | alen

Suncata 1 alerts

Aniivirus Pesult Update
Ad-Aoware Gen: Trojan Haur GMW.02C 4000000 20150016
Ayasd Iulti: Swrart- &, [Trj] 2015017
B Dafondar Gen: Trojan Heur, G, 0204000000 2EET
Emsisofl Gen. Trojan Heur, GMW, 0204000000 (8) JAASIET
F-Secume Gen Trojan Heur. GM, 0204000000 Aamy
Ghata Gen: Trojan Heur. GM.02C4000000 AnamEis
Micro\Waorld-eScan Gen: Trojan. Heur. GMW.02C4000000 AnsEis
Qihvoo-360 Troan. Generic A5t
Symaniec Meterpreter 060317

However, using the directly exported files from the objects download from Wireshark, the
file banking.htm%3fUQjiXfyAbAISuH gave us similar results.

EHAZSE 1507 pabl3ciesdd 1 Babd abbbac 547 JeelefBe | S4B 2T 1 Ibel T c 20 3bal $
File name banking. texl
Dstection rabo: 11 165 " 1 @ G

Anatyses date:  2014-12407 2200837 UTC {3 months, 1 week ago )

O Analysis | @ Addtional information o Comments ff) 0 Viotes

Anthvirues Result Lipid e

At JECWE-D0HIRAT-5 [Expl| 20141207
Axira EXP/OVE DN 00247 A3 2014107
Comadn Unzlazsifisditahrars naar
ESET-MOCA2 JEMryptik AFR 20141207
Ghala HTML. Trojan. Agent. ¥ 1 HMWLIF 20141207
Ikarus Trogar-Civwnloadar J5 Agent 2041207

The follow further details were available through the details tab:
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A Snort aleris

INDICATOR-SHELLCODE x65 inc ¢hx NOOP [Execulable Code was Delected)

A Suricata alers

ET SHELLCODE Possible Call with Mo Cffzet TCP Shellcode (Executsble Code was Detected)
GPL SHELLCODE «B5 inc ebe NOOP [Execuable Code was Detacted)
ET SHELLCODE Possible Call with Mo Cfzet TCP Shellcods (Executable Code was Detected)

ET POLICY PE EXE or DLL Windows file download (Fotertial Corporate Prvacy Vickation)

Therefore, after our analysis we can confidently say that the type of file downloaded was a
windows executable or DLL file by the name of Banking.htm, which is known malware.

6. What is the shal hash of the malicious file?

The shal hash for the malicious file banking.htm which we exported earlier from
Wireshark is:

@ MOS 2 34T Hash Gensrator For File

Endrale and verfy e MOATSHAT Chatksum OoF 5 N sithgid pioscing B Chogss Fie  hanng Fiml

Click to zakact & file, or drag and crop it hara| maee 4GB |

Filanama Baniking Fomi
File i 12512 Bytes
Checkeum fype: MOS ® EHAT . BHA-I6E

Flg Ehackam

Compare wih

Process

Compars Pane Hop

E184AC3FF41B2DA046E1BCC546E9DF7939C997BD

If we now do an internet search for files with this SHA1 hash we are directed to:

https://malwr.com/analysis/OGIxMzhiODRjNjkSNDhkNThkNjNiNZUONTUwNTUxNDNM

The Malware site has this information:

FILE NAME banking.htm.8B5A693B.html
FILE SIZE 12612 bytes
FILE TYPE HTML document, ASCII text, with very long lines

see more please visit: https://homeofbook.com


https://malwr.com/analysis/OGIxMzhiODRjNjk5NDhkNThkNjNiNzU0NTUwNTUxNDM/

MD5 a576776febc36992086fe9a7d2662836

SHA1 e184ac3ff41b2da046e1bcc546e9df7939c997bd

The Malware site also identifies as having these signatures:

Identified as malware by at least one Anti-virus on Virus Total as being
malicious

Steal private information from local internet browsers
Installs itself for autorun at Windows startup

7. What vulnerable software is exploited?

The vulnerable software exploited is the agent in the browser Mozilla 4.0 which we can
see in frame 4650 with the data showing user-agent mozilla 4.0 in Internet Explorer 6.0.

#= InTearnet Protocal wersion 4, Srod 10.20.0.16% (10.20.0.165), osti 10.20.0.111 {10.20.0.131)
® Transmizsion Control Protocol. Zrc Port: 1802 (1802), Ost Port: 8080 (20800, Zag: 1, Ack: 1, Lan: 299
- Hypertext Transfer Protocel
+ GET /banking. htm HTTE/L. 1NN )

Accept: TmageSgif. Tmage/x-xbitmap, imagepeq. imagespipeq. appiicationfu-shociwave=flash, = " rin

Accepr-Language: en-gbhen

accepr-Encoding: gzip. deflazedrin

User-Agent: MoziT1a4.0 (compatible; MELE 5.0; Windows NT 5.17 SVI0%rwn

cf Tl bd 10
5 54 20 2f &2
54 54 50 2F
a0 R g

As we saw with the earlier Anti-Virus and Malware analysis the vulnerabilities lie with
SHELLCODE and POLICY PE EXE or DLL Windows file downloads.

& Snort alers
INDICATOR-SHELLCODE %65 inc ¢bx NOOP [Execulable Code was Delected

A Suricata aleris

ET SHELLCODE Possihle Call with Mo OfFzet TCP Shellcode (Executshle Code was Detectad)
GPL SHELLCODE «85 inc b MOOP [Execuable Code was Detacted

ET SHELLCODE Possible Call with Mo Cfzet TCP Shellcods (Executable Code was Detected)
ET POUCY PE EXE or DLL Windows file download [Poterdial Corporate Prvacy Wiskation)

8. Can you give the corresponding CVE security bulletin that covers the

vulnerability here that was exploited (answer in form of CVE-$year-$number).

The CVE security bulletin for this exploit was a well know Internet Explorer 5 exploit
known as CVE-2010-0249 and is also known as EXP/CVE-2010-0247.A.3,
JS/Kryptik.AFR Trojan amongst other names by online virus scanner VirusTotal. Other
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anti-virus products also consider it to be based on the CVE-2010-0247 exploit.

9. From the capture, it is clear that the attacker gets a certain form of access (i.e.

the interface), what (type of) access does the attacker “get” on the client?

JS/Exploit. CVE-2010-0249.F is viewed as a malicious Trojan that can change the settings
of the important files and registry on the host computer. Users may encounter several
unfamiliar things when they start up their system. The trojan will run automatically in the
background taking advantage of its auto-start feature and It will eat up the system
resources and slow down the PC performance. The Exploit. CVE-2010-0249.F will help
hackers to record the web searching history and collect privacy data such as private
information, account details, and even your email or account password. Those records will
be used for further marketing purpose by third party.

Additionally the CVE-2010-0249 exploit can create backdoors and reverse connections to
allow remote control of the computer for instance by using VNC and other remote client
software.

A-portscan.cap

For this first challenge, You have been provided with a PCAP file that contains
transactions from two hosts. One of the hosts is performing a port scan against
another. Your goal is to determine the open ports on the server. (You should list
each port in numerical order and indicate the default protocol that usually uses

that port, if any)
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By using Wireshark we can configure the display filter tcp.flags.syn == 1 and tcp.flags.ack
== 1 against the pcap file to filter only those host ports that returned an open indication by
sending a sync/ack return as part of the TCP three way handshake. This would eliminate
all the closed ports and list all the open responsive ports:

portscan.cap  [Wireshark 1,124 (w1 12.4-0-ph4 86T da from measter-1.1F]]

Cie [k few Go Qahore  fnebem  jtetetcs Telephory  Jook  ntemsh  Help
CH dEd EREXE esnTi BE el 20K 3
Pl | bq:.ﬂwsm-lrdm:hm—d-1 ' | Exprasson. Chaa Sava

: Tie Soure Destination Probocol _ Langt Jnlo
o0, 07720 152, LEG, 223172 192, L6E, 223. 171 ten B SR04 ETED | TTH

k=l wir=5E40 Len=0 MSS=1460

48 0O, 0866TY 192,168, 233.172 1937.168. 233.171 L= B0 BO-43780 |[SvH, ACK]| Zage=0 Ack=1 Win=5340 Len=0 MES=1450

In the Wireshark display above we can see the replies from the scanned machine
192.168.223.172 to the machine doing the scanning 192.168.223.171, however as we have
our display filter set to

Tcp.flags.sync == 1 and tcp.flags.ack == 1, we are only seeing those packets that are
returning SYNC, ACK as part of the three way handshake that indicates a port is open,
listening and available to complete the connection.

However to display the port numbers in their own column and resolve the service we need
to add two new columns to Wireshark default setup. We do this by going to Edit ->
Preferences -> Column.

Then add new column, and add Field types; src-port (unresolved) for the port number and
src-port (resolved) to obtain and display the service.

Consequently, we can determine all the open ports on 192.168.223.172 by listing the open
port numbers and services that replied with a SYN/ACK. Additionally we can sort the
columns in ascending or descending order by right clicking on the column header, and
choosing options from a drop up box — as shown below.
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porisan.cap  [Wirechark 1.12.4 (v1,124-0-gh4861 da From master-1.12]]

Be b Wew Gu e frohos Faencs Teephoy Tok [nwemds ek
CB A4 ERXE ++aTa2 BE o @bmyx B

Filter] g Flsges, sy e 1 e b Sl ok e | | EXpaeEsad ., Dear Sawe
A Tirna Sours Tastration Protocol Sarera St Port T
[ AET LT GSECISE TRI2ITATE 192 NMALAIEETL TEM| 800 Usterpe | AA1 o et Do :
e,
| 77385 5.15987E 160.16R.223,177 192.163.223.171 TOP 60 nfs 2046
e R
| 13 0.077374 160.186.323.177 192.188.223.171 TOP &0 ssh 22 Aweaiw
e e

- & [ Coben Dekale.,

|

Hide Cibin

@
i
3
L

However to arrange and export the data from the columns for reporting etc, we can export
the Wireshark data into Excel via a CSV file.

To do this we have to do the following:

Go to File -> Export Packet Dissections -> Save as CSV

Name the file and save as .CSV extension

Open Excel and select -> Open File

Open the CSV file and Excel will prompt you to continue as it is not in
Excel format, select, Ok

o Excel will pop up the Text Import Wizard, Select defaults, and press next

o In Text Import Wizard step 2 — select comma as the delimiter, you will see a
screen like this:

ext Import Wizard - Step 2 of 3

This screen lets wou set the delimiters wour data contains, You can see how vour text is affected in the preview

below,
Deliriters
[+] 1ab
[] Treat consecutive delimiters as ane
Text gualifier: |" b
Daka preview
o. ime ource estination rotocol [Length Perwvice |
u} _077ES9 N9z7 168 Z2E3_17E 192.168_EZE3.171 [TCP u} th = |
2 .077274 L9z 162 222 172 L9z.162.222.171 [TCD o sh &=
2 020341 19z 168 2E23_17E 192.168_EZE3.171 [TCP u} etbhios-=szn
= 026298 192 168 2E23_17E 192.168_EZE3.171 [TCP u} elnet |
T — 3|
[ Zancel ] [ < Back, ] L Mext = ] [ Finish ]
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o Press Finish
o The formatted data will appear in an Excel spreadsheet which you can then
manipulate to create a table like the one below.

The full list of open ports and their corresponding services are listed below, not all ports
have a dedicated service.

Service Src Port
ftp 21
ssh 22
telnet 23
smtp 25
domain 53
http 80
sunrpc 111
netbios-

ssn 139
microsoft-

ds 445
exec 512
login 513
shell 514
rmiregistry 1099
ingreslock 1524
nfs 2049
scientia-
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ssdb 2121

mysql 3306

distcc 3632

postgresql 5432

rfb 5900
x11 6000
ircu 6667
ircs-u 6697

8009 8009

8180 8180
msgsrvr 8787

43607 43607

52878 52878

56166 56166

59563 59563

A-deep.cap

For your final challenge, you’ve been giving a capture file and you need to find a

password hidden inside a text file somewhere within the capture. (you might
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have to perform a few more steps in between, to get the text file ?)

In this pcap trace, we can see straight away that this is an 802.11 protocol (wireless

network) traffic scan.

deep.cap  [Wireshork 1,12.4

11,17 4-0-ph4RA1 da From master-1,12]]

fle [t Yew Go Gaptes  Gneyes  Getsbor Tesphony  Jock  [remak el
O 4m L BXY A+ aTL BE 0N gE8E B
Fiker: w [nprasman..,
O | . - - i —— Profecel _langth  0obo
1o, D0ed0n Claco-Li Ac bhiTh  Broadcast B, 11 Bl pedcon Frane, SMesiud, FHely Flagfs, vaurrnay BI=100, S5ID=homs |
3 T IEIAIT FOATE_ZE 93138 LAAJBOL.IT IO Acunow e FIaE=._ . ....
13,5235 Apple_reral;ie (pA)B02. 11 10 acknow)edgenent, Flagss.
4 13.195582 apple Ze:ol:es (RAlBO2.11 L0 Acknowledgement, Flags=........
§ 1%, 200262 F I B 192,168, 0,122 fin, ) 100 echa (ping) Feply fdeiiatill, seqed? AESE, tels127
B 133390658 Apple_Ze:el:es (RadBO2.11 L0 Acknow|eogement, Flags=........
7 15, 319065 agple_EesdliGE (RA)BGE,11 10 acknowledgenent, Flagss,.......
B 13.347526 1%2.188.0.1 19z2.148.0.134 (i1 111 Standard query respanse OuSbaf Refused
915, 21a526 P I o 182.168.0,122 ToHR 100 gchin (Ring) reply fde0a0dil, sRg=L0 9804, TU1=127
10 16, 346045 Apple fe:93:de (RAJBOZ.11 L0 Acknowlecgement, Flags=.. o
11 193268736 clsco-LT_02:e6:3a {Apple_Zeifside (RAJACT.11
12 19. 842505 Apple Zfe:93;3e (RABOZ.I1 H
13 Ji. 690065 cisco-Li_02 06135 CAapple _2ei03i3e (RAJECD.11 28 80711 malock ack, Flagi=..,.....
14 23.3a0478 Clsco-Lid4c:bb:Td  Spple 3e:50:88 ARP 08 who has 192.1085.0.1347 Tell 152,188, 0.1
15 25340484 cisco-Li_dcrbb:?s [H02.11 10 acknow]edgenent, Flags=...,....
1A 37 343RIT Flasat A AERR T EenTe Be-GT A8 ano A0 wha ks TET 1A B 174 TaTll 167 A8 AT
| [m Frama 13
(Encapzulation types B
arrfval Time: sar 30, JJJ.} cll 16141, T4 5465000 56 A=4a srandard Tima
[Time shift For this packet: O, 000000000 secands]
Epach Time: 1335734361, I4 5465000 secancs
[Time delts From previous csptuced Feans: O, 000000000 s&condd]
[Time delta from previous displayed frame: 0000000000 seconds]
[Time simce reference of Firsr Prane: O, 000000000 s&conds]
Frame surber: 1

Furthermore, within the packet details we can see that it is using WEP encryption and in
order to decipher the payload details we will need to crack the WEP key.

deep.cap [Wireshark 1.12.4 (v1.12.4-0-gb4861da from master-1.1.32]]

Fie Edt Wiew Go Capture  Anshme Stefistics Telephony Tools  [nbemals H:Ip
COAMYE BEEXS Qe aT 2 BE acan a¥m % B
Filer: ~  Expressian,,,
o Time Solrce Destination Protacal  Length Infa
1 0, 000000 Cisco-L1_4c:bbi7e  Broadcast BO2.11 Bl Beacon Trame, SH=2558, FHe
2 1.362431 Adpple_te:93:3e (RAJBOZ.11 10 Acknowledgement, Flags=...
3 3.323%21 Apple_2e:%3:3e (RA)BO2Z.11 10 ascknowledgement, Flags=...
4 13.1955582 apple_3e:9l:68 (RA)IB02.11 10 scknowledgement, Flags=...
{513, 203262 2odiEE 192.168.0.122 ICMP 100 Echo (pingd reply ) fd=0
6 13,339966 Apple_3e:91:68 (RA)BOZ.11 10 Acknowledgement, Flags=...
7 13.339966 Apple_3e:9l:68 (RA)B02.11 10 Acknowledgement, Flagss=,..
8 13,342526 192.168.0.1 152.168.0.134 DNS 111 standard query response 0o
G 15.214526 2.2.2.2 192.168.0.122 ICMP 100 echo ping) reply id=0n
10 16, 346049 Apple_Ze:93:3e (RA)B0OZ.11 10 acknowledgement, Flags=...
11 19. 268736 Cisco-Li_02:e6:3a (apple_Ze:93:3e (RA)BOZ.11 28 802.11 elock ack, Flagse..
12 19. 642505 Apple_Ze:93:3e (RAIBOZ.11 10 acknowledgement, Flags=...
13 21.899086 Cisco-Li_02:e6:3a (apple_2e:93:3e (RA)BO2.11 2B 802,11 Block ack, Flagss..
14 23.340478 Cisco-Li_4c:bb:74 Apple_3e:91:68 ARP 68 who has 192.168.0.1347 T
15 23.340484 Cisco-Li_dc:bb:76 (B802.11 10 scknowledgement, Flags=...
16 72 242577 rdemnol 4 AccskkeTA nrnla 28401 <RR oo AR wihe hae 102 1TRR N AFAT Te
IFENSMITIEr a00Fes5: LISCO-Li_4CiDOi /o [(UUIlai/ /uiacipn: /o)
BSs Id: Cisco-Li_dc:bb:76 (00:1a:70:4c:bb:76)
Sour<e address: Cisco-Li_d<:ibb:74 (00:1la:70:dc:bbi74)
Fragment number: O
_Sequence number: 2688
'H'EF' parameTers
Initialization vector: Oxa70468
ey Index: O
WEF ICV: Oxdasz40dz (cnrre-:t)
o000 00 ed ce Bt ie ;

This fortunately is relatively straightforward as WEP is a weak form of encryption that can
be relatively easily cracked. Therefore, by using Aircrack-ng we can open up Aircrack-ng
gui and use the deep.cap file as the input. This results with Aircrack-ng quickly returning
the WEP key as being:
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=G

Airctack-ng | Arodumpeng | Ardecapng | 'WZCook | About

Filename|s] | | "L \Documents and Setingz\AdmniskatortDeskiopVWieeshark \desp cap” Choose | |
Enceyplicn (&) WEP Key zize 128 ~ itz [ Usewordist ] Use PTW attack
WPA,

L] Advanced options. TSI

Airerack—ng 1.2 rci

[(BB:80:88] Tested B63 keys (got 58459 IUs)

depth
13

28:E6:6B:E9:D3:B6:20:95:DD:E9:2F:BE:37

We can now use this WEP key in Wireshark to decrypt the deep.cap 802.11 packets
payload by entering this WEP key in the 802.11 preferences — profile — 802.11 section and
this will allow Wireshark to decrypt and display the payload in clear text.

Bl Edt Vew Go Capture Anshy?e  Stabstics Telsphohy Tools  joternals  Hedp
o @ 4 4
Fillar: HNBAP .n.
Mo, T HP_ERM Raasgembls fragmented B2, 11 datagrams:  [+#]
1 0.00 HPFEEDS
2 2.36 HITE Ignors vendor-specfic HT slemerts: [
3 3.32
4 13.1 MITEZ Call subdissector for retransmitted 802,11 frames:  [#]
513. _":1 {Fm
8 13%.31 =] Assume packets have FCS: [
7 13.3§ e . -
813,34 m Tgnie the Probaction bt #1 Ha O Yo -without T 0 e
g 15.2 IEEE BOZ.LL
1 16, 34 IEEE BOZ.15.4 Enabie decryotion:  [+]
1L LE' i‘ JERE Me 1 Ky aceannples: DLA02:05:04:05 (40J64-b& WER),
1z 18. FCP D10 ISOS0TR0EL 00111203 (104 L 28-ket 'WEP),
13 1.8 MyPassword] MR (WP & plairtest passwond [+ 55000,
14 233 e O10CEHMS, 051 EZ6364 (WP + 256-bit key), Iriwshd keys vl be ignored.
15 23. 34 IMF
e e Decryption Keys: | Edt.
TrfniEand :
+ Frame 1 . WEP and WPA Decryption Keye - Profile: Defaolt
and ST
+ 1EEE BO e
= PO
# TEEE BO = s Framiio
i WED 281668 E9:00 86 20095 DD E9: 2F:BE 37
[

Once we have decrypted the packet payloads within the deep.cap trace we see information
displayed such as User Joe and Jgaa’s Fan Club FTP Service in frames 31 and 29
respectively, and this shows us that the WEP key is now working and decrypting the

packets.
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deep.cap [Wireshark 11254 [v1.12.4-0.gk48&1da from master-1.12]]
Ele ESt Wew o Capee frafboe Fabstcs Teephony  Jook  [ntemals  Help

e ARd BEEXD A+ F L |BE D S50 % H
Flbar; % Exprasaon,..
L L e H’md W"? WUUL' HESHNISE, SN=I9L1, FN=U, F d':lb-n..ul‘..... Bl=Lu

£ 31 Liag18 LU=l s iaus/o [T Ly e T SUl. L1

2% 37. 521214

22022 192,168, 0.122 FTF 166 Response: 220- Jgaa’s Fan club FTR service war-FTRD|
30 40.056830 162,168, 0,122 22,022 FTF G Aequest: USER joe |
32 40075774 apple_Seidli6d (RAIE02.11 10 acknowledgenent, FlagSs.iciias
33 40.274942 Apple_3e:9l:48 (Ra)802.11 10 Acknowledgement, Flags=........
34 40353276 apple_se:9l:63 (Ra)d02.11 10 acknowledgemant, Elags=........
35 400 561150 apple _Teidl:a8 Cigco-Li _de:bbe?h 802,11 24 Wull Tunction (Mo data), Sw=3179, FHed, Flagss...P..
36 40, 551150 Apple_ie:9l:488 Cisco-Li_d4c:bb:m  802.11 24 Wull function (Mo data), Sw=3179, Fu=0, Flags=...PR.
38 40.T7TIAA0 Apple_le:9l:85 Cisco-Li_4c:bb:Td 802,11 24 Wull function (No data), Sk=3182, FH=d, Flags=...P..
30 40.7T4LA7 apple_%e:9l:58 Cisco-Li_4c:bb:™ 502,11 24 w1l function (Mo data), Sw=3132, Fu=0, Flags=...BA.
40 40. 774654 Epple_3ei9li6a cisco-Lid4ctbbi?s  802.11 24 Wull Tunction (Mo daval, =Sw=3182, FHsd, Flagss...PR.
41 43_4B4914 Apple_Ze:93:3a (RAJH02.11 10 Acknowledgement, Flags=........
42 45.117756 Apple_Rerdli6s Cisco-L1_d<:bhi:7d  &RP 66 wha has 192.168.0.17 Tell 192,168, 0.122

Fragrent nuhber: d
Sagquence ramber: I174
| 2 'WEP garafierars
Inftialization vector: (90422
Ky Index: 0
WEP ICW! Oulejacesd (<orrect)

itoglesl-—tink—comtral———————
# Internet #rotacol Version 4, Src: 192.166.0.122 (192.166.0.122), bst: Z.2.2.7 (31.2.2.2)
# Transmigsion control Frotacol, Sre PORT: 49510 (405100, et Port: 21 (210, Sen: 1, ack: 89, Len: 10

QOle BO 06 01 59 o0 aB O0 Fa 02 02 02 (2 cl 66 00 15 coadiao? ceuaofoo
D020 A% 23 5F b2 of a3 S0 &1 50 18 1f aB 9% le OO0 OO0 |_j____|':_a R

G030 55 53 45 52 20 Ba 6F 63 Od Da UsSER foe ..

Now that we have successfully cracked the WEP encryption, the next stage is to find the
password file, and we can do this by scanning through the trace until we reach frame 152
where we see a file name Flag4.zip.

deep.cap  [Wireshark 1. 0-gb48&1da from master-1.12)]
B Edt MWew Go Caphee fnabye Rafistice Telephony  Jooks  [nternsk  Help
eedld EEXE A++aFl|EE A EBERE B

e | Expressior.,,
Po. Time Source Dwstinsbon Protooed  Length [nfo
law by, ooddsd APE I E_3R 1YL Iag LISE0-LT_#CI003 /e i, 1 4 WUITT TUNCTION LND GATA), SMeiddd, FMeU, RlagEe.. ..
140 B2, EEITEO apple _Feidlias Cigeo-L1 2c:bb:iTe  B0O2,11 24 mu1l funcrion (Mo data). SHe3238, FH=d, Flagfs....R
1%0 BZ. ES474d Appla_Za-%3-3p (RAJENG 11 10 Acknowladgenent, £lagse
151 8. BBIIL0 192,168, 0,122 2 RaE2 FTF o5 [ror acwed unseen segaent] Reguest: stor Flagd.zip

1587 B2, B925EG Cisca=-Li_d4c:bb:Té6 (BO2.11 10 Acknowledgement, Flagse........
156 B3, 0B9326 Apple_ie:9l:68 Cisco-Li_4c:bb:Te  BOT.11 24 w11 funcoion (He data), SW=3241, FH=0, Flags=...F.
150 B3, 647678 162.168.0.122 2.2.2.2 TCP 2565 49512-13103 [PSH, aCK] Seq=l Acke]l Win=62240 Lena21l5

180 B3, B4T7RTE Apple_3g:9l:88 Cisco-L1_4c:bb:7& BOZ.11 24 mull funccion (Mo datal, SwW=3243, FH=0, Flags=.....

153 BF. 777726 appla_3e:Bli68 (2l BT, 11 10 acknowladnenent, Flags=,. ..., ..

= WEF parimETers
Initialization vector: 0wa®a422
way Index: 0
WEFP ICW: DxfFae8Bea’ (correct)
# Logical-Link Cormtral
H IRterAet Protocol version 4, Sréf 192.168.0.122 (152.168.0.122), Davi 2.2.2.2 (2.2.2.2)
® Transmission Control Protoco], Src Port: 49511 (495110, Dst Port: 21 (21). Seq: 58, Ack: %1, Len: 1A
:.lE B Transter Protocol LFTPJ |
7 SToR flagd. ziphrin

00RO 30 06 JL 41 <0 a3 D) 7a 02 O OF 02 €l &F 00 B (" - A-..% +--r-Br:
o020 74 53 9d 3 60 42 F4 S8 50 18 1Ff e &7 22 00 Q0 | £5.. 'H.. F'..Hl'i]"..
0030 53 54 4F 52 20 66 6 61 67 34 2e Fa 6% VO 0d Q2 | STOR Tla gd.z27p..

In order to clear away a lot of the noise we can adjust Wireshark to only display TCP
streams and then we can clearly see our FTP conversation as well as some email
especially one IMF message at frame 105840.
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deppucap [Wireshark 1.12.4 (v1.12.4-0-gh4 861 da from master-1.12)]

Fle Edk Yew Go Caplure Sralos  Jtalistics Telsphory Took  Jrtemal  Help

e AW d ERXR A+ a T |EE a0l g@Rx B
Fer: || ip.proto ==g v Expression..,  Chear Save
L
TG {11 T— Souioe Destination, - Protocal length  [nfo
5829 333.499710 o2 192.168.0.122 FO& BS =i +0K
5831 353. 500734 2edv2aid 1092.168.0.122 PO 02 = +0x 2 SE1D
5833 353, 503806 Zudo2.2 192.168.0.122 FOFP 110 =& +oK 2 SELD

B840 353. 729598 2.2.2.3 152.168.0.1232 IMF 745 from: metalman <meta lmardcarolinacond. Coms, |

= Intarnat HMessage Format
(T Racaivad: from [1%2. 188.0.1237 ([2.2.%.17) by carolinacond.com with Mailenable ESMTP; Sun, 2% Apr 2012 17:25:18 -d4¢
HMassage-I0; <4FR0ElER. BLE0B02&carnTinacons., com>
Data; Sun, £9 Apr 2002 17:25:18 -Q400
From; matalman <metalmar@carolinacond. com=, 1 item
usar-Agent: Mozillass.0 (windows; U; windoss WT 6.1; an-us; rva@l, 901,90 Gecko/200100722 Eudorasd, 0.4
HMIME-Version: 1.0
Ta: crashmanGcarolinacong, com, metalmar@carolinacond, com, Z itges
Subject: yo...
Cantent-Type: text/plaing charset=I150-B839-1; format=flowed
Cantent-Transfer-Encoding: 7hit
raturn-rathi =metalman@carolinaconB, coms%rn
£ Line-based text data: text/plain
ol
1= this right?urn
W
dah 1 IHBhC3MEDE Ik 161 216V CI AV DELEMT K 3 M=\
L A
0050 9b 32 e 32 da 3& fa 31 Bd 29 20 &2 7O 20 63 &1 [2.2.2.1 1) by ca
poBD T2 BT 6C 69 Aa 61 63 6F &2 38 2e 63 &F &d 20 77 rolinaco nd, com w
0OF0 B9 T4 BB 20 4d 6L 69 6¢ 45 G2 61 62 &C 65 20 45 ith Mail Enzble E
GORA _E7 dd £d T e A £ TE  Sn Gl a0 S0 U 89 Th eaeree emuoo 0 se

Frams (745 bytes) ODwecryphed WEP data (7135 bytes)

This message is from Metalman@carolinacon8.com. We can decrypt the IMF message by
clicking on the Wireshark decrypt WEP tab at the bottom of the data display. Moreover,
what we see is:

L2

An email from metalman to crashman, subject Yo ...,
Is this right?
dGhIIHBhc3N3b3JkIGlzIGJvc3Rvbk1BMTk3Nwo=

We now want to examine that string of characters so we highlight the string in Wireshark.

derp.cap [Wireshark 1.12.4 (¥l O.ph4lf1da frosm master.1.12]]

Sl Edt  Wew Go Caphoe  gralos  Stahstics  Telephony TIpoks  frkernsk  pHelp

= Open. ae |l e T2 EBE el R B
Oipan Eacent: ]
Herge.. w | Expression. .. Clear Tave
[t Frioim Hex Do, De P Length _Infa

¥ Ckee Curl 192.168. 0.122 POF BS 51 +0K

192.168.0.122 POP 92 §: #0K 2 5810

v 192,168, 0.122 PP 110 5: +0K 2 5810
Sarvm 85, .. Shift+0trks 5
S i 192,168, 0. 745 from: metalman -metalmarnBcarolinacond. com=, =

i

Export Specified Packets.,

([Z.2.2.1]12 by carolinaconf.com with maileEnable ESMTR; Sun, 2% Apr 2012 17:25:16 -0400
rolinacond. comx

Eaport 550 Sadsion Kevd, ., 0400
Export Cbjects * hacons. com:, 1 frem
& ot ansp 1 U windows NT 6.1; an-Us; rvil,9,1.9) Gecko/200100722 Eudorayss, 0.4

a it el ataImar@carolinacond, com, 2 items

: ¥
B Content-Type: text/plain; charfet=I150-EE59-1; format=f1owed
content-Transfer-encoding: 7odt
raturn-#ath: <meralmar@carolinacond, comsSrin
= Line-based text data: test plain
am,
s thiz right™shn

Frames (745 byetes) | Decryphed 'WEP data (713 btes)

Then the packet can be exported using File -> ‘export selected packet bytes’ and we save
it as the default raw data, calling it “password’.
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If we then open the file password, we will have the data string available to manipulate.
And the first thing we want to do is to convert it from Base64 to Ascii in a decoder and
when we do we get returned:

Decode from Base64 format

Simply use the form below

dGhlIHEhc3M3b3 kI GlzI Glve3Rvbk 1 BMTEIMwo=

= DECODE = LITF-5 ¥ [ou may also select input charset.)

the password is bostonMA1977

“the password is bostonMA1977”
So we now know the password for the Flag4.zip file and that reveals a file Flag4.txt
And within Flag4.txt will be the password.

To do that we have to find the actual zip file flag4.zip and extract it from the pcap file. We
do this by looking first for the flag4.zip file and we can see from our decrypted WEP
Wireshark file that it is found in frame 159.
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deep.cap [Wireshark 1.12.4 (v1,12,4-0-gh4f41da from master-1.12]]

Gl B Wew Go Caphee  Anshoe  Sabktie  Telephony  Jooks  [ntemadk  Hep

Cpen..., e lea e T LR BE AN @8RS B
Cpen Racent [

Mengs, .. o | Exprisiaon., Chiar SR
Bt Fromn Hese Dureg. ..

W Coss ik

T Save ps., Shfe+Chri+s dedadai ®) Raquest: USER joe
Fils 5l k

£ ced Packets.. |
P i 116 RESpOnSE: 331 u=sEr fame Dka_-..-, Meed pazzward.

Exgeort 571 Sesson Keys... e e
Exguit Obrgats

= Print...
a
159 83.647678

192.168.0.122

# TEEE H-ﬂ2.11|:utl.. FIags: P T
# Logical-Link contral
# Internet Protocol versien 4, seo: 192.16B.0.122 (192.168.0.122), psti 2.2.2.2 (2.2.2.2)

# Transmizsion control Protocol, Src PorT: 40512 (49512%, pst Port: 1103 (11033, Seqg: 1. ack: 1, Len: 215
o bata (215 bytes) J
| Data: 504b030403000800002dThAad 0614 boB3 B FOMO000L300, . .

We scroll down and select the data from the TCP packet, as shown above and then go to
file -> export specific packets Bytes. Then we save the raw output to a file named
something like password.zip on the desktop. We then have a captured flag4.zip file called
password.zip, which we can now open using Winzip, and we are prompted for a password.

Decrypt

Mate: the pagzword will be applied to files you subsequently add to or
extract from the current archive, and will be automatically cleared when the Fath
[ Flags.bxt* archive is closed.

Marme

Enter pazsward;

bl azk pazzword

(] Cancel ] [ Help ]

Selecked 1 File, 19 bytes Total 1 File, 19 bytes 6 O
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File - Edit  Miew Fawvorites Tools  Help

@Back O L% g“ H ’OSearch l?"'- Faolders * @ Falder Sync

address [ CADocuments and Setkings)Administrator Deskbop) zip-test

File and Folder Tasks

Other Places

@ pesit 2 flag4 - Notepad
eskiop

Fil=  Edit
[a My Documents iz I

@ Shared Documents
a My Computer
g Iy Metwork Places

Format  Wiew Help

o

Jostonmarathon2012 ]

Details

We enter the previous discovered password ‘ bostonMA1977 ¢, and we find the flag.txt
file, opening it we discover the real password:

bostonmarathon2012
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